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QVM Overview

= New tab in QRadar

IBM Security QRadar SIEM

Dashboard R
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Last updated Fri May 10 23:06:56 GMT 2013
* Third of Cyber Attacks Come From China
¥ Ciscoto buy lsrael-pased software maker for

5475 million

¥ Srhool that exnelled student hacker mav have

Show Dashboard: | Wulnerability Management

Security News

= Two new deployable components
— QVM Console

Log Activity  Network Activity  Assets

Reports  Vulnerabilities JAdmin

DNEW Cashboard [y Rename Dashbos E) Celete Dashboard  Add ltemn..

All

Vulnerability Count / Risl

5%

« Scan definitions, scan scheduling engine, scan results

— QVM Scanner

* Performs scan tasks as part of an overall scan

» Third component hosted by IBM

— Hosted Scanner, scans a customers DMZ from the internet
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Overview continued
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= Licence able software component that is part
of QRadar File Edit Actions
— Pre-installed on all 7.2 installations and iﬁ Rl I ”F‘ R
above : System View | i Event View " : Vulnerability View |
= Supports all in one and distributed |lm|: o
deployments @ -
. . CWVM Processor:i4
= Provides an internet hosted scanner for External Scanner - qihurvmxx
external DMZ scanning 3
= Deployments configured via deployment QUM Processor
editor S
= All communication between components is QM Scanner
encrypted @
SiteProtector Adapter
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Key Functional Areas

= Scan Management
— Scan configuration
— Scan scheduling
— Scan results
» Manage Vulnerabilities
Searching, Filtering and Pivot
Exception and remediation processes

Research

Dashboards and reports
Includes 3™ party scan data

IBM Security QRadar

Dashboard Offenses

Vulnerabilities

My Assigned
Vulnerabilities

* Manage Vulnerabilities
By Metwork
By Asset
By Vulnerability
By Open Service

Scan Results
Vulnerability Exception
» Research
r Administrative
Scan Profiles

Scan Exclusions
Operational Window

SIEM

Log Activity  Network Activity  Assets

Reports

Vulnerabilities

Search ¥ L:J Save Search Criteria.  Quick Searches W Acdtions ¥ Quick Filter...

Manage Vulnerabilities = By Vulnerability Instances

Vulnerability Instances (No Search Parameters)

IP Address

10.100.85.122

10.100.85.52

10.100.85.126
10.100.85.117

10.100.85.117
10.100.85.22

10.100.85.122
10.100.85.115
10.100.85.113
10.100.85.18

10.100.85.130
10.100.85.121
10.100.85.139
10.100.85.136
10.100.85.116
10.100.85.125
10.100.85.120
10.100.85.111
10.100.85.115
10.100.85.59

Asset Name

Ubuntu-7-04
10.100.85.52
Ubuntu-9-04
REDHATY
REDHATY
10.100.85.22
Ubuntu-7-04
MANDRIVA-ENTERP
MANDRAKELINUX
10.100.85.18

FreeBSD5.labs.critic....

10.100.85.121
WINZKERV-5P4
WINZKSRV-GOLD
REDHATS
UBUNTU-8-10
UBUNTU-6-06-1
10.100.85.111
MANDRIVA-ENTERP
10.100.85.59

Vulner

2006-1608 - PHP - Security Byp
2011-5000 - OpenSSH - Denial
2008-5161 - S5H - Tectia Clien
2009-4022 - 1SC - BIND - Cachs
2005-2666 - OpenSSH - Inform
2012-0814 - OpenSSH - Inform
2006-4486 - PHP - Integer Over
2011-2724 - Samba - Denial-0
PHP - Remate Arbitrary Locatio
2011-5000 - OpenSSH - Denial
Remote Procedure Call Service
2012-0814 - OpenSSH - Inform
Information Leak - Computer M
Information Leak - Computer N
2005-2666 - OpenSSH - Inform
2011-1678 - Samba - Security £
Information Leak - Computer M
2011-5000 - OpenS3SH - Denial
2011-1678 - Samba - Security
2012-0814 - OpenSSH - Inform
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QRadar Console

Manage Vulnerabilities [

CQRadar Asset
Database CRE
and
Flugins

Assets

HTTPS

Scan
Results

HTTPS

On demand

HTTPS

Asset
searches

QVM Processor

Single Ul

Scan Management [

Scan Configuration
Windows Servers

DMZ Servers
PCl Servers

[ 29th May 2013 14:43 Windows Servers |

[ 209th May 2013 14:43 DMZ Servers |
[ 29t WMay 2013 14:43 PCI Servers__|
[ 29th May 2013 1443 Windows Servers
|[_25 12y 2013 14 43 DWZ Servers |
[ 200 Wiay 2013 1443 FCl Semers ]

Scan
Tool
Scheduler

Result
Processor

HTTPS

QVM Scanners

Result Linux Patch
Dispatch \Windows Patch
it Windows Config

Scanning

—>
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Deployment Scenario — Simple

= All in one

IIIIII"

— QRadar Console
— QVM Processor
— QVM Scanner

= Zero software install

= License key enablement

» Simple evaluation process for existing
customers

QRadar
Console

Scanning

= =
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Fully Distributed

DMZ Servers

4:;'1 Scanning

Customer iny

The internat

et gatevay

IBM Hosted

bkl QWM Scanner
internal DMZ Fi "
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Summary

» Enable zero install Vulnerability Management for QRadar customers
—Included in the QRadar ISO
—Present in all 7.2+ customer installs
» Supports fully distributed internal and external vulnerability scanning
= Single Ul Configured via deployment editor

= Manage vulnerabilities functionality for 3 party scanners

= All communication between components is encrypted
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