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QVM Overview

� New tab in QRadar
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� Two new deployable components

– QVM Console

• Scan definitions, scan scheduling engine, scan results

– QVM Scanner

• Performs scan tasks as part of an overall scan

� Third component hosted by IBM

– Hosted Scanner, scans a customers DMZ from the internet
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Overview continued

� Licence able software component that is part 

of QRadar

– Pre-installed on all 7.2 installations and 

above

� Supports all in one and distributed 

deployments

� Provides an internet hosted scanner for 

external DMZ scanning
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external DMZ scanning

� Deployments configured via deployment 

editor

� All communication between components is 

encrypted
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Key Functional Areas

� Scan Management

– Scan configuration

– Scan scheduling

– Scan results

� Manage Vulnerabilities

– Searching, Filtering and Pivot

– Exception and remediation processes

– Research
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– Research

– Dashboards and reports

– Includes 3rd party scan data



IBM Security Systems

QVM High Level Architecture

Single UI
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Deployment Scenario – Simple

� All in one

– QRadar Console

– QVM Processor

– QVM Scanner

� Zero software install

� License key enablement
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� License key enablement

� Simple evaluation process for existing 

customers

QRadar

Console

Scanning
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Fully Distributed
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Summary

� Enable zero install Vulnerability Management for QRadar customers

– Included in the QRadar ISO

–Present in all 7.2+ customer installs

� Supports fully distributed internal and external vulnerability scanning

© 2013 IBM Corporation8

� Supports fully distributed internal and external vulnerability scanning

� Single UI Configured via deployment editor

� Manage vulnerabilities functionality for 3rd party scanners

� All communication between components is encrypted
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