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OPERATIONAL PROCEDURE 

· Below is the Home page of Nessus .
· Use Login Details that was created at the time of registration .
[image: ]
· After the successful login below screen will be shown.
· To start scan click on new scan on the upper right side blue button 
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· Choose the Basic Network Scan .
[image: ]
· Fill the target details that are going to be scan for Penetration testing 
· Name, description, Target IP’s.
· Select the Schedule if the target host will be scan at any given point of time 
[image: ]




· Select the type of scan , ideally the scan should be for all ports. 
[image: ]

· Below is the showcase of how to configure the Manager to scan the target 
[image: ]




· Go to the All scan, All the configured targeted node will be visible ,choose any of the node and click on start button to start the PT . 
[image: ]
· When the PT is in process it will act like below artefact.
[image: ]
· Once the PT is completed the double click on targeted node to see the PT report .
[image: ]




· This artifacts show the Actual VA results o the targeted host.
[image: ]

· To know about the Complete Vernabilities click on any vernable point .
[image: ]


· This artefact shows all the information regarding the Vernability found in the targeted host.
[image: ] 
· To export the complete report click on the export button on the upper right side .
[image: ]

· Below is the sample attached file .
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		VA-ASSESSMENT

		Plugin ID		CVE		CVSS		Risk		Host		Protocol		Port		Name		Synopsis		Description		Solution		See Also		Plugin Output

		10114		CVE-1999-0524				None		172.30.21.103		icmp		0		ICMP Timestamp Request Remote Date Disclosure		It is possible to determine the exact time set on the remote host.		The remote host answers to an ICMP timestamp request.  This allows an
attacker to know the date that is set on the targeted machine, which
may assist an unauthenticated, remote attacker in defeating time-based
authentication protocols.

Timestamps returned from machines running Windows Vista / 7 / 2008 /
2008 R2 are deliberately incorrect, but usually within 1000 seconds of
the actual system time.		Filter out the ICMP timestamp requests (13), and the outgoing ICMP
timestamp replies (14).				The difference between the local and remote clocks is -60 seconds.


		10180						None		172.30.21.103		tcp		0		Ping the remote host		It was possible to identify the status of the remote host (alive or
dead).		Nessus was able to determine if the remote host is alive using one or
more of the following ping types :

  - An ARP ping, provided the host is on the local subnet
    and Nessus is running over Ethernet.

  - An ICMP ping.

  - A TCP ping, in which the plugin sends to the remote host
    a packet with the flag SYN, and the host will reply with
    a RST or a SYN/ACK.

  - A UDP ping (e.g., DNS, RPC, and NTP).		n/a				The remote host is up
The remote host replied to an ICMP echo packet

		10223		CVE-1999-0632				None		172.30.21.103		udp		111		RPC portmapper Service Detection		An ONC RPC portmapper is running on the remote host.		The RPC portmapper is running on this port.

The portmapper allows someone to get the port number of each RPC
service running on the remote host by sending either multiple lookup
requests or a DUMP request.		n/a

		10267						None		172.30.21.103		tcp		22		SSH Server Type and Version Information		An SSH server is listening on this port.		It is possible to obtain information about the remote SSH server by
sending an empty authentication request.		n/a				
SSH version : SSH-2.0-OpenSSH_5.3
SSH supported authentication : publickey,gssapi-keyex,gssapi-with-mic,password


		10287						None		172.30.21.103		udp		0		Traceroute Information		It was possible to obtain traceroute information.		Makes a traceroute to the remote host.		n/a				For your information, here is the traceroute from 172.30.6.41 to 172.30.21.103 : 
172.30.6.41
172.30.6.2
172.30.21.103

Hop Count: 2


		10342						None		172.30.21.103		tcp		6900		VNC Software Detection		The remote host is running a remote display software (VNC).		The remote host is running VNC (Virtual Network Computing), which uses
the RFB (Remote Framebuffer) protocol to provide remote access to
graphical user interfaces and thus permits a console on the remote
host to be displayed on another.		Make sure use of this software is done in accordance with your
organization's security policy and filter incoming traffic to this
port.		https://en.wikipedia.org/wiki/Vnc		
The highest RFB protocol version supported by the server is :

  3.8


		10342						None		172.30.21.103		tcp		6901		VNC Software Detection		The remote host is running a remote display software (VNC).		The remote host is running VNC (Virtual Network Computing), which uses
the RFB (Remote Framebuffer) protocol to provide remote access to
graphical user interfaces and thus permits a console on the remote
host to be displayed on another.		Make sure use of this software is done in accordance with your
organization's security policy and filter incoming traffic to this
port.		https://en.wikipedia.org/wiki/Vnc		
The highest RFB protocol version supported by the server is :

  3.8


		10342						None		172.30.21.103		tcp		6902		VNC Software Detection		The remote host is running a remote display software (VNC).		The remote host is running VNC (Virtual Network Computing), which uses
the RFB (Remote Framebuffer) protocol to provide remote access to
graphical user interfaces and thus permits a console on the remote
host to be displayed on another.		Make sure use of this software is done in accordance with your
organization's security policy and filter incoming traffic to this
port.		https://en.wikipedia.org/wiki/Vnc		
The highest RFB protocol version supported by the server is :

  3.8


		10863						None		172.30.21.103		tcp		8003		SSL Certificate Information		This plugin displays the SSL certificate.		This plugin connects to every SSL-related port and attempts to 
extract and dump the X.509 certificate.		n/a				Subject Name: 

Common Name: localhost.localdomain

Issuer Name: 

Common Name: localhost.localdomain

Serial Number: 00 F8 D0 ED A0 73 B9 63 4A 

Version: 1

Signature Algorithm: SHA-256 With RSA Encryption

Not Valid Before: Mar 20 07:46:34 2018 GMT
Not Valid After: Aug 05 07:46:34 2045 GMT

Public Key Info: 

Algorithm: RSA Encryption
Key Length: 2048 bits
Public Key: 00 A7 4A F7 7C 8E 16 F4 C7 80 F0 48 24 D3 0D 17 CB 5C 73 B7 
            BA 07 C0 72 5A 16 65 0B F9 61 22 DC 4F B1 0A 06 2E 0E 89 66 
            1E 91 4C DB 68 28 E6 83 16 97 3A 3C 23 F1 1B 1B 94 2B 30 1B 
            B3 A1 80 AC AA C3 84 2A 02 23 E4 05 B4 1E 80 5D DC 24 0D 16 
            26 C7 70 F1 04 1C 6F 43 22 16 F6 76 0D 52 81 1B BC 34 1F 3F 
            3A 0B 66 5B 66 52 D8 65 6F D6 D4 7F 32 9C B7 E5 AD 3E 74 24 
            A0 3F E3 A5 E5 DD 3D 8B 65 A2 B4 97 31 C1 0B 20 9C 0A F3 62 
            73 60 80 81 44 22 A9 D2 B8 FD 5E C7 13 DB 26 A2 BD FD E9 6F 
            14 27 49 27 6D DB 13 47 0D 4D 23 39 D7 BB 84 B0 C4 CE 82 55 
            7C BD B1 62 02 83 69 78 57 42 BD 49 EC 1D BA 0D 70 F6 97 10 
            1A 69 7D BE B1 AC 79 FC 6D FD 8B 66 01 49 90 16 7A BC 9E 7B 
            B1 DF 5F 1A A6 20 1A 2D CB 08 1D 2A 3B 7E BF EC 58 D4 9C 9F 
            DE 4A 31 35 C5 0B 1E BE 0F 67 64 20 7C D5 64 B3 23 
Exponent: 01 00 01 

Signature Length: 256 bytes / 2048 bits
Signature: 00 02 C4 00 87 2B B9 69 B1 72 E8 83 89 15 0C 14 88 27 BA FD 
           F6 58 D4 54 7D 39 2D CF C5 60 90 6A 24 CD 6B F9 B5 4E 93 B6 
           05 9B 1C A7 88 99 75 7B 6C BA 7C B8 87 65 A5 B1 C2 97 CC 70 
           1A 24 B9 E5 B9 0C B3 10 A8 62 3B 49 E7 7C EC 50 75 C0 FA 41 
           79 E5 EB 64 12 69 24 E2 35 0F 1F EC 85 0B B7 E2 C4 32 2C B9 
           AF 45 A9 B8 8D E6 4C 9F A5 0D 4C DC BD 91 D7 EC E2 86 1A 43 
           E1 DC 07 32 C5 1A D9 BF 28 8B 0E AF E2 A9 D9 4B 9B 5A 4C 57 
           11 B2 6C E9 8E C6 BA 08 E9 F2 8A B0 90 75 F7 E0 72 32 33 9F 
           7B B5 9D C1 27 7F 7B 04 97 92 43 63 F3 68 D8 D2 13 79 5F 85 
           48 05 36 1C 6E F8 02 34 3C A4 54 56 64 CC 8C 93 F5 4F 96 BC 
           C4 A6 2C 2E 26 2F 11 E7 17 CD 4F CB 94 B0 F8 BB 97 36 86 25 
           D8 17 68 65 AE 1D 05 D9 3C 37 1A 6E FE A4 F5 FD 3F 1D 6A 73 
           10 88 21 89 41 B4 BE DB 34 6F D4 E1 75 DF F2 85 50 

Fingerprints : 

SHA-256 Fingerprint: 1B 50 5C CA 70 A2 18 79 EE ED A9 3E B9 D5 EA 73 A3 F8 BB 49 
                     62 3F 40 CF 8A 03 07 C7 BB AF 45 EB 
SHA-1 Fingerprint: 3C 27 E5 A1 10 70 C4 9F 0C C5 2D D6 03 87 07 BA 33 35 58 50 
MD5 Fingerprint: 62 FE B8 60 82 F6 93 5A 85 E3 DA FE 46 0C 00 A7 



		10863						None		172.30.21.103		tcp		8899		SSL Certificate Information		This plugin displays the SSL certificate.		This plugin connects to every SSL-related port and attempts to 
extract and dump the X.509 certificate.		n/a				Subject Name: 

Common Name: localhost.localdomain

Issuer Name: 

Country: US
State/Province: California
Locality: Redwood City
Organization: Oracle Corporation
Organization Unit: Oracle VM Manager
Common Name: OVM CA ovmm

Serial Number: 34 ED C0 68 CD B6 66 47 9A CA 49 27 91 93 09 38 07 69 0D 42 

Version: 3

Signature Algorithm: SHA-256 With RSA Encryption

Not Valid Before: Apr 03 08:42:20 2018 GMT
Not Valid After: Apr 04 08:42:20 2028 GMT

Public Key Info: 

Algorithm: RSA Encryption
Key Length: 2048 bits
Public Key: 00 A7 4A F7 7C 8E 16 F4 C7 80 F0 48 24 D3 0D 17 CB 5C 73 B7 
            BA 07 C0 72 5A 16 65 0B F9 61 22 DC 4F B1 0A 06 2E 0E 89 66 
            1E 91 4C DB 68 28 E6 83 16 97 3A 3C 23 F1 1B 1B 94 2B 30 1B 
            B3 A1 80 AC AA C3 84 2A 02 23 E4 05 B4 1E 80 5D DC 24 0D 16 
            26 C7 70 F1 04 1C 6F 43 22 16 F6 76 0D 52 81 1B BC 34 1F 3F 
            3A 0B 66 5B 66 52 D8 65 6F D6 D4 7F 32 9C B7 E5 AD 3E 74 24 
            A0 3F E3 A5 E5 DD 3D 8B 65 A2 B4 97 31 C1 0B 20 9C 0A F3 62 
            73 60 80 81 44 22 A9 D2 B8 FD 5E C7 13 DB 26 A2 BD FD E9 6F 
            14 27 49 27 6D DB 13 47 0D 4D 23 39 D7 BB 84 B0 C4 CE 82 55 
            7C BD B1 62 02 83 69 78 57 42 BD 49 EC 1D BA 0D 70 F6 97 10 
            1A 69 7D BE B1 AC 79 FC 6D FD 8B 66 01 49 90 16 7A BC 9E 7B 
            B1 DF 5F 1A A6 20 1A 2D CB 08 1D 2A 3B 7E BF EC 58 D4 9C 9F 
            DE 4A 31 35 C5 0B 1E BE 0F 67 64 20 7C D5 64 B3 23 
Exponent: 01 00 01 

Signature Length: 256 bytes / 2048 bits
Signature: 00 72 3C 81 BC 8C 39 E1 58 22 C8 17 EE 5F 11 5B AB E3 45 85 
           5B F7 D9 A1 7B 38 49 77 0A FB 90 D6 6B 81 B0 BB DD 4B 37 B4 
           BC AE 32 56 45 0A CF 19 40 29 2A A0 D2 2F 4C 17 E2 C1 82 05 
           82 7D 73 46 DE BF 75 59 07 42 AB 1B DD 3F CF 09 85 48 08 E2 
           C0 AA BC C8 6B E2 7F EA 03 60 3D EA F5 5E 18 43 85 B7 70 FC 
           21 42 5C 1B C1 36 72 D2 42 EC 67 FF 70 63 FD 4E 38 3D 71 42 
           88 E1 AD E9 A2 BF 97 CD 78 BA 8D 2E BB 8F 37 20 3B 08 1F F1 
           90 F4 63 FF FC D7 95 E5 7B DC BA 31 57 E1 A5 5A 09 E3 4B BB 
           1E 1C F0 AD 84 20 BD E0 EF 73 C4 9F DE B3 1A 60 6D 5E 80 73 
           8D 54 A3 CE BB EE E8 48 08 9C 83 F5 56 30 8B D5 D5 3C 21 5E 
           34 4D 8F 56 BA 50 DA 52 DB 55 4C 62 AC B9 F5 BB C7 58 AD 5F 
           85 EE 05 EC C8 B6 6A 9D 7A AA 48 E8 B7 78 5D 97 90 B2 27 41 
           23 CD 41 31 44 06 22 65 C9 56 CE DD 53 BE 97 54 F4 

Fingerprints : 

SHA-256 Fingerprint: A1 C1 E2 E0 83 90 76 93 C2 B6 F5 96 48 99 FE C5 04 0F 43 B2 
                     85 74 28 A0 D5 4B 8E 72 48 13 43 2E 
SHA-1 Fingerprint: 01 6A 1F 7F FB C5 2E 87 41 BB 1A 17 96 44 4A 82 8B 45 85 D2 
MD5 Fingerprint: AA 2B D5 52 42 C1 BD 14 50 15 88 C7 F0 C7 A8 4A 



		10881						None		172.30.21.103		tcp		22		SSH Protocol Versions Supported		A SSH server is running on the remote host.		This plugin determines the versions of the SSH protocol supported by
the remote SSH daemon.		n/a				The remote SSH daemon supports the following versions of the
SSH protocol :

  - 1.99
  - 2.0


		10884						None		172.30.21.103		udp		123		Network Time Protocol (NTP) Server Detection		An NTP server is listening on the remote host.		An NTP server is listening on port 123. If not securely configured,
it may provide information about its version, current date, current
time, and possibly system information.		n/a		http://www.ntp.org		
  An NTP service has been discovered, listening on port 123.

  No sensitive information has been disclosed.

  Version : unknown


		11111						None		172.30.21.103		tcp		44942		RPC Services Enumeration		An ONC RPC service is running on the remote host.		By sending a DUMP request to the portmapper, it was possible to
enumerate the ONC RPC services running on the remote port.  Using this
information, it is possible to connect and bind to each service by
sending an RPC request to the remote port.		n/a				
The following RPC services are available on TCP port 44942 :

 - program: 100024 (status), version: 1


		11111						None		172.30.21.103		tcp		111		RPC Services Enumeration		An ONC RPC service is running on the remote host.		By sending a DUMP request to the portmapper, it was possible to
enumerate the ONC RPC services running on the remote port.  Using this
information, it is possible to connect and bind to each service by
sending an RPC request to the remote port.		n/a				
The following RPC services are available on TCP port 111 :

 - program: 100000 (portmapper), version: 4
 - program: 100000 (portmapper), version: 3
 - program: 100000 (portmapper), version: 2


		11111						None		172.30.21.103		udp		50099		RPC Services Enumeration		An ONC RPC service is running on the remote host.		By sending a DUMP request to the portmapper, it was possible to
enumerate the ONC RPC services running on the remote port.  Using this
information, it is possible to connect and bind to each service by
sending an RPC request to the remote port.		n/a				
The following RPC services are available on UDP port 50099 :

 - program: 100024 (status), version: 1


		11111						None		172.30.21.103		udp		111		RPC Services Enumeration		An ONC RPC service is running on the remote host.		By sending a DUMP request to the portmapper, it was possible to
enumerate the ONC RPC services running on the remote port.  Using this
information, it is possible to connect and bind to each service by
sending an RPC request to the remote port.		n/a				
The following RPC services are available on UDP port 111 :

 - program: 100000 (portmapper), version: 4
 - program: 100000 (portmapper), version: 3
 - program: 100000 (portmapper), version: 2


		11154						None		172.30.21.103		tcp		8002		Unknown Service Detection: Banner Retrieval		There is an unknown service running on the remote host.		Nessus was unable to identify a service on the remote host even though
it returned a banner of some type.		n/a				
If you know what this service is and think the banner could be used to
identify it, please send a description of the service along with the
following output to svc-signatures@nessus.org :

  Port   : 8002
  Type   : get_http
  Banner : 
0x00:  28 65 72 72 20 28 74 79 70 65 20 22 3C 63 6C 61    (err (type "<cla
           0x10:  73 73 20 27 78 65 6E 2E 78 65 6E 64 2E 58 65 6E    ss 'xen.xend.Xen
           0x20:  64 45 72 72 6F 72 2E 58 65 6E 64 45 72 72 6F 72    dError.XendError
           0x30:  27 3E 22 29 20 28 76 61 6C 75 65 20 27 49 6E 76    '>") (value 'Inv
           0x40:  61 6C 69 64 20 6F 70 65 72 61 74 69 6F 6E 3A 20    alid operation: 
           0x50:  47 45 54 27 29 29 0A                               GET')).         
           


		11154						None		172.30.21.103		tcp		8003		Unknown Service Detection: Banner Retrieval		There is an unknown service running on the remote host.		Nessus was unable to identify a service on the remote host even though
it returned a banner of some type.		n/a				
If you know what this service is and think the banner could be used to
identify it, please send a description of the service along with the
following output to svc-signatures@nessus.org :

  Port   : 8003
  Type   : get_http
  Banner : 
0x00:  28 65 72 72 20 28 74 79 70 65 20 22 3C 63 6C 61    (err (type "<cla
           0x10:  73 73 20 27 78 65 6E 2E 78 65 6E 64 2E 58 65 6E    ss 'xen.xend.Xen
           0x20:  64 45 72 72 6F 72 2E 58 65 6E 64 45 72 72 6F 72    dError.XendError
           0x30:  27 3E 22 29 20 28 76 61 6C 75 65 20 27 49 6E 76    '>") (value 'Inv
           0x40:  61 6C 69 64 20 6F 70 65 72 61 74 69 6F 6E 3A 20    alid operation: 
           0x50:  47 45 54 27 29 29 0A                               GET')).         
           


		11219						None		172.30.21.103		tcp		111		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 111/tcp was found to be open

		11219						None		172.30.21.103		tcp		22		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 22/tcp was found to be open

		11219						None		172.30.21.103		tcp		8003		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 8003/tcp was found to be open

		11219						None		172.30.21.103		tcp		10002		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 10002/tcp was found to be open

		11219						None		172.30.21.103		tcp		6900		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 6900/tcp was found to be open

		11219						None		172.30.21.103		tcp		44942		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 44942/tcp was found to be open

		11219						None		172.30.21.103		tcp		8899		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 8899/tcp was found to be open

		11219						None		172.30.21.103		tcp		7777		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 7777/tcp was found to be open

		11219						None		172.30.21.103		tcp		6901		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 6901/tcp was found to be open

		11219						None		172.30.21.103		tcp		10000		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 10000/tcp was found to be open

		11219						None		172.30.21.103		tcp		8002		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 8002/tcp was found to be open

		11219						None		172.30.21.103		tcp		6902		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 6902/tcp was found to be open

		11219						None		172.30.21.103		tcp		10001		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 10001/tcp was found to be open

		11936						None		172.30.21.103		tcp		0		OS Identification		It is possible to guess the remote operating system.		Using a combination of remote probes (e.g., TCP/IP, SMB, HTTP, NTP,
SNMP, etc.), it is possible to guess the name of the remote operating
system in use. It is also possible sometimes to guess the version of
the operating system.		n/a				
Remote operating system : Linux Kernel 2.2
Linux Kernel 2.4
Linux Kernel 2.6
Confidence level : 54
Method : SinFP

Not all fingerprints could give a match. If you think some or all of
the following could be used to identify the host's operating system,
please email them to os-signatures@nessus.org. Be sure to include a
brief description of the host itself, such as the actual operating
system or product / model names.

SSH:!:SSH-2.0-OpenSSH_5.3
NTP:!:unknown
SinFP:
   P1:B10113:F0x12:W29200:O0204ffff:M1460:
   P2:B10113:F0x12:W43440:O0204ffff0402080affffffff444541440103030c:M1460:
   P3:B11120:F0x04:W0:O0:M0
   P4:70003_7_p=6901R
HTTP:!:Server: BaseHTTP/0.3 Python/2.6.6


SSLcert:!:i/CN:localhost.localdomains/CN:localhost.localdomain
3c27e5a11070c49f0cc52dd6038707ba33355850
i/CN:OVM CA ovmmi/O:Oracle Corporationi/OU:Oracle VM Managers/CN:localhost.localdomain
016a1f7ffbc52e8741bb1a1796444a828b4585d2


 
The remote host is running one of these operating systems : 
Linux Kernel 2.2
Linux Kernel 2.4
Linux Kernel 2.6

		19288						None		172.30.21.103		tcp		6900		VNC Server Security Type Detection		A VNC server is running on the remote host.		This script checks the remote VNC server protocol version and the
available 'security types'.		n/a				
The remote VNC server supports the following security type :

  1 (None)


		19288						None		172.30.21.103		tcp		6901		VNC Server Security Type Detection		A VNC server is running on the remote host.		This script checks the remote VNC server protocol version and the
available 'security types'.		n/a				
The remote VNC server supports the following security type :

  1 (None)


		19288						None		172.30.21.103		tcp		6902		VNC Server Security Type Detection		A VNC server is running on the remote host.		This script checks the remote VNC server protocol version and the
available 'security types'.		n/a				
The remote VNC server supports the following security type :

  1 (None)


		19506						None		172.30.21.103		tcp		0		Nessus Scan Information		This plugin displays information about the Nessus scan.		This plugin displays, for each tested host, information about the
scan itself :

  - The version of the plugin set.
  - The type of scanner (Nessus or Nessus Home).
  - The version of the Nessus Engine.
  - The port scanner(s) used.
  - The port range scanned.
  - Whether credentialed or third-party patch management
    checks are possible.
  - The date of the scan.
  - The duration of the scan.
  - The number of hosts scanned in parallel.
  - The number of checks done in parallel.		n/a				Information about this scan : 

Nessus version : 7.0.3
Plugin feed version : 201804192115
Scanner edition used : Nessus
Scan type : Normal
Scan policy used : Basic Network Scan
Scanner IP : 172.30.6.41
Port scanner(s) : nessus_syn_scanner 
Port range : 1-65535
Thorough tests : no
Experimental tests : no
Paranoia level : 1
Report verbosity : 1
Safe checks : yes
Optimize the test : yes
Credentialed checks : no
Patch management checks : None
CGI scanning : enabled
Web application tests : enabled
Web app tests -  Test mode : single
Web app tests -  Try all HTTP methods : no
Web app tests -  Maximum run time : 5 minutes.
Web app tests -  Stop at first flaw : CGI
Max hosts : 30
Max checks : 4
Recv timeout : 5
Backports : Detected
Allow post-scan editing: Yes
Scan Start Date : 2018/4/26 8:38 India Standard Time
Scan duration : 2122 sec


		21643						None		172.30.21.103		tcp		8003		SSL Cipher Suites Supported		The remote service encrypts communications using SSL.		This plugin detects which SSL ciphers are supported by the remote
service for encrypting communications.		n/a		https://www.openssl.org/docs/man1.1.0/apps/ciphers.html
http://www.nessus.org/u?3a040ada		
Here is the list of SSL ciphers supported by the remote server :
Each group is reported per SSL Version.

SSL Version : TLSv12
  Medium Strength Ciphers (> 64-bit and < 112-bit key, or 3DES)

    DES-CBC3-SHA                 Kx=RSA         Au=RSA      Enc=3DES-CBC(168)        Mac=SHA1   

  High Strength Ciphers (>= 112-bit key)

    RSA-AES128-SHA256            Kx=RSA         Au=RSA      Enc=AES-GCM(128)         Mac=SHA256  
    RSA-AES256-SHA384            Kx=RSA         Au=RSA      Enc=AES-GCM(256)         Mac=SHA384  
    AES128-SHA                   Kx=RSA         Au=RSA      Enc=AES-CBC(128)         Mac=SHA1   
    AES256-SHA                   Kx=RSA         Au=RSA      Enc=AES-CBC(256)         Mac=SHA1   
    CAMELLIA128-SHA              Kx=RSA         Au=RSA      Enc=Camellia-CBC(128)    Mac=SHA1   
    CAMELLIA256-SHA              Kx=RSA         Au=RSA      Enc=Camellia-CBC(256)    Mac=SHA1   
    RSA-AES128-SHA256            Kx=RSA         Au=RSA      Enc=AES-CBC(128)         Mac=SHA256  
    RSA-AES256-SHA256            Kx=RSA         Au=RSA      Enc=AES-CBC(256)         Mac=SHA256  


SSL Version : TLSv11
  Medium Strength Ciphers (> 64-bit and < 112-bit key, or 3DES)

    DES-CBC3-SHA                 Kx=RSA         Au=RSA      Enc=3DES-CBC(168)        Mac=SHA1   

  High Strength Ciphers (>= 112-bit key)

    AES128-SHA                   Kx=RSA         Au=RSA      Enc=AES-CBC(128)         Mac=SHA1   
    AES256-SHA                   Kx=RSA         Au=RSA      Enc=AES-CBC(256)         Mac=SHA1   
    CAMELLIA128-SHA              Kx=RSA         Au=RSA      Enc=Camellia-CBC(128)    Mac=SHA1   
    CAMELLIA256-SHA              Kx=RSA         Au=RSA      Enc=Camellia-CBC(256)    Mac=SHA1   


SSL Version : TLSv1
  Medium Strength Ciphers (> 64-bit and < 112-bit key, or 3DES)

    DES-CBC3-SHA                 Kx=RSA         Au=RSA      Enc=3DES-CBC(168)        Mac=SHA1   

  High Strength Ciphers (>= 112-bit key)

    AES128-SHA                   Kx=RSA         Au=RSA      Enc=AES-CBC(128)         Mac=SHA1   
    AES256-SHA                   Kx=RSA         Au=RSA      Enc=AES-CBC(256)         Mac=SHA1   
    CAMELLIA128-SHA              Kx=RSA         Au=RSA      Enc=Camellia-CBC(128)    Mac=SHA1   
    CAMELLIA256-SHA              Kx=RSA         Au=RSA      Enc=Camellia-CBC(256)    Mac=SHA1   

The fields above are :

  {OpenSSL ciphername}
  Kx={key exchange}
  Au={authentication}
  Enc={symmetric encryption method}
  Mac={message authentication code}
  {export flag}


		21643						None		172.30.21.103		tcp		8899		SSL Cipher Suites Supported		The remote service encrypts communications using SSL.		This plugin detects which SSL ciphers are supported by the remote
service for encrypting communications.		n/a		https://www.openssl.org/docs/man1.1.0/apps/ciphers.html
http://www.nessus.org/u?3a040ada		
Here is the list of SSL ciphers supported by the remote server :
Each group is reported per SSL Version.

SSL Version : TLSv12
  Medium Strength Ciphers (> 64-bit and < 112-bit key, or 3DES)

    DES-CBC3-SHA                 Kx=RSA         Au=RSA      Enc=3DES-CBC(168)        Mac=SHA1   

  High Strength Ciphers (>= 112-bit key)

    RSA-AES128-SHA256            Kx=RSA         Au=RSA      Enc=AES-GCM(128)         Mac=SHA256  
    RSA-AES256-SHA384            Kx=RSA         Au=RSA      Enc=AES-GCM(256)         Mac=SHA384  
    AES128-SHA                   Kx=RSA         Au=RSA      Enc=AES-CBC(128)         Mac=SHA1   
    AES256-SHA                   Kx=RSA         Au=RSA      Enc=AES-CBC(256)         Mac=SHA1   
    CAMELLIA128-SHA              Kx=RSA         Au=RSA      Enc=Camellia-CBC(128)    Mac=SHA1   
    CAMELLIA256-SHA              Kx=RSA         Au=RSA      Enc=Camellia-CBC(256)    Mac=SHA1   
    RSA-AES128-SHA256            Kx=RSA         Au=RSA      Enc=AES-CBC(128)         Mac=SHA256  
    RSA-AES256-SHA256            Kx=RSA         Au=RSA      Enc=AES-CBC(256)         Mac=SHA256  


SSL Version : TLSv11
  Medium Strength Ciphers (> 64-bit and < 112-bit key, or 3DES)

    DES-CBC3-SHA                 Kx=RSA         Au=RSA      Enc=3DES-CBC(168)        Mac=SHA1   

  High Strength Ciphers (>= 112-bit key)

    AES128-SHA                   Kx=RSA         Au=RSA      Enc=AES-CBC(128)         Mac=SHA1   
    AES256-SHA                   Kx=RSA         Au=RSA      Enc=AES-CBC(256)         Mac=SHA1   
    CAMELLIA128-SHA              Kx=RSA         Au=RSA      Enc=Camellia-CBC(128)    Mac=SHA1   
    CAMELLIA256-SHA              Kx=RSA         Au=RSA      Enc=Camellia-CBC(256)    Mac=SHA1   


SSL Version : TLSv1
  Medium Strength Ciphers (> 64-bit and < 112-bit key, or 3DES)

    DES-CBC3-SHA                 Kx=RSA         Au=RSA      Enc=3DES-CBC(168)        Mac=SHA1   

  High Strength Ciphers (>= 112-bit key)

    AES128-SHA                   Kx=RSA         Au=RSA      Enc=AES-CBC(128)         Mac=SHA1   
    AES256-SHA                   Kx=RSA         Au=RSA      Enc=AES-CBC(256)         Mac=SHA1   
    CAMELLIA128-SHA              Kx=RSA         Au=RSA      Enc=Camellia-CBC(128)    Mac=SHA1   
    CAMELLIA256-SHA              Kx=RSA         Au=RSA      Enc=Camellia-CBC(256)    Mac=SHA1   

The fields above are :

  {OpenSSL ciphername}
  Kx={key exchange}
  Au={authentication}
  Enc={symmetric encryption method}
  Mac={message authentication code}
  {export flag}


		22964						None		172.30.21.103		tcp		8003		Service Detection		The remote service could be identified.		Nessus was able to identify the remote service by its banner or by
looking at the error message it sends when it receives an HTTP
request.		n/a				A TLSv1 server answered on this port.


		22964						None		172.30.21.103		tcp		8899		Service Detection		The remote service could be identified.		Nessus was able to identify the remote service by its banner or by
looking at the error message it sends when it receives an HTTP
request.		n/a				A TLSv1 server answered on this port.


		22964						None		172.30.21.103		tcp		6901		Service Detection		The remote service could be identified.		Nessus was able to identify the remote service by its banner or by
looking at the error message it sends when it receives an HTTP
request.		n/a				A TLSv1 server answered on this port.


		22964						None		172.30.21.103		tcp		6900		Service Detection		The remote service could be identified.		Nessus was able to identify the remote service by its banner or by
looking at the error message it sends when it receives an HTTP
request.		n/a				A TLSv1 server answered on this port.


		22964						None		172.30.21.103		tcp		6902		Service Detection		The remote service could be identified.		Nessus was able to identify the remote service by its banner or by
looking at the error message it sends when it receives an HTTP
request.		n/a				A TLSv1 server answered on this port.


		22964						None		172.30.21.103		tcp		10001		Service Detection		The remote service could be identified.		Nessus was able to identify the remote service by its banner or by
looking at the error message it sends when it receives an HTTP
request.		n/a				A TLSv1.2 server answered on this port.


		22964						None		172.30.21.103		tcp		7777		Service Detection		The remote service could be identified.		Nessus was able to identify the remote service by its banner or by
looking at the error message it sends when it receives an HTTP
request.		n/a				The service closed the connection without sending any data.
It might be protected by some sort of TCP wrapper.

		22964						None		172.30.21.103		tcp		22		Service Detection		The remote service could be identified.		Nessus was able to identify the remote service by its banner or by
looking at the error message it sends when it receives an HTTP
request.		n/a				An SSH server is running on this port.

		22964						None		172.30.21.103		tcp		6900		Service Detection		The remote service could be identified.		Nessus was able to identify the remote service by its banner or by
looking at the error message it sends when it receives an HTTP
request.		n/a				A vnc server is running on this port through TLSv1.

		22964						None		172.30.21.103		tcp		6901		Service Detection		The remote service could be identified.		Nessus was able to identify the remote service by its banner or by
looking at the error message it sends when it receives an HTTP
request.		n/a				A vnc server is running on this port through TLSv1.

		22964						None		172.30.21.103		tcp		6902		Service Detection		The remote service could be identified.		Nessus was able to identify the remote service by its banner or by
looking at the error message it sends when it receives an HTTP
request.		n/a				A vnc server is running on this port through TLSv1.

		22964						None		172.30.21.103		tcp		8899		Service Detection		The remote service could be identified.		Nessus was able to identify the remote service by its banner or by
looking at the error message it sends when it receives an HTTP
request.		n/a				A web server is running on this port through TLSv1.

		25220						None		172.30.21.103		tcp		0		TCP/IP Timestamps Supported		The remote service implements TCP timestamps.		The remote host implements TCP timestamps, as defined by RFC1323.  A
side effect of this feature is that the uptime of the remote host can
sometimes be computed.		n/a		http://www.ietf.org/rfc/rfc1323.txt

		26925				7.5		High		172.30.21.103		tcp		6900		VNC Server Unauthenticated Access		The remote VNC server does not require authentication.		The VNC server installed on the remote host allows an attacker
to connect to the remote host as no authentication is required
to access this service.

** The VNC server sometimes sends the connected user to the XDM login
** screen. Unfortunately, Nessus cannot identify this situation.
** In such a case, it is not possible to go further without valid
** credentials and this alert may be ignored.		Disable the No Authentication security type.

		26925				7.5		High		172.30.21.103		tcp		6901		VNC Server Unauthenticated Access		The remote VNC server does not require authentication.		The VNC server installed on the remote host allows an attacker
to connect to the remote host as no authentication is required
to access this service.

** The VNC server sometimes sends the connected user to the XDM login
** screen. Unfortunately, Nessus cannot identify this situation.
** In such a case, it is not possible to go further without valid
** credentials and this alert may be ignored.		Disable the No Authentication security type.

		26925				7.5		High		172.30.21.103		tcp		6902		VNC Server Unauthenticated Access		The remote VNC server does not require authentication.		The VNC server installed on the remote host allows an attacker
to connect to the remote host as no authentication is required
to access this service.

** The VNC server sometimes sends the connected user to the XDM login
** screen. Unfortunately, Nessus cannot identify this situation.
** In such a case, it is not possible to go further without valid
** credentials and this alert may be ignored.		Disable the No Authentication security type.

		35297						None		172.30.21.103		tcp		8899		SSL Service Requests Client Certificate		The remote service requests an SSL client certificate.		The remote service encrypts communications using SSL/TLS, requests a
client certificate, and may require a valid certificate in order to
establish a connection to the underlying service.		n/a				
A TLSv12/TLSv11/TLSv1 server is listening on this port that requests a client certificate.


		39520						None		172.30.21.103		tcp		22		Backported Security Patch Detection (SSH)		Security patches are backported.		Security patches may have been 'backported' to the remote SSH server
without changing its version number. 

Banner-based checks have been disabled to avoid false positives. 

Note that this test is informational only and does not denote any
security problem.		n/a		https://access.redhat.com/security/updates/backporting/?sc_cid=3093		
Give Nessus credentials to perform local checks.


		42873				5		Medium		172.30.21.103		tcp		8003		SSL Medium Strength Cipher Suites Supported		The remote service supports the use of medium strength SSL ciphers.		The remote host supports the use of SSL ciphers that offer medium
strength encryption. Nessus regards medium strength as any encryption
that uses key lengths at least 64 bits and less than 112 bits, or else
that uses the 3DES encryption suite.

Note that it is considerably easier to circumvent medium strength
encryption if the attacker is on the same physical network.		Reconfigure the affected application if possible to avoid use of
medium strength ciphers.		https://www.openssl.org/blog/blog/2016/08/24/sweet32/		
Here is the list of medium strength SSL ciphers supported by the remote server :

  Medium Strength Ciphers (> 64-bit and < 112-bit key, or 3DES)

    DES-CBC3-SHA                 Kx=RSA         Au=RSA      Enc=3DES-CBC(168)        Mac=SHA1   

The fields above are :

  {OpenSSL ciphername}
  Kx={key exchange}
  Au={authentication}
  Enc={symmetric encryption method}
  Mac={message authentication code}
  {export flag}


		42873				5		Medium		172.30.21.103		tcp		8899		SSL Medium Strength Cipher Suites Supported		The remote service supports the use of medium strength SSL ciphers.		The remote host supports the use of SSL ciphers that offer medium
strength encryption. Nessus regards medium strength as any encryption
that uses key lengths at least 64 bits and less than 112 bits, or else
that uses the 3DES encryption suite.

Note that it is considerably easier to circumvent medium strength
encryption if the attacker is on the same physical network.		Reconfigure the affected application if possible to avoid use of
medium strength ciphers.		https://www.openssl.org/blog/blog/2016/08/24/sweet32/		
Here is the list of medium strength SSL ciphers supported by the remote server :

  Medium Strength Ciphers (> 64-bit and < 112-bit key, or 3DES)

    DES-CBC3-SHA                 Kx=RSA         Au=RSA      Enc=3DES-CBC(168)        Mac=SHA1   

The fields above are :

  {OpenSSL ciphername}
  Kx={key exchange}
  Au={authentication}
  Enc={symmetric encryption method}
  Mac={message authentication code}
  {export flag}


		45590						None		172.30.21.103		tcp		0		Common Platform Enumeration (CPE)		It was possible to enumerate CPE names that matched on the remote
system.		By using information obtained from a Nessus scan, this plugin reports
CPE (Common Platform Enumeration) matches for various hardware and
software products found on a host. 

Note that if an official CPE is not available for the product, this
plugin computes the best possible CPE based on the information
available from the scan.		n/a		http://cpe.mitre.org/
https://nvd.nist.gov/products/cpe		
The remote operating system matched the following CPE's : 

  cpe:/o:linux:linux_kernel:2.2
  cpe:/o:linux:linux_kernel:2.4
  cpe:/o:linux:linux_kernel:2.6

Following application CPE matched on the remote system :

  cpe:/a:openbsd:openssh:5.3 -> OpenBSD  OpenSSH 5.3


		50845						None		172.30.21.103		tcp		8003		OpenSSL Detection		The remote service appears to use OpenSSL to encrypt traffic.		Based on its response to a TLS request with a specially crafted
server name extension, it seems that the remote service is using the
OpenSSL library to encrypt traffic.

Note that this plugin can only detect OpenSSL implementations that
have enabled support for TLS extensions (RFC 4366).		n/a		http://www.openssl.org

		50845						None		172.30.21.103		tcp		8899		OpenSSL Detection		The remote service appears to use OpenSSL to encrypt traffic.		Based on its response to a TLS request with a specially crafted
server name extension, it seems that the remote service is using the
OpenSSL library to encrypt traffic.

Note that this plugin can only detect OpenSSL implementations that
have enabled support for TLS extensions (RFC 4366).		n/a		http://www.openssl.org

		51192				6.4		Medium		172.30.21.103		tcp		8003		SSL Certificate Cannot Be Trusted		The SSL certificate for this service cannot be trusted.		The server's X.509 certificate cannot be trusted. This situation can
occur in three different ways, in which the chain of trust can be
broken, as stated below :

  - First, the top of the certificate chain sent by the
    server might not be descended from a known public
    certificate authority. This can occur either when the
    top of the chain is an unrecognized, self-signed
    certificate, or when intermediate certificates are
    missing that would connect the top of the certificate
    chain to a known public certificate authority.

  - Second, the certificate chain may contain a certificate
    that is not valid at the time of the scan. This can
    occur either when the scan occurs before one of the
    certificate's 'notBefore' dates, or after one of the
    certificate's 'notAfter' dates.

  - Third, the certificate chain may contain a signature
    that either didn't match the certificate's information
    or could not be verified. Bad signatures can be fixed by
    getting the certificate with the bad signature to be
    re-signed by its issuer. Signatures that could not be
    verified are the result of the certificate's issuer
    using a signing algorithm that Nessus either does not
    support or does not recognize.

If the remote host is a public host in production, any break in the
chain makes it more difficult for users to verify the authenticity and 
identity of the web server. This could make it easier to carry out 
man-in-the-middle attacks against the remote host.		Purchase or generate a proper certificate for this service.		http://www.itu.int/rec/T-REC-X.509/en
https://en.wikipedia.org/wiki/X.509		
The following certificate was at the top of the certificate
chain sent by the remote host, but it is signed by an unknown
certificate authority :

|-Subject : CN=localhost.localdomain
|-Issuer  : CN=localhost.localdomain


		51192				6.4		Medium		172.30.21.103		tcp		8899		SSL Certificate Cannot Be Trusted		The SSL certificate for this service cannot be trusted.		The server's X.509 certificate cannot be trusted. This situation can
occur in three different ways, in which the chain of trust can be
broken, as stated below :

  - First, the top of the certificate chain sent by the
    server might not be descended from a known public
    certificate authority. This can occur either when the
    top of the chain is an unrecognized, self-signed
    certificate, or when intermediate certificates are
    missing that would connect the top of the certificate
    chain to a known public certificate authority.

  - Second, the certificate chain may contain a certificate
    that is not valid at the time of the scan. This can
    occur either when the scan occurs before one of the
    certificate's 'notBefore' dates, or after one of the
    certificate's 'notAfter' dates.

  - Third, the certificate chain may contain a signature
    that either didn't match the certificate's information
    or could not be verified. Bad signatures can be fixed by
    getting the certificate with the bad signature to be
    re-signed by its issuer. Signatures that could not be
    verified are the result of the certificate's issuer
    using a signing algorithm that Nessus either does not
    support or does not recognize.

If the remote host is a public host in production, any break in the
chain makes it more difficult for users to verify the authenticity and 
identity of the web server. This could make it easier to carry out 
man-in-the-middle attacks against the remote host.		Purchase or generate a proper certificate for this service.		http://www.itu.int/rec/T-REC-X.509/en
https://en.wikipedia.org/wiki/X.509		
The following certificate was at the top of the certificate
chain sent by the remote host, but it is signed by an unknown
certificate authority :

|-Subject : CN=localhost.localdomain
|-Issuer  : C=US/ST=California/L=Redwood City/O=Oracle Corporation/OU=Oracle VM Manager/CN=OVM CA ovmm


		53335						None		172.30.21.103		tcp		111		RPC portmapper (TCP)		An ONC RPC portmapper is running on the remote host.		The RPC portmapper is running on this port. 

The portmapper allows someone to get the port number of each RPC
service running on the remote host by sending either multiple lookup
requests or a DUMP request.		n/a

		54615						None		172.30.21.103		tcp		0		Device Type		It is possible to guess the remote device type.		Based on the remote operating system, it is possible to determine
what the remote system type is (eg: a printer, router, general-purpose
computer, etc).		n/a				Remote device type : general-purpose
Confidence level : 54


		56984						None		172.30.21.103		tcp		8003		SSL / TLS Versions Supported		The remote service encrypts communications.		This plugin detects which SSL and TLS versions are supported by the
remote service for encrypting communications.		n/a				
This port supports TLSv1.0/TLSv1.1/TLSv1.2.


		56984						None		172.30.21.103		tcp		8899		SSL / TLS Versions Supported		The remote service encrypts communications.		This plugin detects which SSL and TLS versions are supported by the
remote service for encrypting communications.		n/a				
This port supports TLSv1.0/TLSv1.1/TLSv1.2.


		57582				6.4		Medium		172.30.21.103		tcp		8003		SSL Self-Signed Certificate		The SSL certificate chain for this service ends in an unrecognized
self-signed certificate.		The X.509 certificate chain for this service is not signed by a
recognized certificate authority.  If the remote host is a public host
in production, this nullifies the use of SSL as anyone could establish
a man-in-the-middle attack against the remote host. 

Note that this plugin does not check for certificate chains that end
in a certificate that is not self-signed, but is signed by an
unrecognized certificate authority.		Purchase or generate a proper certificate for this service.				
The following certificate was found at the top of the certificate
chain sent by the remote host, but is self-signed and was not
found in the list of known certificate authorities :

|-Subject : CN=localhost.localdomain


		65792						None		172.30.21.103		tcp		6900		VNC Server Unencrypted Communication Detection		A VNC server with one or more unencrypted 'security-types' is running
on the remote host.		This script checks the remote VNC server protocol version and the
available 'security types' to determine if any unencrypted
'security-types' are in use or available.		n/a				
The remote VNC server supports the following security type
which does not perform full data communication encryption :

  1 (None)


		65792						None		172.30.21.103		tcp		6901		VNC Server Unencrypted Communication Detection		A VNC server with one or more unencrypted 'security-types' is running
on the remote host.		This script checks the remote VNC server protocol version and the
available 'security types' to determine if any unencrypted
'security-types' are in use or available.		n/a				
The remote VNC server supports the following security type
which does not perform full data communication encryption :

  1 (None)


		65792						None		172.30.21.103		tcp		6902		VNC Server Unencrypted Communication Detection		A VNC server with one or more unencrypted 'security-types' is running
on the remote host.		This script checks the remote VNC server protocol version and the
available 'security types' to determine if any unencrypted
'security-types' are in use or available.		n/a				
The remote VNC server supports the following security type
which does not perform full data communication encryption :

  1 (None)


		70544						None		172.30.21.103		tcp		8003		SSL Cipher Block Chaining Cipher Suites Supported		The remote service supports the use of SSL Cipher Block Chaining
ciphers, which combine previous blocks with subsequent ones.		The remote host supports the use of SSL ciphers that operate in Cipher
Block Chaining (CBC) mode.  These cipher suites offer additional
security over Electronic Codebook (ECB) mode, but have the potential to
leak information if used improperly.		n/a		http://www.openssl.org/docs/apps/ciphers.html
http://www.nessus.org/u?cc4a822a
http://www.openssl.org/~bodo/tls-cbc.txt		
Here is the list of SSL CBC ciphers supported by the remote server :

  Medium Strength Ciphers (> 64-bit and < 112-bit key, or 3DES)

    DES-CBC3-SHA                 Kx=RSA         Au=RSA      Enc=3DES-CBC(168)        Mac=SHA1   

  High Strength Ciphers (>= 112-bit key)

    AES128-SHA                   Kx=RSA         Au=RSA      Enc=AES-CBC(128)         Mac=SHA1   
    AES256-SHA                   Kx=RSA         Au=RSA      Enc=AES-CBC(256)         Mac=SHA1   
    CAMELLIA128-SHA              Kx=RSA         Au=RSA      Enc=Camellia-CBC(128)    Mac=SHA1   
    CAMELLIA256-SHA              Kx=RSA         Au=RSA      Enc=Camellia-CBC(256)    Mac=SHA1   
    RSA-AES128-SHA256            Kx=RSA         Au=RSA      Enc=AES-CBC(128)         Mac=SHA256  
    RSA-AES256-SHA256            Kx=RSA         Au=RSA      Enc=AES-CBC(256)         Mac=SHA256  

The fields above are :

  {OpenSSL ciphername}
  Kx={key exchange}
  Au={authentication}
  Enc={symmetric encryption method}
  Mac={message authentication code}
  {export flag}


		70544						None		172.30.21.103		tcp		8899		SSL Cipher Block Chaining Cipher Suites Supported		The remote service supports the use of SSL Cipher Block Chaining
ciphers, which combine previous blocks with subsequent ones.		The remote host supports the use of SSL ciphers that operate in Cipher
Block Chaining (CBC) mode.  These cipher suites offer additional
security over Electronic Codebook (ECB) mode, but have the potential to
leak information if used improperly.		n/a		http://www.openssl.org/docs/apps/ciphers.html
http://www.nessus.org/u?cc4a822a
http://www.openssl.org/~bodo/tls-cbc.txt		
Here is the list of SSL CBC ciphers supported by the remote server :

  Medium Strength Ciphers (> 64-bit and < 112-bit key, or 3DES)

    DES-CBC3-SHA                 Kx=RSA         Au=RSA      Enc=3DES-CBC(168)        Mac=SHA1   

  High Strength Ciphers (>= 112-bit key)

    AES128-SHA                   Kx=RSA         Au=RSA      Enc=AES-CBC(128)         Mac=SHA1   
    AES256-SHA                   Kx=RSA         Au=RSA      Enc=AES-CBC(256)         Mac=SHA1   
    CAMELLIA128-SHA              Kx=RSA         Au=RSA      Enc=Camellia-CBC(128)    Mac=SHA1   
    CAMELLIA256-SHA              Kx=RSA         Au=RSA      Enc=Camellia-CBC(256)    Mac=SHA1   
    RSA-AES128-SHA256            Kx=RSA         Au=RSA      Enc=AES-CBC(128)         Mac=SHA256  
    RSA-AES256-SHA256            Kx=RSA         Au=RSA      Enc=AES-CBC(256)         Mac=SHA256  

The fields above are :

  {OpenSSL ciphername}
  Kx={key exchange}
  Au={authentication}
  Enc={symmetric encryption method}
  Mac={message authentication code}
  {export flag}


		70657						None		172.30.21.103		tcp		22		SSH Algorithms and Languages Supported		An SSH server is listening on this port.		This script detects which algorithms and languages are supported by
the remote service for encrypting communications.		n/a				
Nessus negotiated the following encryption algorithm with the server : 

The server supports the following options for kex_algorithms : 

  diffie-hellman-group-exchange-sha1
  diffie-hellman-group-exchange-sha256
  diffie-hellman-group1-sha1
  diffie-hellman-group14-sha1

The server supports the following options for server_host_key_algorithms : 

  ssh-dss
  ssh-rsa

The server supports the following options for encryption_algorithms_client_to_server : 

  3des-cbc
  aes128-cbc
  aes128-ctr
  aes192-cbc
  aes192-ctr
  aes256-cbc
  aes256-ctr
  arcfour
  arcfour128
  arcfour256
  blowfish-cbc
  cast128-cbc
  rijndael-cbc@lysator.liu.se

The server supports the following options for encryption_algorithms_server_to_client : 

  3des-cbc
  aes128-cbc
  aes128-ctr
  aes192-cbc
  aes192-ctr
  aes256-cbc
  aes256-ctr
  arcfour
  arcfour128
  arcfour256
  blowfish-cbc
  cast128-cbc
  rijndael-cbc@lysator.liu.se

The server supports the following options for mac_algorithms_client_to_server : 

  hmac-md5
  hmac-md5-96
  hmac-ripemd160
  hmac-ripemd160@openssh.com
  hmac-sha1
  hmac-sha1-96
  hmac-sha2-256
  hmac-sha2-512
  umac-64@openssh.com

The server supports the following options for mac_algorithms_server_to_client : 

  hmac-md5
  hmac-md5-96
  hmac-ripemd160
  hmac-ripemd160@openssh.com
  hmac-sha1
  hmac-sha1-96
  hmac-sha2-256
  hmac-sha2-512
  umac-64@openssh.com

The server supports the following options for compression_algorithms_client_to_server : 

  none
  zlib@openssh.com

The server supports the following options for compression_algorithms_server_to_client : 

  none
  zlib@openssh.com


		70658		CVE-2008-5161		2.6		Low		172.30.21.103		tcp		22		SSH Server CBC Mode Ciphers Enabled		The SSH server is configured to use Cipher Block Chaining.		The SSH server is configured to support Cipher Block Chaining (CBC)
encryption.  This may allow an attacker to recover the plaintext message
from the ciphertext. 

Note that this plugin only checks for the options of the SSH server and
does not check for vulnerable software versions.		Contact the vendor or consult product documentation to disable CBC mode
cipher encryption, and enable CTR or GCM cipher mode encryption.				
The following client-to-server Cipher Block Chaining (CBC) algorithms
are supported : 

  3des-cbc
  aes128-cbc
  aes192-cbc
  aes256-cbc
  blowfish-cbc
  cast128-cbc
  rijndael-cbc@lysator.liu.se

The following server-to-client Cipher Block Chaining (CBC) algorithms
are supported : 

  3des-cbc
  aes128-cbc
  aes192-cbc
  aes256-cbc
  blowfish-cbc
  cast128-cbc
  rijndael-cbc@lysator.liu.se


		71049				2.6		Low		172.30.21.103		tcp		22		SSH Weak MAC Algorithms Enabled		The remote SSH server is configured to allow MD5 and 96-bit MAC
algorithms.		The remote SSH server is configured to allow either MD5 or 96-bit MAC
algorithms, both of which are considered weak.

Note that this plugin only checks for the options of the SSH server,
and it does not check for vulnerable software versions.		Contact the vendor or consult product documentation to disable MD5 and
96-bit MAC algorithms.				
The following client-to-server Message Authentication Code (MAC) algorithms
are supported : 

  hmac-md5
  hmac-md5-96
  hmac-sha1-96

The following server-to-client Message Authentication Code (MAC) algorithms
are supported : 

  hmac-md5
  hmac-md5-96
  hmac-sha1-96


		90317				4.3		Medium		172.30.21.103		tcp		22		SSH Weak Algorithms Supported		The remote SSH server is configured to allow weak encryption
algorithms or no algorithm at all.		Nessus has detected that the remote SSH server is configured to use
the Arcfour stream cipher or no cipher at all. RFC 4253 advises
against using Arcfour due to an issue with weak keys.		Contact the vendor or consult product documentation to remove the weak
ciphers.		https://tools.ietf.org/html/rfc4253#section-6.3		
The following weak server-to-client encryption algorithms are supported : 

  arcfour
  arcfour128
  arcfour256

The following weak client-to-server encryption algorithms are supported : 

  arcfour
  arcfour128
  arcfour256


		104743						None		172.30.21.103		tcp		8003		TLS Version 1.0 Protocol Detection		The remote service encrypts traffic using an older version of TLS.		The remote service accepts connections encrypted using TLS 1.0. TLS 1.0 has a
number of cryptographic design flaws. Modern implementations of TLS 1.0
mitigate these problems, but newer versions of TLS like 1.1 and 1.2 are
designed against these flaws and should be used whenever possible.

PCI DSS v3.1 requires that TLS 1.0 be disabled entirely by June 2018, except
for point-of-sale terminals and their termination points.		Enable support for TLS 1.1 and 1.2, and disable support for TLS 1.0.				TLSv1 is enabled and the server supports at least one cipher.

		104743						None		172.30.21.103		tcp		8899		TLS Version 1.0 Protocol Detection		The remote service encrypts traffic using an older version of TLS.		The remote service accepts connections encrypted using TLS 1.0. TLS 1.0 has a
number of cryptographic design flaws. Modern implementations of TLS 1.0
mitigate these problems, but newer versions of TLS like 1.1 and 1.2 are
designed against these flaws and should be used whenever possible.

PCI DSS v3.1 requires that TLS 1.0 be disabled entirely by June 2018, except
for point-of-sale terminals and their termination points.		Enable support for TLS 1.1 and 1.2, and disable support for TLS 1.0.				TLSv1 is enabled and the server supports at least one cipher.

		10180						None		172.30.21.136		tcp		0		Ping the remote host		It was possible to identify the status of the remote host (alive or
dead).		Nessus was able to determine if the remote host is alive using one or
more of the following ping types :

  - An ARP ping, provided the host is on the local subnet
    and Nessus is running over Ethernet.

  - An ICMP ping.

  - A TCP ping, in which the plugin sends to the remote host
    a packet with the flag SYN, and the host will reply with
    a RST or a SYN/ACK.

  - A UDP ping (e.g., DNS, RPC, and NTP).		n/a				The remote host (172.30.21.136) is considered as dead - not scanning
The remote host (172.30.21.136) did not respond to the following ping methods :
- TCP ping
- ICMP ping


		10114		CVE-1999-0524				None		172.30.21.174		icmp		0		ICMP Timestamp Request Remote Date Disclosure		It is possible to determine the exact time set on the remote host.		The remote host answers to an ICMP timestamp request.  This allows an
attacker to know the date that is set on the targeted machine, which
may assist an unauthenticated, remote attacker in defeating time-based
authentication protocols.

Timestamps returned from machines running Windows Vista / 7 / 2008 /
2008 R2 are deliberately incorrect, but usually within 1000 seconds of
the actual system time.		Filter out the ICMP timestamp requests (13), and the outgoing ICMP
timestamp replies (14).				The difference between the local and remote clocks is -50 seconds.


		10180						None		172.30.21.174		tcp		0		Ping the remote host		It was possible to identify the status of the remote host (alive or
dead).		Nessus was able to determine if the remote host is alive using one or
more of the following ping types :

  - An ARP ping, provided the host is on the local subnet
    and Nessus is running over Ethernet.

  - An ICMP ping.

  - A TCP ping, in which the plugin sends to the remote host
    a packet with the flag SYN, and the host will reply with
    a RST or a SYN/ACK.

  - A UDP ping (e.g., DNS, RPC, and NTP).		n/a				The remote host is up
The remote host replied to an ICMP echo packet

		10267						None		172.30.21.174		tcp		22		SSH Server Type and Version Information		An SSH server is listening on this port.		It is possible to obtain information about the remote SSH server by
sending an empty authentication request.		n/a				
SSH version : SSH-2.0-OpenSSH_7.3
SSH supported authentication : publickey,keyboard-interactive


		10287						None		172.30.21.174		udp		0		Traceroute Information		It was possible to obtain traceroute information.		Makes a traceroute to the remote host.		n/a				For your information, here is the traceroute from 172.30.6.41 to 172.30.21.174 : 
172.30.6.41
172.30.6.2
172.30.21.174

Hop Count: 2


		10386						None		172.30.21.174		tcp		80		Web Server No 404 Error Code Check		The remote web server does not return 404 error codes.		The remote web server is configured such that it does not return '404
Not Found' error codes when a nonexistent file is requested, perhaps
returning instead a site map, search page or authentication page.

Nessus has enabled some counter measures for this.  However, they
might be insufficient.  If a great number of security holes are
produced for this port, they might not all be accurate.		n/a				

CGI scanning will be disabled for this host because the host responds
to requests for non-existent URLs with HTTP code 301
rather than 404. The requested URL was : 

    http://172.30.21.174/CKZnHg7osIQp.html


		10863						None		172.30.21.174		tcp		443		SSL Certificate Information		This plugin displays the SSL certificate.		This plugin connects to every SSL-related port and attempts to 
extract and dump the X.509 certificate.		n/a				Subject Name: 

Country: US
State/Province: California
Locality: Palo Alto
Organization: VMware
Organization Unit: VMware Engineering
Common Name: 172.30.21.174
Email Address: vmca@vmware.com

Issuer Name: 

Common Name: CA
Domain Component: vsphere
Domain Component: local
Country: US
State/Province: California
Organization: mahindracomviva
Organization Unit: VMware

Serial Number: 00 EA AD CF FD 64 65 F8 DB 

Version: 3

Signature Algorithm: SHA-256 With RSA Encryption

Not Valid Before: Jan 15 07:04:18 2018 GMT
Not Valid After: Jan 15 07:04:18 2023 GMT

Public Key Info: 

Algorithm: RSA Encryption
Key Length: 2048 bits
Public Key: 00 B4 5C 60 D1 23 E6 37 97 32 83 11 D3 30 31 5B 1A 54 DE 9B 
            CA B0 F9 54 B9 F7 79 10 26 B1 0F CA AC DC 2A AB DE 2F 46 15 
            72 74 E7 D2 0F 90 5C E0 09 DE 15 A6 BF 5A 74 95 F1 88 C8 F3 
            CD 9F A0 A3 23 21 17 4F 40 D7 2F A9 73 DF 2B 6C 4C 88 BF 93 
            86 45 3E 7E 24 09 9F 8C 77 32 75 7E 00 C7 27 B5 E8 F0 BD F6 
            FB 29 C7 7E 8F CE C1 23 23 22 D9 71 4E 75 E9 FE 35 4C 78 8C 
            4B 6A 74 58 C0 B1 A2 00 66 7C 40 B3 83 37 20 1F D4 B3 C7 C4 
            91 E5 C8 9B 5A 7C 0F DB FC 19 69 E1 1F 96 B3 53 07 DD 69 D8 
            45 A8 17 CF 67 2C BD FC DC F2 7E 8E 2B 0E 63 B4 5B 05 C6 C7 
            95 ED 0B 93 B2 10 83 C3 E7 F6 1F 7B 70 97 CA 5A DA 5C BE B6 
            6C 6A 3F 2D 10 60 12 BD 40 69 71 0A 37 EE B3 D5 61 2C E3 6D 
            B8 07 78 68 AC 82 ED A0 B9 E6 88 73 34 FD 05 82 36 1E 1B D1 
            24 1C 8D B8 12 44 BD C7 F1 46 5F 57 4A 46 18 3D BB 
Exponent: 01 00 01 

Signature Length: 256 bytes / 2048 bits
Signature: 00 BA 39 B0 5F 3F BF B1 04 DF CF DE AF 06 C5 B8 2C 1F D2 AA 
           9A 76 AC A0 92 21 80 82 EC A0 27 9C BF 31 73 E8 59 18 48 D2 
           BB 93 F4 72 1E 5F 9B D0 42 97 2B BE FF B5 58 28 95 2C 7A 54 
           A2 C4 FE 78 E2 BD 1E 30 09 BD ED 3E F4 B5 15 B8 2E D6 3C 15 
           FF 4E 56 2C 5A 3F 36 75 91 AA 7A CA 39 9E 9A 8A AB F9 8E 29 
           9B 0D DA 31 29 69 C2 59 CA FA 52 12 BC FD 69 2F E7 45 B8 F7 
           81 C0 94 57 03 27 14 89 F6 99 88 F6 C3 1D EE D0 4B 81 D1 A3 
           5B 42 F1 48 27 0B F6 D8 FD F7 89 FD 8E 40 3F 17 F0 55 30 32 
           18 4B 45 D1 F0 4C 37 FC B8 38 98 65 73 37 45 F8 A2 95 B4 F2 
           66 3C 11 2D AC 28 A3 F4 C6 C5 9C 7A 0B 68 20 10 7C 47 F8 57 
           57 1D 18 54 2D 33 D2 9C 1C 45 5E F4 67 C4 B4 73 B8 8D FD 80 
           60 B6 20 82 14 E7 2F 89 DC 09 87 72 B3 34 01 3C 94 C3 07 00 
           55 CF 37 DA 8D 9C E0 0E 1E A6 0A 65 56 B4 14 BD EE 

Extension: Subject Alternative Name (2.5.29.17)
Critical: 0


Extension: Authority Key Identifier (2.5.29.35)
Critical: 0
Key Identifier: 37 01 B5 76 96 20 EC F2 2F C5 E8 A9 3C 8C 73 A1 85 2D BC 8D 


Fingerprints : 

SHA-256 Fingerprint: B5 54 1A 84 59 A5 D6 88 08 CF 8E 9E 76 A8 E0 4F 01 F3 6B 7F 
                     E7 69 23 3D 27 F8 0A A9 6B 64 B9 33 
SHA-1 Fingerprint: 98 25 EF 7E 1F DD CC B9 CA 8F E7 DB 79 4F 6C 5D 6E 58 2B A2 
MD5 Fingerprint: CF 4D 41 6B 12 F2 91 0C B2 AF 43 BD E1 A3 1B F3 



		10863						None		172.30.21.174		tcp		8182		SSL Certificate Information		This plugin displays the SSL certificate.		This plugin connects to every SSL-related port and attempts to 
extract and dump the X.509 certificate.		n/a				Subject Name: 

Country: US
State/Province: California
Locality: Palo Alto
Organization: VMware
Organization Unit: VMware Engineering
Common Name: 172.30.21.174
Email Address: vmca@vmware.com

Issuer Name: 

Common Name: CA
Domain Component: vsphere
Domain Component: local
Country: US
State/Province: California
Organization: mahindracomviva
Organization Unit: VMware

Serial Number: 00 EA AD CF FD 64 65 F8 DB 

Version: 3

Signature Algorithm: SHA-256 With RSA Encryption

Not Valid Before: Jan 15 07:04:18 2018 GMT
Not Valid After: Jan 15 07:04:18 2023 GMT

Public Key Info: 

Algorithm: RSA Encryption
Key Length: 2048 bits
Public Key: 00 B4 5C 60 D1 23 E6 37 97 32 83 11 D3 30 31 5B 1A 54 DE 9B 
            CA B0 F9 54 B9 F7 79 10 26 B1 0F CA AC DC 2A AB DE 2F 46 15 
            72 74 E7 D2 0F 90 5C E0 09 DE 15 A6 BF 5A 74 95 F1 88 C8 F3 
            CD 9F A0 A3 23 21 17 4F 40 D7 2F A9 73 DF 2B 6C 4C 88 BF 93 
            86 45 3E 7E 24 09 9F 8C 77 32 75 7E 00 C7 27 B5 E8 F0 BD F6 
            FB 29 C7 7E 8F CE C1 23 23 22 D9 71 4E 75 E9 FE 35 4C 78 8C 
            4B 6A 74 58 C0 B1 A2 00 66 7C 40 B3 83 37 20 1F D4 B3 C7 C4 
            91 E5 C8 9B 5A 7C 0F DB FC 19 69 E1 1F 96 B3 53 07 DD 69 D8 
            45 A8 17 CF 67 2C BD FC DC F2 7E 8E 2B 0E 63 B4 5B 05 C6 C7 
            95 ED 0B 93 B2 10 83 C3 E7 F6 1F 7B 70 97 CA 5A DA 5C BE B6 
            6C 6A 3F 2D 10 60 12 BD 40 69 71 0A 37 EE B3 D5 61 2C E3 6D 
            B8 07 78 68 AC 82 ED A0 B9 E6 88 73 34 FD 05 82 36 1E 1B D1 
            24 1C 8D B8 12 44 BD C7 F1 46 5F 57 4A 46 18 3D BB 
Exponent: 01 00 01 

Signature Length: 256 bytes / 2048 bits
Signature: 00 BA 39 B0 5F 3F BF B1 04 DF CF DE AF 06 C5 B8 2C 1F D2 AA 
           9A 76 AC A0 92 21 80 82 EC A0 27 9C BF 31 73 E8 59 18 48 D2 
           BB 93 F4 72 1E 5F 9B D0 42 97 2B BE FF B5 58 28 95 2C 7A 54 
           A2 C4 FE 78 E2 BD 1E 30 09 BD ED 3E F4 B5 15 B8 2E D6 3C 15 
           FF 4E 56 2C 5A 3F 36 75 91 AA 7A CA 39 9E 9A 8A AB F9 8E 29 
           9B 0D DA 31 29 69 C2 59 CA FA 52 12 BC FD 69 2F E7 45 B8 F7 
           81 C0 94 57 03 27 14 89 F6 99 88 F6 C3 1D EE D0 4B 81 D1 A3 
           5B 42 F1 48 27 0B F6 D8 FD F7 89 FD 8E 40 3F 17 F0 55 30 32 
           18 4B 45 D1 F0 4C 37 FC B8 38 98 65 73 37 45 F8 A2 95 B4 F2 
           66 3C 11 2D AC 28 A3 F4 C6 C5 9C 7A 0B 68 20 10 7C 47 F8 57 
           57 1D 18 54 2D 33 D2 9C 1C 45 5E F4 67 C4 B4 73 B8 8D FD 80 
           60 B6 20 82 14 E7 2F 89 DC 09 87 72 B3 34 01 3C 94 C3 07 00 
           55 CF 37 DA 8D 9C E0 0E 1E A6 0A 65 56 B4 14 BD EE 

Extension: Subject Alternative Name (2.5.29.17)
Critical: 0


Extension: Authority Key Identifier (2.5.29.35)
Critical: 0
Key Identifier: 37 01 B5 76 96 20 EC F2 2F C5 E8 A9 3C 8C 73 A1 85 2D BC 8D 


Fingerprints : 

SHA-256 Fingerprint: B5 54 1A 84 59 A5 D6 88 08 CF 8E 9E 76 A8 E0 4F 01 F3 6B 7F 
                     E7 69 23 3D 27 F8 0A A9 6B 64 B9 33 
SHA-1 Fingerprint: 98 25 EF 7E 1F DD CC B9 CA 8F E7 DB 79 4F 6C 5D 6E 58 2B A2 
MD5 Fingerprint: CF 4D 41 6B 12 F2 91 0C B2 AF 43 BD E1 A3 1B F3 



		10863						None		172.30.21.174		tcp		5989		SSL Certificate Information		This plugin displays the SSL certificate.		This plugin connects to every SSL-related port and attempts to 
extract and dump the X.509 certificate.		n/a				Subject Name: 

Country: US
State/Province: California
Locality: Palo Alto
Organization: VMware
Organization Unit: VMware Engineering
Common Name: 172.30.21.174
Email Address: vmca@vmware.com

Issuer Name: 

Common Name: CA
Domain Component: vsphere
Domain Component: local
Country: US
State/Province: California
Organization: mahindracomviva
Organization Unit: VMware

Serial Number: 00 EA AD CF FD 64 65 F8 DB 

Version: 3

Signature Algorithm: SHA-256 With RSA Encryption

Not Valid Before: Jan 15 07:04:18 2018 GMT
Not Valid After: Jan 15 07:04:18 2023 GMT

Public Key Info: 

Algorithm: RSA Encryption
Key Length: 2048 bits
Public Key: 00 B4 5C 60 D1 23 E6 37 97 32 83 11 D3 30 31 5B 1A 54 DE 9B 
            CA B0 F9 54 B9 F7 79 10 26 B1 0F CA AC DC 2A AB DE 2F 46 15 
            72 74 E7 D2 0F 90 5C E0 09 DE 15 A6 BF 5A 74 95 F1 88 C8 F3 
            CD 9F A0 A3 23 21 17 4F 40 D7 2F A9 73 DF 2B 6C 4C 88 BF 93 
            86 45 3E 7E 24 09 9F 8C 77 32 75 7E 00 C7 27 B5 E8 F0 BD F6 
            FB 29 C7 7E 8F CE C1 23 23 22 D9 71 4E 75 E9 FE 35 4C 78 8C 
            4B 6A 74 58 C0 B1 A2 00 66 7C 40 B3 83 37 20 1F D4 B3 C7 C4 
            91 E5 C8 9B 5A 7C 0F DB FC 19 69 E1 1F 96 B3 53 07 DD 69 D8 
            45 A8 17 CF 67 2C BD FC DC F2 7E 8E 2B 0E 63 B4 5B 05 C6 C7 
            95 ED 0B 93 B2 10 83 C3 E7 F6 1F 7B 70 97 CA 5A DA 5C BE B6 
            6C 6A 3F 2D 10 60 12 BD 40 69 71 0A 37 EE B3 D5 61 2C E3 6D 
            B8 07 78 68 AC 82 ED A0 B9 E6 88 73 34 FD 05 82 36 1E 1B D1 
            24 1C 8D B8 12 44 BD C7 F1 46 5F 57 4A 46 18 3D BB 
Exponent: 01 00 01 

Signature Length: 256 bytes / 2048 bits
Signature: 00 BA 39 B0 5F 3F BF B1 04 DF CF DE AF 06 C5 B8 2C 1F D2 AA 
           9A 76 AC A0 92 21 80 82 EC A0 27 9C BF 31 73 E8 59 18 48 D2 
           BB 93 F4 72 1E 5F 9B D0 42 97 2B BE FF B5 58 28 95 2C 7A 54 
           A2 C4 FE 78 E2 BD 1E 30 09 BD ED 3E F4 B5 15 B8 2E D6 3C 15 
           FF 4E 56 2C 5A 3F 36 75 91 AA 7A CA 39 9E 9A 8A AB F9 8E 29 
           9B 0D DA 31 29 69 C2 59 CA FA 52 12 BC FD 69 2F E7 45 B8 F7 
           81 C0 94 57 03 27 14 89 F6 99 88 F6 C3 1D EE D0 4B 81 D1 A3 
           5B 42 F1 48 27 0B F6 D8 FD F7 89 FD 8E 40 3F 17 F0 55 30 32 
           18 4B 45 D1 F0 4C 37 FC B8 38 98 65 73 37 45 F8 A2 95 B4 F2 
           66 3C 11 2D AC 28 A3 F4 C6 C5 9C 7A 0B 68 20 10 7C 47 F8 57 
           57 1D 18 54 2D 33 D2 9C 1C 45 5E F4 67 C4 B4 73 B8 8D FD 80 
           60 B6 20 82 14 E7 2F 89 DC 09 87 72 B3 34 01 3C 94 C3 07 00 
           55 CF 37 DA 8D 9C E0 0E 1E A6 0A 65 56 B4 14 BD EE 

Extension: Subject Alternative Name (2.5.29.17)
Critical: 0


Extension: Authority Key Identifier (2.5.29.35)
Critical: 0
Key Identifier: 37 01 B5 76 96 20 EC F2 2F C5 E8 A9 3C 8C 73 A1 85 2D BC 8D 


Fingerprints : 

SHA-256 Fingerprint: B5 54 1A 84 59 A5 D6 88 08 CF 8E 9E 76 A8 E0 4F 01 F3 6B 7F 
                     E7 69 23 3D 27 F8 0A A9 6B 64 B9 33 
SHA-1 Fingerprint: 98 25 EF 7E 1F DD CC B9 CA 8F E7 DB 79 4F 6C 5D 6E 58 2B A2 
MD5 Fingerprint: CF 4D 41 6B 12 F2 91 0C B2 AF 43 BD E1 A3 1B F3 



		10881						None		172.30.21.174		tcp		22		SSH Protocol Versions Supported		A SSH server is running on the remote host.		This plugin determines the versions of the SSH protocol supported by
the remote SSH daemon.		n/a				The remote SSH daemon supports the following versions of the
SSH protocol :

  - 1.99
  - 2.0


		10884						None		172.30.21.174		udp		123		Network Time Protocol (NTP) Server Detection		An NTP server is listening on the remote host.		An NTP server is listening on port 123. If not securely configured,
it may provide information about its version, current date, current
time, and possibly system information.		n/a		http://www.ntp.org		
  An NTP service has been discovered, listening on port 123.

  No sensitive information has been disclosed.

  Version : unknown


		11219						None		172.30.21.174		tcp		443		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 443/tcp was found to be open

		11219						None		172.30.21.174		tcp		80		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 80/tcp was found to be open

		11219						None		172.30.21.174		tcp		22		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 22/tcp was found to be open

		11219						None		172.30.21.174		tcp		5989		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 5989/tcp was found to be open

		11219						None		172.30.21.174		tcp		8000		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 8000/tcp was found to be open

		11219						None		172.30.21.174		tcp		8100		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 8100/tcp was found to be open

		11219						None		172.30.21.174		tcp		8889		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 8889/tcp was found to be open

		11219						None		172.30.21.174		tcp		8300		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 8300/tcp was found to be open

		11219						None		172.30.21.174		tcp		902		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 902/tcp was found to be open

		11219						None		172.30.21.174		tcp		8182		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 8182/tcp was found to be open

		11219						None		172.30.21.174		tcp		427		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 427/tcp was found to be open

		11936						None		172.30.21.174		tcp		0		OS Identification		It is possible to guess the remote operating system.		Using a combination of remote probes (e.g., TCP/IP, SMB, HTTP, NTP,
SNMP, etc.), it is possible to guess the name of the remote operating
system in use. It is also possible sometimes to guess the version of
the operating system.		n/a				
Remote operating system : VMware ESXi 6.0.0 build-4600944
Confidence level : 100
Method : Misc

Primary method : HTML

Not all fingerprints could give a match. If you think some or all of
the following could be used to identify the host's operating system,
please email them to os-signatures@nessus.org. Be sure to include a
brief description of the host itself, such as the actual operating
system or product / model names.

SSH:!:SSH-2.0-OpenSSH_7.3
NTP:!:unknown
SinFP:
   P1:B11113:F0x12:W65535:O0204ffff:M1460:
   P2:B11113:F0x12:W65535:O0204ffff010303090402080affffffff44454144:M1460:
   P3:B11120:F0x04:W0:O0:M0
   P4:70003_7_p=8182R
HTTP:!:Server: sfcHttpd


SSLcert:!:i/CN:CAi/O:mahindracomvivai/OU:VMwares/CN:172.30.21.174s/O:VMwares/OU:VMware Engineering
9825ef7e1fddccb9ca8fe7db794f6c5d6e582ba2
i/CN:CAi/O:mahindracomvivai/OU:VMwares/CN:172.30.21.174s/O:VMwares/OU:VMware Engineering
9825ef7e1fddccb9ca8fe7db794f6c5d6e582ba2


 
The remote host is running VMware ESXi 6.0.0 build-4600944

		19506						None		172.30.21.174		tcp		0		Nessus Scan Information		This plugin displays information about the Nessus scan.		This plugin displays, for each tested host, information about the
scan itself :

  - The version of the plugin set.
  - The type of scanner (Nessus or Nessus Home).
  - The version of the Nessus Engine.
  - The port scanner(s) used.
  - The port range scanned.
  - Whether credentialed or third-party patch management
    checks are possible.
  - The date of the scan.
  - The duration of the scan.
  - The number of hosts scanned in parallel.
  - The number of checks done in parallel.		n/a				Information about this scan : 

Nessus version : 7.0.3
Plugin feed version : 201804192115
Scanner edition used : Nessus
Scan type : Normal
Scan policy used : Basic Network Scan
Scanner IP : 172.30.6.41
Port scanner(s) : nessus_syn_scanner 
Port range : 1-65535
Thorough tests : no
Experimental tests : no
Paranoia level : 1
Report verbosity : 1
Safe checks : yes
Optimize the test : yes
Credentialed checks : no
Patch management checks : None
CGI scanning : enabled
Web application tests : enabled
Web app tests -  Test mode : single
Web app tests -  Try all HTTP methods : no
Web app tests -  Maximum run time : 5 minutes.
Web app tests -  Stop at first flaw : CGI
Max hosts : 30
Max checks : 4
Recv timeout : 5
Backports : Detected
Allow post-scan editing: Yes
Scan Start Date : 2018/4/26 8:38 India Standard Time
Scan duration : 1325 sec


		19689						None		172.30.21.174		tcp		443		Embedded Web Server Detection		The remote web server is embedded.		The remote web server cannot host user-supplied CGIs. CGI scanning
will be disabled on this server.		n/a

		20301						None		172.30.21.174		tcp		902		VMware ESX/GSX Server detection		The remote host appears to be running VMware Server, ESX Server, or
GSX Server.		According to its banner, the remote host appears to be running a
VMware server authentication daemon, which likely indicates the remote
host is running VMware Server, ESX Server, or GSX Server.		n/a		http://www.vmware.com/

		21643						None		172.30.21.174		tcp		443		SSL Cipher Suites Supported		The remote service encrypts communications using SSL.		This plugin detects which SSL ciphers are supported by the remote
service for encrypting communications.		n/a		https://www.openssl.org/docs/man1.1.0/apps/ciphers.html
http://www.nessus.org/u?3a040ada		
Here is the list of SSL ciphers supported by the remote server :
Each group is reported per SSL Version.

SSL Version : TLSv12
  High Strength Ciphers (>= 112-bit key)

    ECDHE-RSA-AES128-SHA256      Kx=ECDH        Au=RSA      Enc=AES-GCM(128)         Mac=SHA256  
    ECDHE-RSA-AES256-SHA384      Kx=ECDH        Au=RSA      Enc=AES-GCM(256)         Mac=SHA384  
    RSA-AES128-SHA256            Kx=RSA         Au=RSA      Enc=AES-GCM(128)         Mac=SHA256  
    RSA-AES256-SHA384            Kx=RSA         Au=RSA      Enc=AES-GCM(256)         Mac=SHA384  
    ECDHE-RSA-AES128-SHA         Kx=ECDH        Au=RSA      Enc=AES-CBC(128)         Mac=SHA1   
    ECDHE-RSA-AES256-SHA         Kx=ECDH        Au=RSA      Enc=AES-CBC(256)         Mac=SHA1   
    AES128-SHA                   Kx=RSA         Au=RSA      Enc=AES-CBC(128)         Mac=SHA1   
    AES256-SHA                   Kx=RSA         Au=RSA      Enc=AES-CBC(256)         Mac=SHA1   
    ECDHE-RSA-AES128-SHA256      Kx=ECDH        Au=RSA      Enc=AES-CBC(128)         Mac=SHA256  
    ECDHE-RSA-AES256-SHA384      Kx=ECDH        Au=RSA      Enc=AES-CBC(256)         Mac=SHA384  
    RSA-AES128-SHA256            Kx=RSA         Au=RSA      Enc=AES-CBC(128)         Mac=SHA256  
    RSA-AES256-SHA256            Kx=RSA         Au=RSA      Enc=AES-CBC(256)         Mac=SHA256  


SSL Version : TLSv11
  High Strength Ciphers (>= 112-bit key)

    ECDHE-RSA-AES128-SHA         Kx=ECDH        Au=RSA      Enc=AES-CBC(128)         Mac=SHA1   
    ECDHE-RSA-AES256-SHA         Kx=ECDH        Au=RSA      Enc=AES-CBC(256)         Mac=SHA1   
    AES128-SHA                   Kx=RSA         Au=RSA      Enc=AES-CBC(128)         Mac=SHA1   
    AES256-SHA                   Kx=RSA         Au=RSA      Enc=AES-CBC(256)         Mac=SHA1   


SSL Version : TLSv1
  High Strength Ciphers (>= 112-bit key)

    ECDHE-RSA-AES128-SHA         Kx=ECDH        Au=RSA      Enc=AES-CBC(128)         Mac=SHA1   
    ECDHE-RSA-AES256-SHA         Kx=ECDH        Au=RSA      Enc=AES-CBC(256)         Mac=SHA1   
    AES128-SHA                   Kx=RSA         Au=RSA      Enc=AES-CBC(128)         Mac=SHA1   
    AES256-SHA                   Kx=RSA         Au=RSA      Enc=AES-CBC(256)         Mac=SHA1   

The fields above are :

  {OpenSSL ciphername}
  Kx={key exchange}
  Au={authentication}
  Enc={symmetric encryption method}
  Mac={message authentication code}
  {export flag}


		21643						None		172.30.21.174		tcp		8182		SSL Cipher Suites Supported		The remote service encrypts communications using SSL.		This plugin detects which SSL ciphers are supported by the remote
service for encrypting communications.		n/a		https://www.openssl.org/docs/man1.1.0/apps/ciphers.html
http://www.nessus.org/u?3a040ada		
Here is the list of SSL ciphers supported by the remote server :
Each group is reported per SSL Version.

SSL Version : TLSv12
  High Strength Ciphers (>= 112-bit key)

    RSA-AES128-SHA256            Kx=RSA         Au=RSA      Enc=AES-GCM(128)         Mac=SHA256  
    RSA-AES256-SHA384            Kx=RSA         Au=RSA      Enc=AES-GCM(256)         Mac=SHA384  
    AES128-SHA                   Kx=RSA         Au=RSA      Enc=AES-CBC(128)         Mac=SHA1   
    AES256-SHA                   Kx=RSA         Au=RSA      Enc=AES-CBC(256)         Mac=SHA1   
    RSA-AES128-SHA256            Kx=RSA         Au=RSA      Enc=AES-CBC(128)         Mac=SHA256  
    RSA-AES256-SHA256            Kx=RSA         Au=RSA      Enc=AES-CBC(256)         Mac=SHA256  


SSL Version : TLSv11
  High Strength Ciphers (>= 112-bit key)

    AES128-SHA                   Kx=RSA         Au=RSA      Enc=AES-CBC(128)         Mac=SHA1   
    AES256-SHA                   Kx=RSA         Au=RSA      Enc=AES-CBC(256)         Mac=SHA1   


SSL Version : TLSv1
  High Strength Ciphers (>= 112-bit key)

    AES128-SHA                   Kx=RSA         Au=RSA      Enc=AES-CBC(128)         Mac=SHA1   
    AES256-SHA                   Kx=RSA         Au=RSA      Enc=AES-CBC(256)         Mac=SHA1   

The fields above are :

  {OpenSSL ciphername}
  Kx={key exchange}
  Au={authentication}
  Enc={symmetric encryption method}
  Mac={message authentication code}
  {export flag}


		21643						None		172.30.21.174		tcp		5989		SSL Cipher Suites Supported		The remote service encrypts communications using SSL.		This plugin detects which SSL ciphers are supported by the remote
service for encrypting communications.		n/a		https://www.openssl.org/docs/man1.1.0/apps/ciphers.html
http://www.nessus.org/u?3a040ada		
Here is the list of SSL ciphers supported by the remote server :
Each group is reported per SSL Version.

SSL Version : TLSv12
  High Strength Ciphers (>= 112-bit key)

    ECDHE-RSA-AES128-SHA256      Kx=ECDH        Au=RSA      Enc=AES-GCM(128)         Mac=SHA256  
    ECDHE-RSA-AES256-SHA384      Kx=ECDH        Au=RSA      Enc=AES-GCM(256)         Mac=SHA384  
    RSA-AES128-SHA256            Kx=RSA         Au=RSA      Enc=AES-GCM(128)         Mac=SHA256  
    RSA-AES256-SHA384            Kx=RSA         Au=RSA      Enc=AES-GCM(256)         Mac=SHA384  
    ECDHE-RSA-AES128-SHA         Kx=ECDH        Au=RSA      Enc=AES-CBC(128)         Mac=SHA1   
    ECDHE-RSA-AES256-SHA         Kx=ECDH        Au=RSA      Enc=AES-CBC(256)         Mac=SHA1   
    AES128-SHA                   Kx=RSA         Au=RSA      Enc=AES-CBC(128)         Mac=SHA1   
    AES256-SHA                   Kx=RSA         Au=RSA      Enc=AES-CBC(256)         Mac=SHA1   
    ECDHE-RSA-AES128-SHA256      Kx=ECDH        Au=RSA      Enc=AES-CBC(128)         Mac=SHA256  
    ECDHE-RSA-AES256-SHA384      Kx=ECDH        Au=RSA      Enc=AES-CBC(256)         Mac=SHA384  
    RSA-AES128-SHA256            Kx=RSA         Au=RSA      Enc=AES-CBC(128)         Mac=SHA256  
    RSA-AES256-SHA256            Kx=RSA         Au=RSA      Enc=AES-CBC(256)         Mac=SHA256  


SSL Version : TLSv11
  High Strength Ciphers (>= 112-bit key)

    ECDHE-RSA-AES128-SHA         Kx=ECDH        Au=RSA      Enc=AES-CBC(128)         Mac=SHA1   
    ECDHE-RSA-AES256-SHA         Kx=ECDH        Au=RSA      Enc=AES-CBC(256)         Mac=SHA1   
    AES128-SHA                   Kx=RSA         Au=RSA      Enc=AES-CBC(128)         Mac=SHA1   
    AES256-SHA                   Kx=RSA         Au=RSA      Enc=AES-CBC(256)         Mac=SHA1   


SSL Version : TLSv1
  High Strength Ciphers (>= 112-bit key)

    ECDHE-RSA-AES128-SHA         Kx=ECDH        Au=RSA      Enc=AES-CBC(128)         Mac=SHA1   
    ECDHE-RSA-AES256-SHA         Kx=ECDH        Au=RSA      Enc=AES-CBC(256)         Mac=SHA1   
    AES128-SHA                   Kx=RSA         Au=RSA      Enc=AES-CBC(128)         Mac=SHA1   
    AES256-SHA                   Kx=RSA         Au=RSA      Enc=AES-CBC(256)         Mac=SHA1   

The fields above are :

  {OpenSSL ciphername}
  Kx={key exchange}
  Au={authentication}
  Enc={symmetric encryption method}
  Mac={message authentication code}
  {export flag}


		22964						None		172.30.21.174		tcp		5989		Service Detection		The remote service could be identified.		Nessus was able to identify the remote service by its banner or by
looking at the error message it sends when it receives an HTTP
request.		n/a				A TLSv1 server answered on this port.


		22964						None		172.30.21.174		tcp		8182		Service Detection		The remote service could be identified.		Nessus was able to identify the remote service by its banner or by
looking at the error message it sends when it receives an HTTP
request.		n/a				A TLSv1 server answered on this port.


		22964						None		172.30.21.174		tcp		8100		Service Detection		The remote service could be identified.		Nessus was able to identify the remote service by its banner or by
looking at the error message it sends when it receives an HTTP
request.		n/a				The service closed the connection without sending any data.
It might be protected by some sort of TCP wrapper.

		22964						None		172.30.21.174		tcp		443		Service Detection		The remote service could be identified.		Nessus was able to identify the remote service by its banner or by
looking at the error message it sends when it receives an HTTP
request.		n/a				A TLSv1 server answered on this port.


		22964						None		172.30.21.174		tcp		22		Service Detection		The remote service could be identified.		Nessus was able to identify the remote service by its banner or by
looking at the error message it sends when it receives an HTTP
request.		n/a				An SSH server is running on this port.

		22964						None		172.30.21.174		tcp		80		Service Detection		The remote service could be identified.		Nessus was able to identify the remote service by its banner or by
looking at the error message it sends when it receives an HTTP
request.		n/a				A web server is running on this port.

		22964						None		172.30.21.174		tcp		443		Service Detection		The remote service could be identified.		Nessus was able to identify the remote service by its banner or by
looking at the error message it sends when it receives an HTTP
request.		n/a				A web server is running on this port through TLSv1.

		22964						None		172.30.21.174		tcp		902		Service Detection		The remote service could be identified.		Nessus was able to identify the remote service by its banner or by
looking at the error message it sends when it receives an HTTP
request.		n/a				A VMware authentication daemon is running on this port.

		22964						None		172.30.21.174		tcp		5989		Service Detection		The remote service could be identified.		Nessus was able to identify the remote service by its banner or by
looking at the error message it sends when it receives an HTTP
request.		n/a				A web server is running on this port through TLSv1.

		22964						None		172.30.21.174		tcp		5989		Service Detection		The remote service could be identified.		Nessus was able to identify the remote service by its banner or by
looking at the error message it sends when it receives an HTTP
request.		n/a				SBLIM Small Footprint CIM Broker is running on this port through TLSv1.

		22964						None		172.30.21.174		tcp		8889		Service Detection		The remote service could be identified.		Nessus was able to identify the remote service by its banner or by
looking at the error message it sends when it receives an HTTP
request.		n/a				A web server is running on this port.

		23777						None		172.30.21.174		tcp		427		SLP Server Detection (TCP)		The remote server supports the Service Location Protocol.		The remote server understands Service Location Protocol (SLP), a
protocol that allows network applications to discover the existence,
location, and configuration of various services in an enterprise
network environment.  A server that understands SLP can either be a
service agent (SA), which knows the location of various services, or a
directory agent (DA), which acts as a central repository for service
location information.		Limit incoming traffic to this port if desired.		http://www.ietf.org/rfc/rfc2608.txt		
An SLP Service Agent is listening on this port.

In addition, Nessus was able to learn that the agent knows about
the following services :

  service:VMwareInfrastructure
  service:wbem:https


		23778						None		172.30.21.174		udp		427		SLP Server Detection (UDP)		The remote server supports the Service Location Protocol.		The remote server understands Service Location Protocol (SLP), a
protocol that allows network applications to discover the existence,
location, and configuration of various services in an enterprise
network environment.  A server that understands SLP can either be a
service agent (SA), which knows the location of various services, or a
directory agent (DA), which acts as a central repository for service
location information.		Limit incoming traffic to this port if desired.		http://www.ietf.org/rfc/rfc2608.txt		
An SLP Service Agent is listening on this port.

In addition, Nessus was able to learn that the agent knows about
the following services :

  service:VMwareInfrastructure
  service:wbem:https


		24260						None		172.30.21.174		tcp		80		HyperText Transfer Protocol (HTTP) Information		Some information about the remote HTTP configuration can be extracted.		This test gives some information about the remote HTTP protocol - the
version used, whether HTTP Keep-Alive and HTTP pipelining are enabled,
etc... 

This test is informational only and does not denote any security
problem.		n/a				
Response Code : HTTP/1.1 301 Moved Permanently


Protocol version : HTTP/1.1
SSL : no
Keep-Alive : no
Options allowed : (Not implemented)
Headers :

  Date: Thu, 26 Apr 2018 03:17:04 GMT
  Location: https://172.30.21.174/
  Connection: close
  Content-Type: text/html
  Content-Length: 56
  
Response Body :

<HTML><BODY><H1>301 Moved Permanently</H1></BODY></HTML>

		25220						None		172.30.21.174		tcp		0		TCP/IP Timestamps Supported		The remote service implements TCP timestamps.		The remote host implements TCP timestamps, as defined by RFC1323.  A
side effect of this feature is that the uptime of the remote host can
sometimes be computed.		n/a		http://www.ietf.org/rfc/rfc1323.txt

		33139						None		172.30.21.174		tcp		8889		WS-Management Server Detection		The remote web server is used for remote management.		The remote web server supports the Web Services for Management
(WS-Management) specification, a general web services protocol based
on SOAP for managing systems, applications, and other such entities.		Limit incoming traffic to this port if desired.		http://www.dmtf.org/standards/wsman/
https://en.wikipedia.org/wiki/WS-Management

		35297						None		172.30.21.174		tcp		8182		SSL Service Requests Client Certificate		The remote service requests an SSL client certificate.		The remote service encrypts communications using SSL/TLS, requests a
client certificate, and may require a valid certificate in order to
establish a connection to the underlying service.		n/a				
A TLSv12/TLSv11/TLSv1 server is listening on this port that requests a client certificate.


		39520						None		172.30.21.174		tcp		22		Backported Security Patch Detection (SSH)		Security patches are backported.		Security patches may have been 'backported' to the remote SSH server
without changing its version number. 

Banner-based checks have been disabled to avoid false positives. 

Note that this test is informational only and does not denote any
security problem.		n/a		https://access.redhat.com/security/updates/backporting/?sc_cid=3093		
Give Nessus credentials to perform local checks.


		43111						None		172.30.21.174		tcp		80		HTTP Methods Allowed (per directory)		This plugin determines which HTTP methods are allowed on various CGI
directories.		By calling the OPTIONS method, it is possible to determine which HTTP 
methods are allowed on each directory. 

As this list may be incomplete, the plugin also tests - if 'Thorough
tests' are enabled or 'Enable web applications tests' is set to 'yes'
in the scan policy - various known HTTP methods on each directory and
considers them as unsupported if it receives a response code of 400,
403, 405, or 501. 

Note that the plugin output is only informational and does not
necessarily indicate the presence of any security vulnerabilities.		n/a				
Based on tests of each method : 

  - HTTP methods CONNECT DELETE GET HEAD OPTIONS PATCH POST PUT 
    are allowed on : 

    /



		43111						None		172.30.21.174		tcp		443		HTTP Methods Allowed (per directory)		This plugin determines which HTTP methods are allowed on various CGI
directories.		By calling the OPTIONS method, it is possible to determine which HTTP 
methods are allowed on each directory. 

As this list may be incomplete, the plugin also tests - if 'Thorough
tests' are enabled or 'Enable web applications tests' is set to 'yes'
in the scan policy - various known HTTP methods on each directory and
considers them as unsupported if it receives a response code of 400,
403, 405, or 501. 

Note that the plugin output is only informational and does not
necessarily indicate the presence of any security vulnerabilities.		n/a				
Based on tests of each method : 

  - HTTP methods GET HEAD are allowed on : 

    /



		45590						None		172.30.21.174		tcp		0		Common Platform Enumeration (CPE)		It was possible to enumerate CPE names that matched on the remote
system.		By using information obtained from a Nessus scan, this plugin reports
CPE (Common Platform Enumeration) matches for various hardware and
software products found on a host. 

Note that if an official CPE is not available for the product, this
plugin computes the best possible CPE based on the information
available from the scan.		n/a		http://cpe.mitre.org/
https://nvd.nist.gov/products/cpe		
The remote operating system matched the following CPE : 

  cpe:/o:vmware:esx_server

Following application CPE matched on the remote system :

  cpe:/a:openbsd:openssh:7.3


		50845						None		172.30.21.174		tcp		443		OpenSSL Detection		The remote service appears to use OpenSSL to encrypt traffic.		Based on its response to a TLS request with a specially crafted
server name extension, it seems that the remote service is using the
OpenSSL library to encrypt traffic.

Note that this plugin can only detect OpenSSL implementations that
have enabled support for TLS extensions (RFC 4366).		n/a		http://www.openssl.org

		50845						None		172.30.21.174		tcp		8182		OpenSSL Detection		The remote service appears to use OpenSSL to encrypt traffic.		Based on its response to a TLS request with a specially crafted
server name extension, it seems that the remote service is using the
OpenSSL library to encrypt traffic.

Note that this plugin can only detect OpenSSL implementations that
have enabled support for TLS extensions (RFC 4366).		n/a		http://www.openssl.org

		50845						None		172.30.21.174		tcp		5989		OpenSSL Detection		The remote service appears to use OpenSSL to encrypt traffic.		Based on its response to a TLS request with a specially crafted
server name extension, it seems that the remote service is using the
OpenSSL library to encrypt traffic.

Note that this plugin can only detect OpenSSL implementations that
have enabled support for TLS extensions (RFC 4366).		n/a		http://www.openssl.org

		51192				6.4		Medium		172.30.21.174		tcp		443		SSL Certificate Cannot Be Trusted		The SSL certificate for this service cannot be trusted.		The server's X.509 certificate cannot be trusted. This situation can
occur in three different ways, in which the chain of trust can be
broken, as stated below :

  - First, the top of the certificate chain sent by the
    server might not be descended from a known public
    certificate authority. This can occur either when the
    top of the chain is an unrecognized, self-signed
    certificate, or when intermediate certificates are
    missing that would connect the top of the certificate
    chain to a known public certificate authority.

  - Second, the certificate chain may contain a certificate
    that is not valid at the time of the scan. This can
    occur either when the scan occurs before one of the
    certificate's 'notBefore' dates, or after one of the
    certificate's 'notAfter' dates.

  - Third, the certificate chain may contain a signature
    that either didn't match the certificate's information
    or could not be verified. Bad signatures can be fixed by
    getting the certificate with the bad signature to be
    re-signed by its issuer. Signatures that could not be
    verified are the result of the certificate's issuer
    using a signing algorithm that Nessus either does not
    support or does not recognize.

If the remote host is a public host in production, any break in the
chain makes it more difficult for users to verify the authenticity and 
identity of the web server. This could make it easier to carry out 
man-in-the-middle attacks against the remote host.		Purchase or generate a proper certificate for this service.		http://www.itu.int/rec/T-REC-X.509/en
https://en.wikipedia.org/wiki/X.509		
The following certificate was at the top of the certificate
chain sent by the remote host, but it is signed by an unknown
certificate authority :

|-Subject : CN=CA/DC=vsphere/DC=local/C=US/ST=California/O=mahindracomviva/OU=VMware
|-Issuer  : CN=CA/DC=vsphere/DC=local/C=US/ST=California/O=mahindracomviva/OU=VMware


		51192				6.4		Medium		172.30.21.174		tcp		8182		SSL Certificate Cannot Be Trusted		The SSL certificate for this service cannot be trusted.		The server's X.509 certificate cannot be trusted. This situation can
occur in three different ways, in which the chain of trust can be
broken, as stated below :

  - First, the top of the certificate chain sent by the
    server might not be descended from a known public
    certificate authority. This can occur either when the
    top of the chain is an unrecognized, self-signed
    certificate, or when intermediate certificates are
    missing that would connect the top of the certificate
    chain to a known public certificate authority.

  - Second, the certificate chain may contain a certificate
    that is not valid at the time of the scan. This can
    occur either when the scan occurs before one of the
    certificate's 'notBefore' dates, or after one of the
    certificate's 'notAfter' dates.

  - Third, the certificate chain may contain a signature
    that either didn't match the certificate's information
    or could not be verified. Bad signatures can be fixed by
    getting the certificate with the bad signature to be
    re-signed by its issuer. Signatures that could not be
    verified are the result of the certificate's issuer
    using a signing algorithm that Nessus either does not
    support or does not recognize.

If the remote host is a public host in production, any break in the
chain makes it more difficult for users to verify the authenticity and 
identity of the web server. This could make it easier to carry out 
man-in-the-middle attacks against the remote host.		Purchase or generate a proper certificate for this service.		http://www.itu.int/rec/T-REC-X.509/en
https://en.wikipedia.org/wiki/X.509		
The following certificate was at the top of the certificate
chain sent by the remote host, but it is signed by an unknown
certificate authority :

|-Subject : C=US/ST=California/L=Palo Alto/O=VMware/OU=VMware Engineering/CN=172.30.21.174/E=vmca@vmware.com
|-Issuer  : CN=CA/DC=vsphere/DC=local/C=US/ST=California/O=mahindracomviva/OU=VMware


		51192				6.4		Medium		172.30.21.174		tcp		5989		SSL Certificate Cannot Be Trusted		The SSL certificate for this service cannot be trusted.		The server's X.509 certificate cannot be trusted. This situation can
occur in three different ways, in which the chain of trust can be
broken, as stated below :

  - First, the top of the certificate chain sent by the
    server might not be descended from a known public
    certificate authority. This can occur either when the
    top of the chain is an unrecognized, self-signed
    certificate, or when intermediate certificates are
    missing that would connect the top of the certificate
    chain to a known public certificate authority.

  - Second, the certificate chain may contain a certificate
    that is not valid at the time of the scan. This can
    occur either when the scan occurs before one of the
    certificate's 'notBefore' dates, or after one of the
    certificate's 'notAfter' dates.

  - Third, the certificate chain may contain a signature
    that either didn't match the certificate's information
    or could not be verified. Bad signatures can be fixed by
    getting the certificate with the bad signature to be
    re-signed by its issuer. Signatures that could not be
    verified are the result of the certificate's issuer
    using a signing algorithm that Nessus either does not
    support or does not recognize.

If the remote host is a public host in production, any break in the
chain makes it more difficult for users to verify the authenticity and 
identity of the web server. This could make it easier to carry out 
man-in-the-middle attacks against the remote host.		Purchase or generate a proper certificate for this service.		http://www.itu.int/rec/T-REC-X.509/en
https://en.wikipedia.org/wiki/X.509		
The following certificate was at the top of the certificate
chain sent by the remote host, but it is signed by an unknown
certificate authority :

|-Subject : C=US/ST=California/L=Palo Alto/O=VMware/OU=VMware Engineering/CN=172.30.21.174/E=vmca@vmware.com
|-Issuer  : CN=CA/DC=vsphere/DC=local/C=US/ST=California/O=mahindracomviva/OU=VMware


		54615						None		172.30.21.174		tcp		0		Device Type		It is possible to guess the remote device type.		Based on the remote operating system, it is possible to determine
what the remote system type is (eg: a printer, router, general-purpose
computer, etc).		n/a				Remote device type : hypervisor
Confidence level : 100


		56984						None		172.30.21.174		tcp		443		SSL / TLS Versions Supported		The remote service encrypts communications.		This plugin detects which SSL and TLS versions are supported by the
remote service for encrypting communications.		n/a				
This port supports TLSv1.0/TLSv1.1/TLSv1.2.


		56984						None		172.30.21.174		tcp		8182		SSL / TLS Versions Supported		The remote service encrypts communications.		This plugin detects which SSL and TLS versions are supported by the
remote service for encrypting communications.		n/a				
This port supports TLSv1.0/TLSv1.1/TLSv1.2.


		56984						None		172.30.21.174		tcp		5989		SSL / TLS Versions Supported		The remote service encrypts communications.		This plugin detects which SSL and TLS versions are supported by the
remote service for encrypting communications.		n/a				
This port supports TLSv1.0/TLSv1.1/TLSv1.2.


		57041						None		172.30.21.174		tcp		443		SSL Perfect Forward Secrecy Cipher Suites Supported		The remote service supports the use of SSL Perfect Forward Secrecy
ciphers, which maintain confidentiality even if the key is stolen.		The remote host supports the use of SSL ciphers that offer Perfect
Forward Secrecy (PFS) encryption.  These cipher suites ensure that
recorded SSL traffic cannot be broken at a future date if the server's
private key is compromised.		n/a		http://www.openssl.org/docs/apps/ciphers.html
https://en.wikipedia.org/wiki/Diffie-Hellman_key_exchange
https://en.wikipedia.org/wiki/Perfect_forward_secrecy		
Here is the list of SSL PFS ciphers supported by the remote server :

  High Strength Ciphers (>= 112-bit key)

    ECDHE-RSA-AES128-SHA256      Kx=ECDH        Au=RSA      Enc=AES-GCM(128)         Mac=SHA256  
    ECDHE-RSA-AES256-SHA384      Kx=ECDH        Au=RSA      Enc=AES-GCM(256)         Mac=SHA384  
    ECDHE-RSA-AES128-SHA         Kx=ECDH        Au=RSA      Enc=AES-CBC(128)         Mac=SHA1   
    ECDHE-RSA-AES256-SHA         Kx=ECDH        Au=RSA      Enc=AES-CBC(256)         Mac=SHA1   
    ECDHE-RSA-AES128-SHA256      Kx=ECDH        Au=RSA      Enc=AES-CBC(128)         Mac=SHA256  
    ECDHE-RSA-AES256-SHA384      Kx=ECDH        Au=RSA      Enc=AES-CBC(256)         Mac=SHA384  

The fields above are :

  {OpenSSL ciphername}
  Kx={key exchange}
  Au={authentication}
  Enc={symmetric encryption method}
  Mac={message authentication code}
  {export flag}


		57041						None		172.30.21.174		tcp		5989		SSL Perfect Forward Secrecy Cipher Suites Supported		The remote service supports the use of SSL Perfect Forward Secrecy
ciphers, which maintain confidentiality even if the key is stolen.		The remote host supports the use of SSL ciphers that offer Perfect
Forward Secrecy (PFS) encryption.  These cipher suites ensure that
recorded SSL traffic cannot be broken at a future date if the server's
private key is compromised.		n/a		http://www.openssl.org/docs/apps/ciphers.html
https://en.wikipedia.org/wiki/Diffie-Hellman_key_exchange
https://en.wikipedia.org/wiki/Perfect_forward_secrecy		
Here is the list of SSL PFS ciphers supported by the remote server :

  High Strength Ciphers (>= 112-bit key)

    ECDHE-RSA-AES128-SHA256      Kx=ECDH        Au=RSA      Enc=AES-GCM(128)         Mac=SHA256  
    ECDHE-RSA-AES256-SHA384      Kx=ECDH        Au=RSA      Enc=AES-GCM(256)         Mac=SHA384  
    ECDHE-RSA-AES128-SHA         Kx=ECDH        Au=RSA      Enc=AES-CBC(128)         Mac=SHA1   
    ECDHE-RSA-AES256-SHA         Kx=ECDH        Au=RSA      Enc=AES-CBC(256)         Mac=SHA1   
    ECDHE-RSA-AES128-SHA256      Kx=ECDH        Au=RSA      Enc=AES-CBC(128)         Mac=SHA256  
    ECDHE-RSA-AES256-SHA384      Kx=ECDH        Au=RSA      Enc=AES-CBC(256)         Mac=SHA384  

The fields above are :

  {OpenSSL ciphername}
  Kx={key exchange}
  Au={authentication}
  Enc={symmetric encryption method}
  Mac={message authentication code}
  {export flag}


		57396						None		172.30.21.174		tcp		443		VMware vSphere Detect		A VMware vSphere server is running on the remote host.		VMware vSphere, an enterprise server virtualization platform, is
running on the remote host.		n/a		https://www.vmware.com/products/vsphere		
  Version : VMware ESXi 6.0.0 build-4600944
  API Version : 6.0
  Uses HTTPS  : yes


		57582				6.4		Medium		172.30.21.174		tcp		443		SSL Self-Signed Certificate		The SSL certificate chain for this service ends in an unrecognized
self-signed certificate.		The X.509 certificate chain for this service is not signed by a
recognized certificate authority.  If the remote host is a public host
in production, this nullifies the use of SSL as anyone could establish
a man-in-the-middle attack against the remote host. 

Note that this plugin does not check for certificate chains that end
in a certificate that is not self-signed, but is signed by an
unrecognized certificate authority.		Purchase or generate a proper certificate for this service.				
The following certificate was found at the top of the certificate
chain sent by the remote host, but is self-signed and was not
found in the list of known certificate authorities :

|-Subject : CN=CA/DC=vsphere/DC=local/C=US/ST=California/O=mahindracomviva/OU=VMware


		70544						None		172.30.21.174		tcp		443		SSL Cipher Block Chaining Cipher Suites Supported		The remote service supports the use of SSL Cipher Block Chaining
ciphers, which combine previous blocks with subsequent ones.		The remote host supports the use of SSL ciphers that operate in Cipher
Block Chaining (CBC) mode.  These cipher suites offer additional
security over Electronic Codebook (ECB) mode, but have the potential to
leak information if used improperly.		n/a		http://www.openssl.org/docs/apps/ciphers.html
http://www.nessus.org/u?cc4a822a
http://www.openssl.org/~bodo/tls-cbc.txt		
Here is the list of SSL CBC ciphers supported by the remote server :

  High Strength Ciphers (>= 112-bit key)

    ECDHE-RSA-AES128-SHA         Kx=ECDH        Au=RSA      Enc=AES-CBC(128)         Mac=SHA1   
    ECDHE-RSA-AES256-SHA         Kx=ECDH        Au=RSA      Enc=AES-CBC(256)         Mac=SHA1   
    AES128-SHA                   Kx=RSA         Au=RSA      Enc=AES-CBC(128)         Mac=SHA1   
    AES256-SHA                   Kx=RSA         Au=RSA      Enc=AES-CBC(256)         Mac=SHA1   
    ECDHE-RSA-AES128-SHA256      Kx=ECDH        Au=RSA      Enc=AES-CBC(128)         Mac=SHA256  
    ECDHE-RSA-AES256-SHA384      Kx=ECDH        Au=RSA      Enc=AES-CBC(256)         Mac=SHA384  
    RSA-AES128-SHA256            Kx=RSA         Au=RSA      Enc=AES-CBC(128)         Mac=SHA256  
    RSA-AES256-SHA256            Kx=RSA         Au=RSA      Enc=AES-CBC(256)         Mac=SHA256  

The fields above are :

  {OpenSSL ciphername}
  Kx={key exchange}
  Au={authentication}
  Enc={symmetric encryption method}
  Mac={message authentication code}
  {export flag}


		70544						None		172.30.21.174		tcp		8182		SSL Cipher Block Chaining Cipher Suites Supported		The remote service supports the use of SSL Cipher Block Chaining
ciphers, which combine previous blocks with subsequent ones.		The remote host supports the use of SSL ciphers that operate in Cipher
Block Chaining (CBC) mode.  These cipher suites offer additional
security over Electronic Codebook (ECB) mode, but have the potential to
leak information if used improperly.		n/a		http://www.openssl.org/docs/apps/ciphers.html
http://www.nessus.org/u?cc4a822a
http://www.openssl.org/~bodo/tls-cbc.txt		
Here is the list of SSL CBC ciphers supported by the remote server :

  High Strength Ciphers (>= 112-bit key)

    AES128-SHA                   Kx=RSA         Au=RSA      Enc=AES-CBC(128)         Mac=SHA1   
    AES256-SHA                   Kx=RSA         Au=RSA      Enc=AES-CBC(256)         Mac=SHA1   
    RSA-AES128-SHA256            Kx=RSA         Au=RSA      Enc=AES-CBC(128)         Mac=SHA256  
    RSA-AES256-SHA256            Kx=RSA         Au=RSA      Enc=AES-CBC(256)         Mac=SHA256  

The fields above are :

  {OpenSSL ciphername}
  Kx={key exchange}
  Au={authentication}
  Enc={symmetric encryption method}
  Mac={message authentication code}
  {export flag}


		70544						None		172.30.21.174		tcp		5989		SSL Cipher Block Chaining Cipher Suites Supported		The remote service supports the use of SSL Cipher Block Chaining
ciphers, which combine previous blocks with subsequent ones.		The remote host supports the use of SSL ciphers that operate in Cipher
Block Chaining (CBC) mode.  These cipher suites offer additional
security over Electronic Codebook (ECB) mode, but have the potential to
leak information if used improperly.		n/a		http://www.openssl.org/docs/apps/ciphers.html
http://www.nessus.org/u?cc4a822a
http://www.openssl.org/~bodo/tls-cbc.txt		
Here is the list of SSL CBC ciphers supported by the remote server :

  High Strength Ciphers (>= 112-bit key)

    ECDHE-RSA-AES128-SHA         Kx=ECDH        Au=RSA      Enc=AES-CBC(128)         Mac=SHA1   
    ECDHE-RSA-AES256-SHA         Kx=ECDH        Au=RSA      Enc=AES-CBC(256)         Mac=SHA1   
    AES128-SHA                   Kx=RSA         Au=RSA      Enc=AES-CBC(128)         Mac=SHA1   
    AES256-SHA                   Kx=RSA         Au=RSA      Enc=AES-CBC(256)         Mac=SHA1   
    ECDHE-RSA-AES128-SHA256      Kx=ECDH        Au=RSA      Enc=AES-CBC(128)         Mac=SHA256  
    ECDHE-RSA-AES256-SHA384      Kx=ECDH        Au=RSA      Enc=AES-CBC(256)         Mac=SHA384  
    RSA-AES128-SHA256            Kx=RSA         Au=RSA      Enc=AES-CBC(128)         Mac=SHA256  
    RSA-AES256-SHA256            Kx=RSA         Au=RSA      Enc=AES-CBC(256)         Mac=SHA256  

The fields above are :

  {OpenSSL ciphername}
  Kx={key exchange}
  Au={authentication}
  Enc={symmetric encryption method}
  Mac={message authentication code}
  {export flag}


		70657						None		172.30.21.174		tcp		22		SSH Algorithms and Languages Supported		An SSH server is listening on this port.		This script detects which algorithms and languages are supported by
the remote service for encrypting communications.		n/a				
Nessus negotiated the following encryption algorithm with the server : 

The server supports the following options for kex_algorithms : 

  curve25519-sha256@libssh.org
  diffie-hellman-group-exchange-sha256
  diffie-hellman-group14-sha1
  diffie-hellman-group14-sha256
  diffie-hellman-group16-sha512
  diffie-hellman-group18-sha512
  ecdh-sha2-nistp256
  ecdh-sha2-nistp384
  ecdh-sha2-nistp521

The server supports the following options for server_host_key_algorithms : 

  rsa-sha2-256
  rsa-sha2-512
  ssh-rsa

The server supports the following options for encryption_algorithms_client_to_server : 

  3des-cbc
  aes128-ctr
  aes192-ctr
  aes256-ctr

The server supports the following options for encryption_algorithms_server_to_client : 

  3des-cbc
  aes128-ctr
  aes192-ctr
  aes256-ctr

The server supports the following options for mac_algorithms_client_to_server : 

  hmac-sha1
  hmac-sha1-96
  hmac-sha2-256
  hmac-sha2-512

The server supports the following options for mac_algorithms_server_to_client : 

  hmac-sha1
  hmac-sha1-96
  hmac-sha2-256
  hmac-sha2-512

The server supports the following options for compression_algorithms_client_to_server : 

  none
  zlib@openssh.com

The server supports the following options for compression_algorithms_server_to_client : 

  none
  zlib@openssh.com


		70658		CVE-2008-5161		2.6		Low		172.30.21.174		tcp		22		SSH Server CBC Mode Ciphers Enabled		The SSH server is configured to use Cipher Block Chaining.		The SSH server is configured to support Cipher Block Chaining (CBC)
encryption.  This may allow an attacker to recover the plaintext message
from the ciphertext. 

Note that this plugin only checks for the options of the SSH server and
does not check for vulnerable software versions.		Contact the vendor or consult product documentation to disable CBC mode
cipher encryption, and enable CTR or GCM cipher mode encryption.				
The following client-to-server Cipher Block Chaining (CBC) algorithms
are supported : 

  3des-cbc

The following server-to-client Cipher Block Chaining (CBC) algorithms
are supported : 

  3des-cbc


		71049				2.6		Low		172.30.21.174		tcp		22		SSH Weak MAC Algorithms Enabled		The remote SSH server is configured to allow MD5 and 96-bit MAC
algorithms.		The remote SSH server is configured to allow either MD5 or 96-bit MAC
algorithms, both of which are considered weak.

Note that this plugin only checks for the options of the SSH server,
and it does not check for vulnerable software versions.		Contact the vendor or consult product documentation to disable MD5 and
96-bit MAC algorithms.				
The following client-to-server Message Authentication Code (MAC) algorithms
are supported : 

  hmac-sha1-96

The following server-to-client Message Authentication Code (MAC) algorithms
are supported : 

  hmac-sha1-96


		91634						None		172.30.21.174		tcp		80		HyperText Transfer Protocol (HTTP) Redirect Information		The remote web server redirects requests to the root directory.		The remote web server issues an HTTP redirect when requesting the root
directory of the web server.

This plugin is informational only and does not denote a security
problem.		Analyze the redirect(s) to verify that this is valid operation for
your web server and/or application.				
  Request         : http://172.30.21.174/
  HTTP response   : HTTP/1.1 301 Moved Permanently
  Redirect to     : https://172.30.21.174/
  Redirect type   : 30x redirect


Note that Nessus did not receive a 200 OK response from the
last examined redirect.


		91634						None		172.30.21.174		tcp		80		HyperText Transfer Protocol (HTTP) Redirect Information		The remote web server redirects requests to the root directory.		The remote web server issues an HTTP redirect when requesting the root
directory of the web server.

This plugin is informational only and does not denote a security
problem.		Analyze the redirect(s) to verify that this is valid operation for
your web server and/or application.				
  Request         : http://172.30.21.174/
  HTTP response   : HTTP/1.1 301 Moved Permanently
  Redirect to     : https://172.30.21.174/
  Redirect type   : 30x redirect


Note that Nessus did not receive a 200 OK response from the
last examined redirect.


		91634						None		172.30.21.174		tcp		80		HyperText Transfer Protocol (HTTP) Redirect Information		The remote web server redirects requests to the root directory.		The remote web server issues an HTTP redirect when requesting the root
directory of the web server.

This plugin is informational only and does not denote a security
problem.		Analyze the redirect(s) to verify that this is valid operation for
your web server and/or application.				
  Request         : http://172.30.21.174/
  HTTP response   : HTTP/1.1 301 Moved Permanently
  Redirect to     : https://172.30.21.174/
  Redirect type   : 30x redirect


Note that Nessus did not receive a 200 OK response from the
last examined redirect.


		94761						None		172.30.21.174		tcp		443		SSL Root Certification Authority Certificate Information		A root Certification Authority certificate was found at the top of the
certificate chain.		The remote service uses an SSL certificate chain that contains a
self-signed root Certification Authority certificate at the top of the
chain.		Ensure that use of this root Certification Authority certificate
complies with your organization's acceptable use and security
policies.		https://technet.microsoft.com/en-us/library/cc778623		
The following root Certification Authority certificate was found :

|-Subject             : CN=CA/DC=vsphere/DC=local/C=US/ST=California/O=mahindracomviva/OU=VMware
|-Issuer              : CN=CA/DC=vsphere/DC=local/C=US/ST=California/O=mahindracomviva/OU=VMware
|-Valid From          : Jan 08 14:29:53 2018 GMT
|-Valid To            : Jan 06 14:29:53 2028 GMT
|-Signature Algorithm : SHA-256 With RSA Encryption


		99130		CVE-2017-4903		8.3		High		172.30.21.174		tcp		0		ESXi 6.0 U1 < Build 5251621 / 6.0 U2 < Build 5251623 / 6.0 U3 < Build 5224934 Multiple Vulnerabilities (VMSA-2017-0006) (remote check)		The remote VMware ESXi 6.0 host is affected by multiple
vulnerabilities.		The version of the remote VMware ESXi 6.0 host is 6.0 U1 prior to
build 5251621, 6.0 U2 prior to build 5251623, or 6.0 U3 prior to build
5224934. It is, therefore, affected by multiple vulnerabilities :

  - A stack memory initialization flaw exists that allows an
    attacker on the guest to execute arbitrary code on the
    host. (CVE-2017-4903)

  - An unspecified flaw exists in memory initialization that
    allows an attacker on the guest to execute arbitrary
    code on the host. (CVE-2017-4904)

  - An unspecified flaw exists in memory initialization that
    allows the disclosure of sensitive information.
    (CVE-2017-4905)		Apply patch ESXi600-201703401-SG, ESXi600-201703002, or
ESXi600-201703003 according to the vendor advisory.		http://www.vmware.com/security/advisories/VMSA-2017-0006.html
http://www.nessus.org/u?29e8975b
http://www.nessus.org/u?0ac633b1		
  ESXi version    : ESXi 6.0
  Installed build : 4600944
  Fixed build     : 5251623


		99130		CVE-2017-4904		8.3		High		172.30.21.174		tcp		0		ESXi 6.0 U1 < Build 5251621 / 6.0 U2 < Build 5251623 / 6.0 U3 < Build 5224934 Multiple Vulnerabilities (VMSA-2017-0006) (remote check)		The remote VMware ESXi 6.0 host is affected by multiple
vulnerabilities.		The version of the remote VMware ESXi 6.0 host is 6.0 U1 prior to
build 5251621, 6.0 U2 prior to build 5251623, or 6.0 U3 prior to build
5224934. It is, therefore, affected by multiple vulnerabilities :

  - A stack memory initialization flaw exists that allows an
    attacker on the guest to execute arbitrary code on the
    host. (CVE-2017-4903)

  - An unspecified flaw exists in memory initialization that
    allows an attacker on the guest to execute arbitrary
    code on the host. (CVE-2017-4904)

  - An unspecified flaw exists in memory initialization that
    allows the disclosure of sensitive information.
    (CVE-2017-4905)		Apply patch ESXi600-201703401-SG, ESXi600-201703002, or
ESXi600-201703003 according to the vendor advisory.		http://www.vmware.com/security/advisories/VMSA-2017-0006.html
http://www.nessus.org/u?29e8975b
http://www.nessus.org/u?0ac633b1		
  ESXi version    : ESXi 6.0
  Installed build : 4600944
  Fixed build     : 5251623


		99130		CVE-2017-4905		8.3		High		172.30.21.174		tcp		0		ESXi 6.0 U1 < Build 5251621 / 6.0 U2 < Build 5251623 / 6.0 U3 < Build 5224934 Multiple Vulnerabilities (VMSA-2017-0006) (remote check)		The remote VMware ESXi 6.0 host is affected by multiple
vulnerabilities.		The version of the remote VMware ESXi 6.0 host is 6.0 U1 prior to
build 5251621, 6.0 U2 prior to build 5251623, or 6.0 U3 prior to build
5224934. It is, therefore, affected by multiple vulnerabilities :

  - A stack memory initialization flaw exists that allows an
    attacker on the guest to execute arbitrary code on the
    host. (CVE-2017-4903)

  - An unspecified flaw exists in memory initialization that
    allows an attacker on the guest to execute arbitrary
    code on the host. (CVE-2017-4904)

  - An unspecified flaw exists in memory initialization that
    allows the disclosure of sensitive information.
    (CVE-2017-4905)		Apply patch ESXi600-201703401-SG, ESXi600-201703002, or
ESXi600-201703003 according to the vendor advisory.		http://www.vmware.com/security/advisories/VMSA-2017-0006.html
http://www.nessus.org/u?29e8975b
http://www.nessus.org/u?0ac633b1		
  ESXi version    : ESXi 6.0
  Installed build : 4600944
  Fixed build     : 5251623


		102698		CVE-2016-2183		5.5		Medium		172.30.21.174		tcp		0		ESXi 6.0 < Build 5485776 Multiple Vulnerabilities (VMSA-2017-0015) (remote check)		The remote VMware ESXi 6.0 host is affected by multiple
vulnerabilities.		The version of the remote VMware ESXi 6.0 host is prior to build
5224529. It is, therefore, affected by multiple vulnerabilities in
VMWare Tools and the bundled OpenSSL and Python packages, as well
as a NULL pointer dereference vulnerability related to handling RPC
requests that could allow an attacker to crash a virtual machine.		Apply patch ESXi600-201706101-SG according to the vendor advisory.		http://www.vmware.com/security/advisories/VMSA-2017-0015.html
http://www.nessus.org/u?e03fa029		
  ESXi version    : ESXi 6.0
  Installed build : 4600944
  Fixed build     : 5485776


		102698		CVE-2016-7055		5.5		Medium		172.30.21.174		tcp		0		ESXi 6.0 < Build 5485776 Multiple Vulnerabilities (VMSA-2017-0015) (remote check)		The remote VMware ESXi 6.0 host is affected by multiple
vulnerabilities.		The version of the remote VMware ESXi 6.0 host is prior to build
5224529. It is, therefore, affected by multiple vulnerabilities in
VMWare Tools and the bundled OpenSSL and Python packages, as well
as a NULL pointer dereference vulnerability related to handling RPC
requests that could allow an attacker to crash a virtual machine.		Apply patch ESXi600-201706101-SG according to the vendor advisory.		http://www.vmware.com/security/advisories/VMSA-2017-0015.html
http://www.nessus.org/u?e03fa029		
  ESXi version    : ESXi 6.0
  Installed build : 4600944
  Fixed build     : 5485776


		102698		CVE-2016-1000110		5.5		Medium		172.30.21.174		tcp		0		ESXi 6.0 < Build 5485776 Multiple Vulnerabilities (VMSA-2017-0015) (remote check)		The remote VMware ESXi 6.0 host is affected by multiple
vulnerabilities.		The version of the remote VMware ESXi 6.0 host is prior to build
5224529. It is, therefore, affected by multiple vulnerabilities in
VMWare Tools and the bundled OpenSSL and Python packages, as well
as a NULL pointer dereference vulnerability related to handling RPC
requests that could allow an attacker to crash a virtual machine.		Apply patch ESXi600-201706101-SG according to the vendor advisory.		http://www.vmware.com/security/advisories/VMSA-2017-0015.html
http://www.nessus.org/u?e03fa029		
  ESXi version    : ESXi 6.0
  Installed build : 4600944
  Fixed build     : 5485776


		102698		CVE-2017-3731		5.5		Medium		172.30.21.174		tcp		0		ESXi 6.0 < Build 5485776 Multiple Vulnerabilities (VMSA-2017-0015) (remote check)		The remote VMware ESXi 6.0 host is affected by multiple
vulnerabilities.		The version of the remote VMware ESXi 6.0 host is prior to build
5224529. It is, therefore, affected by multiple vulnerabilities in
VMWare Tools and the bundled OpenSSL and Python packages, as well
as a NULL pointer dereference vulnerability related to handling RPC
requests that could allow an attacker to crash a virtual machine.		Apply patch ESXi600-201706101-SG according to the vendor advisory.		http://www.vmware.com/security/advisories/VMSA-2017-0015.html
http://www.nessus.org/u?e03fa029		
  ESXi version    : ESXi 6.0
  Installed build : 4600944
  Fixed build     : 5485776


		102698		CVE-2017-3730		5.5		Medium		172.30.21.174		tcp		0		ESXi 6.0 < Build 5485776 Multiple Vulnerabilities (VMSA-2017-0015) (remote check)		The remote VMware ESXi 6.0 host is affected by multiple
vulnerabilities.		The version of the remote VMware ESXi 6.0 host is prior to build
5224529. It is, therefore, affected by multiple vulnerabilities in
VMWare Tools and the bundled OpenSSL and Python packages, as well
as a NULL pointer dereference vulnerability related to handling RPC
requests that could allow an attacker to crash a virtual machine.		Apply patch ESXi600-201706101-SG according to the vendor advisory.		http://www.vmware.com/security/advisories/VMSA-2017-0015.html
http://www.nessus.org/u?e03fa029		
  ESXi version    : ESXi 6.0
  Installed build : 4600944
  Fixed build     : 5485776


		102698		CVE-2017-3732		5.5		Medium		172.30.21.174		tcp		0		ESXi 6.0 < Build 5485776 Multiple Vulnerabilities (VMSA-2017-0015) (remote check)		The remote VMware ESXi 6.0 host is affected by multiple
vulnerabilities.		The version of the remote VMware ESXi 6.0 host is prior to build
5224529. It is, therefore, affected by multiple vulnerabilities in
VMWare Tools and the bundled OpenSSL and Python packages, as well
as a NULL pointer dereference vulnerability related to handling RPC
requests that could allow an attacker to crash a virtual machine.		Apply patch ESXi600-201706101-SG according to the vendor advisory.		http://www.vmware.com/security/advisories/VMSA-2017-0015.html
http://www.nessus.org/u?e03fa029		
  ESXi version    : ESXi 6.0
  Installed build : 4600944
  Fixed build     : 5485776


		102698		CVE-2017-4925		5.5		Medium		172.30.21.174		tcp		0		ESXi 6.0 < Build 5485776 Multiple Vulnerabilities (VMSA-2017-0015) (remote check)		The remote VMware ESXi 6.0 host is affected by multiple
vulnerabilities.		The version of the remote VMware ESXi 6.0 host is prior to build
5224529. It is, therefore, affected by multiple vulnerabilities in
VMWare Tools and the bundled OpenSSL and Python packages, as well
as a NULL pointer dereference vulnerability related to handling RPC
requests that could allow an attacker to crash a virtual machine.		Apply patch ESXi600-201706101-SG according to the vendor advisory.		http://www.vmware.com/security/advisories/VMSA-2017-0015.html
http://www.nessus.org/u?e03fa029		
  ESXi version    : ESXi 6.0
  Installed build : 4600944
  Fixed build     : 5485776


		104743						None		172.30.21.174		tcp		443		TLS Version 1.0 Protocol Detection		The remote service encrypts traffic using an older version of TLS.		The remote service accepts connections encrypted using TLS 1.0. TLS 1.0 has a
number of cryptographic design flaws. Modern implementations of TLS 1.0
mitigate these problems, but newer versions of TLS like 1.1 and 1.2 are
designed against these flaws and should be used whenever possible.

PCI DSS v3.1 requires that TLS 1.0 be disabled entirely by June 2018, except
for point-of-sale terminals and their termination points.		Enable support for TLS 1.1 and 1.2, and disable support for TLS 1.0.				TLSv1 is enabled and the server supports at least one cipher.

		104743						None		172.30.21.174		tcp		8182		TLS Version 1.0 Protocol Detection		The remote service encrypts traffic using an older version of TLS.		The remote service accepts connections encrypted using TLS 1.0. TLS 1.0 has a
number of cryptographic design flaws. Modern implementations of TLS 1.0
mitigate these problems, but newer versions of TLS like 1.1 and 1.2 are
designed against these flaws and should be used whenever possible.

PCI DSS v3.1 requires that TLS 1.0 be disabled entirely by June 2018, except
for point-of-sale terminals and their termination points.		Enable support for TLS 1.1 and 1.2, and disable support for TLS 1.0.				TLSv1 is enabled and the server supports at least one cipher.

		104743						None		172.30.21.174		tcp		5989		TLS Version 1.0 Protocol Detection		The remote service encrypts traffic using an older version of TLS.		The remote service accepts connections encrypted using TLS 1.0. TLS 1.0 has a
number of cryptographic design flaws. Modern implementations of TLS 1.0
mitigate these problems, but newer versions of TLS like 1.1 and 1.2 are
designed against these flaws and should be used whenever possible.

PCI DSS v3.1 requires that TLS 1.0 be disabled entirely by June 2018, except
for point-of-sale terminals and their termination points.		Enable support for TLS 1.1 and 1.2, and disable support for TLS 1.0.				TLSv1 is enabled and the server supports at least one cipher.

		105415		CVE-2017-6168		4.3		Medium		172.30.21.174		tcp		5989		Return Of Bleichenbacher's Oracle Threat (ROBOT) Information Disclosure		The server leaks whether or not an RSA-encrypted ciphertext is
formatted correctly.		The remote host is affected by an information disclosure
vulnerability.  The SSL/TLS service supports RSA key exchanges, and
incorrectly leaks whether or not the RSA key exchange sent by a client
was correctly formatted. This information can allow an attacker to
decrypt previous SSL/TLS sessions or impersonate the server.

Note that this plugin does not attempt to recover an RSA ciphertext,
however it sends a number of correct and malformed RSA ciphertexts as
part of an SSL handshake and observes how the server responds.

This plugin attempts to discover the vulnerability in multiple ways,
by not completing the handshake and by completing it incorrectly, as
well as using a variety of cipher suites. Only the first method that
finds the service to be vulnerable is reported.		Upgrade to a patched version of the software. Alternatively, disable
RSA key exchanges.		https://robotattack.org/
https://support.f5.com/csp/article/K21905460
https://support.citrix.com/article/CTX230238
http://www.nessus.org/u?953be8c5
http://erlang.org/pipermail/erlang-questions/2017-November/094257.html		
The test sent a crafted RSA ciphertext and then waited, without sending a TLS Finished message.
The following differences in behaviour were seen by Nessus :
  - As a baseline with correct formatting : server waited
  - With incorrect leading bytes          : server waited
  - With the 0x00 byte in incorrect place : server sent TCP FIN
  - With the 0x00 byte missing            : server waited
  - With an incorrect version number      : server waited

		105415		CVE-2017-17382		4.3		Medium		172.30.21.174		tcp		5989		Return Of Bleichenbacher's Oracle Threat (ROBOT) Information Disclosure		The server leaks whether or not an RSA-encrypted ciphertext is
formatted correctly.		The remote host is affected by an information disclosure
vulnerability.  The SSL/TLS service supports RSA key exchanges, and
incorrectly leaks whether or not the RSA key exchange sent by a client
was correctly formatted. This information can allow an attacker to
decrypt previous SSL/TLS sessions or impersonate the server.

Note that this plugin does not attempt to recover an RSA ciphertext,
however it sends a number of correct and malformed RSA ciphertexts as
part of an SSL handshake and observes how the server responds.

This plugin attempts to discover the vulnerability in multiple ways,
by not completing the handshake and by completing it incorrectly, as
well as using a variety of cipher suites. Only the first method that
finds the service to be vulnerable is reported.		Upgrade to a patched version of the software. Alternatively, disable
RSA key exchanges.		https://robotattack.org/
https://support.f5.com/csp/article/K21905460
https://support.citrix.com/article/CTX230238
http://www.nessus.org/u?953be8c5
http://erlang.org/pipermail/erlang-questions/2017-November/094257.html		
The test sent a crafted RSA ciphertext and then waited, without sending a TLS Finished message.
The following differences in behaviour were seen by Nessus :
  - As a baseline with correct formatting : server waited
  - With incorrect leading bytes          : server waited
  - With the 0x00 byte in incorrect place : server sent TCP FIN
  - With the 0x00 byte missing            : server waited
  - With an incorrect version number      : server waited

		105415		CVE-2017-17427		4.3		Medium		172.30.21.174		tcp		5989		Return Of Bleichenbacher's Oracle Threat (ROBOT) Information Disclosure		The server leaks whether or not an RSA-encrypted ciphertext is
formatted correctly.		The remote host is affected by an information disclosure
vulnerability.  The SSL/TLS service supports RSA key exchanges, and
incorrectly leaks whether or not the RSA key exchange sent by a client
was correctly formatted. This information can allow an attacker to
decrypt previous SSL/TLS sessions or impersonate the server.

Note that this plugin does not attempt to recover an RSA ciphertext,
however it sends a number of correct and malformed RSA ciphertexts as
part of an SSL handshake and observes how the server responds.

This plugin attempts to discover the vulnerability in multiple ways,
by not completing the handshake and by completing it incorrectly, as
well as using a variety of cipher suites. Only the first method that
finds the service to be vulnerable is reported.		Upgrade to a patched version of the software. Alternatively, disable
RSA key exchanges.		https://robotattack.org/
https://support.f5.com/csp/article/K21905460
https://support.citrix.com/article/CTX230238
http://www.nessus.org/u?953be8c5
http://erlang.org/pipermail/erlang-questions/2017-November/094257.html		
The test sent a crafted RSA ciphertext and then waited, without sending a TLS Finished message.
The following differences in behaviour were seen by Nessus :
  - As a baseline with correct formatting : server waited
  - With incorrect leading bytes          : server waited
  - With the 0x00 byte in incorrect place : server sent TCP FIN
  - With the 0x00 byte missing            : server waited
  - With an incorrect version number      : server waited

		105415		CVE-2017-17428		4.3		Medium		172.30.21.174		tcp		5989		Return Of Bleichenbacher's Oracle Threat (ROBOT) Information Disclosure		The server leaks whether or not an RSA-encrypted ciphertext is
formatted correctly.		The remote host is affected by an information disclosure
vulnerability.  The SSL/TLS service supports RSA key exchanges, and
incorrectly leaks whether or not the RSA key exchange sent by a client
was correctly formatted. This information can allow an attacker to
decrypt previous SSL/TLS sessions or impersonate the server.

Note that this plugin does not attempt to recover an RSA ciphertext,
however it sends a number of correct and malformed RSA ciphertexts as
part of an SSL handshake and observes how the server responds.

This plugin attempts to discover the vulnerability in multiple ways,
by not completing the handshake and by completing it incorrectly, as
well as using a variety of cipher suites. Only the first method that
finds the service to be vulnerable is reported.		Upgrade to a patched version of the software. Alternatively, disable
RSA key exchanges.		https://robotattack.org/
https://support.f5.com/csp/article/K21905460
https://support.citrix.com/article/CTX230238
http://www.nessus.org/u?953be8c5
http://erlang.org/pipermail/erlang-questions/2017-November/094257.html		
The test sent a crafted RSA ciphertext and then waited, without sending a TLS Finished message.
The following differences in behaviour were seen by Nessus :
  - As a baseline with correct formatting : server waited
  - With incorrect leading bytes          : server waited
  - With the 0x00 byte in incorrect place : server sent TCP FIN
  - With the 0x00 byte missing            : server waited
  - With an incorrect version number      : server waited

		105415		CVE-2017-12373		4.3		Medium		172.30.21.174		tcp		5989		Return Of Bleichenbacher's Oracle Threat (ROBOT) Information Disclosure		The server leaks whether or not an RSA-encrypted ciphertext is
formatted correctly.		The remote host is affected by an information disclosure
vulnerability.  The SSL/TLS service supports RSA key exchanges, and
incorrectly leaks whether or not the RSA key exchange sent by a client
was correctly formatted. This information can allow an attacker to
decrypt previous SSL/TLS sessions or impersonate the server.

Note that this plugin does not attempt to recover an RSA ciphertext,
however it sends a number of correct and malformed RSA ciphertexts as
part of an SSL handshake and observes how the server responds.

This plugin attempts to discover the vulnerability in multiple ways,
by not completing the handshake and by completing it incorrectly, as
well as using a variety of cipher suites. Only the first method that
finds the service to be vulnerable is reported.		Upgrade to a patched version of the software. Alternatively, disable
RSA key exchanges.		https://robotattack.org/
https://support.f5.com/csp/article/K21905460
https://support.citrix.com/article/CTX230238
http://www.nessus.org/u?953be8c5
http://erlang.org/pipermail/erlang-questions/2017-November/094257.html		
The test sent a crafted RSA ciphertext and then waited, without sending a TLS Finished message.
The following differences in behaviour were seen by Nessus :
  - As a baseline with correct formatting : server waited
  - With incorrect leading bytes          : server waited
  - With the 0x00 byte in incorrect place : server sent TCP FIN
  - With the 0x00 byte missing            : server waited
  - With an incorrect version number      : server waited

		105415		CVE-2017-13098		4.3		Medium		172.30.21.174		tcp		5989		Return Of Bleichenbacher's Oracle Threat (ROBOT) Information Disclosure		The server leaks whether or not an RSA-encrypted ciphertext is
formatted correctly.		The remote host is affected by an information disclosure
vulnerability.  The SSL/TLS service supports RSA key exchanges, and
incorrectly leaks whether or not the RSA key exchange sent by a client
was correctly formatted. This information can allow an attacker to
decrypt previous SSL/TLS sessions or impersonate the server.

Note that this plugin does not attempt to recover an RSA ciphertext,
however it sends a number of correct and malformed RSA ciphertexts as
part of an SSL handshake and observes how the server responds.

This plugin attempts to discover the vulnerability in multiple ways,
by not completing the handshake and by completing it incorrectly, as
well as using a variety of cipher suites. Only the first method that
finds the service to be vulnerable is reported.		Upgrade to a patched version of the software. Alternatively, disable
RSA key exchanges.		https://robotattack.org/
https://support.f5.com/csp/article/K21905460
https://support.citrix.com/article/CTX230238
http://www.nessus.org/u?953be8c5
http://erlang.org/pipermail/erlang-questions/2017-November/094257.html		
The test sent a crafted RSA ciphertext and then waited, without sending a TLS Finished message.
The following differences in behaviour were seen by Nessus :
  - As a baseline with correct formatting : server waited
  - With incorrect leading bytes          : server waited
  - With the 0x00 byte in incorrect place : server sent TCP FIN
  - With the 0x00 byte missing            : server waited
  - With an incorrect version number      : server waited

		105415		CVE-2017-1000385		4.3		Medium		172.30.21.174		tcp		5989		Return Of Bleichenbacher's Oracle Threat (ROBOT) Information Disclosure		The server leaks whether or not an RSA-encrypted ciphertext is
formatted correctly.		The remote host is affected by an information disclosure
vulnerability.  The SSL/TLS service supports RSA key exchanges, and
incorrectly leaks whether or not the RSA key exchange sent by a client
was correctly formatted. This information can allow an attacker to
decrypt previous SSL/TLS sessions or impersonate the server.

Note that this plugin does not attempt to recover an RSA ciphertext,
however it sends a number of correct and malformed RSA ciphertexts as
part of an SSL handshake and observes how the server responds.

This plugin attempts to discover the vulnerability in multiple ways,
by not completing the handshake and by completing it incorrectly, as
well as using a variety of cipher suites. Only the first method that
finds the service to be vulnerable is reported.		Upgrade to a patched version of the software. Alternatively, disable
RSA key exchanges.		https://robotattack.org/
https://support.f5.com/csp/article/K21905460
https://support.citrix.com/article/CTX230238
http://www.nessus.org/u?953be8c5
http://erlang.org/pipermail/erlang-questions/2017-November/094257.html		
The test sent a crafted RSA ciphertext and then waited, without sending a TLS Finished message.
The following differences in behaviour were seen by Nessus :
  - As a baseline with correct formatting : server waited
  - With incorrect leading bytes          : server waited
  - With the 0x00 byte in incorrect place : server sent TCP FIN
  - With the 0x00 byte missing            : server waited
  - With an incorrect version number      : server waited

		105415		CVE-2017-13099		4.3		Medium		172.30.21.174		tcp		5989		Return Of Bleichenbacher's Oracle Threat (ROBOT) Information Disclosure		The server leaks whether or not an RSA-encrypted ciphertext is
formatted correctly.		The remote host is affected by an information disclosure
vulnerability.  The SSL/TLS service supports RSA key exchanges, and
incorrectly leaks whether or not the RSA key exchange sent by a client
was correctly formatted. This information can allow an attacker to
decrypt previous SSL/TLS sessions or impersonate the server.

Note that this plugin does not attempt to recover an RSA ciphertext,
however it sends a number of correct and malformed RSA ciphertexts as
part of an SSL handshake and observes how the server responds.

This plugin attempts to discover the vulnerability in multiple ways,
by not completing the handshake and by completing it incorrectly, as
well as using a variety of cipher suites. Only the first method that
finds the service to be vulnerable is reported.		Upgrade to a patched version of the software. Alternatively, disable
RSA key exchanges.		https://robotattack.org/
https://support.f5.com/csp/article/K21905460
https://support.citrix.com/article/CTX230238
http://www.nessus.org/u?953be8c5
http://erlang.org/pipermail/erlang-questions/2017-November/094257.html		
The test sent a crafted RSA ciphertext and then waited, without sending a TLS Finished message.
The following differences in behaviour were seen by Nessus :
  - As a baseline with correct formatting : server waited
  - With incorrect leading bytes          : server waited
  - With the 0x00 byte in incorrect place : server sent TCP FIN
  - With the 0x00 byte missing            : server waited
  - With an incorrect version number      : server waited

		105415		CVE-2016-6883		4.3		Medium		172.30.21.174		tcp		5989		Return Of Bleichenbacher's Oracle Threat (ROBOT) Information Disclosure		The server leaks whether or not an RSA-encrypted ciphertext is
formatted correctly.		The remote host is affected by an information disclosure
vulnerability.  The SSL/TLS service supports RSA key exchanges, and
incorrectly leaks whether or not the RSA key exchange sent by a client
was correctly formatted. This information can allow an attacker to
decrypt previous SSL/TLS sessions or impersonate the server.

Note that this plugin does not attempt to recover an RSA ciphertext,
however it sends a number of correct and malformed RSA ciphertexts as
part of an SSL handshake and observes how the server responds.

This plugin attempts to discover the vulnerability in multiple ways,
by not completing the handshake and by completing it incorrectly, as
well as using a variety of cipher suites. Only the first method that
finds the service to be vulnerable is reported.		Upgrade to a patched version of the software. Alternatively, disable
RSA key exchanges.		https://robotattack.org/
https://support.f5.com/csp/article/K21905460
https://support.citrix.com/article/CTX230238
http://www.nessus.org/u?953be8c5
http://erlang.org/pipermail/erlang-questions/2017-November/094257.html		
The test sent a crafted RSA ciphertext and then waited, without sending a TLS Finished message.
The following differences in behaviour were seen by Nessus :
  - As a baseline with correct formatting : server waited
  - With incorrect leading bytes          : server waited
  - With the 0x00 byte in incorrect place : server sent TCP FIN
  - With the 0x00 byte missing            : server waited
  - With an incorrect version number      : server waited

		105415		CVE-2012-5081		4.3		Medium		172.30.21.174		tcp		5989		Return Of Bleichenbacher's Oracle Threat (ROBOT) Information Disclosure		The server leaks whether or not an RSA-encrypted ciphertext is
formatted correctly.		The remote host is affected by an information disclosure
vulnerability.  The SSL/TLS service supports RSA key exchanges, and
incorrectly leaks whether or not the RSA key exchange sent by a client
was correctly formatted. This information can allow an attacker to
decrypt previous SSL/TLS sessions or impersonate the server.

Note that this plugin does not attempt to recover an RSA ciphertext,
however it sends a number of correct and malformed RSA ciphertexts as
part of an SSL handshake and observes how the server responds.

This plugin attempts to discover the vulnerability in multiple ways,
by not completing the handshake and by completing it incorrectly, as
well as using a variety of cipher suites. Only the first method that
finds the service to be vulnerable is reported.		Upgrade to a patched version of the software. Alternatively, disable
RSA key exchanges.		https://robotattack.org/
https://support.f5.com/csp/article/K21905460
https://support.citrix.com/article/CTX230238
http://www.nessus.org/u?953be8c5
http://erlang.org/pipermail/erlang-questions/2017-November/094257.html		
The test sent a crafted RSA ciphertext and then waited, without sending a TLS Finished message.
The following differences in behaviour were seen by Nessus :
  - As a baseline with correct formatting : server waited
  - With incorrect leading bytes          : server waited
  - With the 0x00 byte in incorrect place : server sent TCP FIN
  - With the 0x00 byte missing            : server waited
  - With an incorrect version number      : server waited

		105486		CVE-2017-4940		9.3		High		172.30.21.174		tcp		0		ESXi 5.5 / 6.0 / 6.5 / Multiple Vulnerabilities (VMSA-2017-0021) (VMSA-2018-0002) (Spectre) (remote check)		The remote VMware ESXi host is affected by multiple vulnerabilities.		The remote VMware ESXi host is version 5.5, 6.0, or 6.5 and is
missing a security patch. It is, therefore, affected by multiple
vulnerabilities that can allow code execution in a virtual machine
via the authenticated VNC session as well as cause information disclosure from one
virtual machine to another virtual machine on the same host.		Apply the appropriate patch as referenced in the vendor advisory.		https://www.vmware.com/security/advisories/VMSA-2017-0021.html
https://www.talosintelligence.com/vulnerability_reports/TALOS-2017-0369
https://www.vmware.com/us/security/advisories/VMSA-2018-0002.html
https://meltdownattack.com/		
  ESXi version    : 6.0
  Installed build : 4600944
  Fixed build     : 6921384 / 6856897 (security-only fix)


		105486		CVE-2017-4941		9.3		High		172.30.21.174		tcp		0		ESXi 5.5 / 6.0 / 6.5 / Multiple Vulnerabilities (VMSA-2017-0021) (VMSA-2018-0002) (Spectre) (remote check)		The remote VMware ESXi host is affected by multiple vulnerabilities.		The remote VMware ESXi host is version 5.5, 6.0, or 6.5 and is
missing a security patch. It is, therefore, affected by multiple
vulnerabilities that can allow code execution in a virtual machine
via the authenticated VNC session as well as cause information disclosure from one
virtual machine to another virtual machine on the same host.		Apply the appropriate patch as referenced in the vendor advisory.		https://www.vmware.com/security/advisories/VMSA-2017-0021.html
https://www.talosintelligence.com/vulnerability_reports/TALOS-2017-0369
https://www.vmware.com/us/security/advisories/VMSA-2018-0002.html
https://meltdownattack.com/		
  ESXi version    : 6.0
  Installed build : 4600944
  Fixed build     : 6921384 / 6856897 (security-only fix)


		105486		CVE-2017-5753		9.3		High		172.30.21.174		tcp		0		ESXi 5.5 / 6.0 / 6.5 / Multiple Vulnerabilities (VMSA-2017-0021) (VMSA-2018-0002) (Spectre) (remote check)		The remote VMware ESXi host is affected by multiple vulnerabilities.		The remote VMware ESXi host is version 5.5, 6.0, or 6.5 and is
missing a security patch. It is, therefore, affected by multiple
vulnerabilities that can allow code execution in a virtual machine
via the authenticated VNC session as well as cause information disclosure from one
virtual machine to another virtual machine on the same host.		Apply the appropriate patch as referenced in the vendor advisory.		https://www.vmware.com/security/advisories/VMSA-2017-0021.html
https://www.talosintelligence.com/vulnerability_reports/TALOS-2017-0369
https://www.vmware.com/us/security/advisories/VMSA-2018-0002.html
https://meltdownattack.com/		
  ESXi version    : 6.0
  Installed build : 4600944
  Fixed build     : 6921384 / 6856897 (security-only fix)


		105486		CVE-2017-5715		9.3		High		172.30.21.174		tcp		0		ESXi 5.5 / 6.0 / 6.5 / Multiple Vulnerabilities (VMSA-2017-0021) (VMSA-2018-0002) (Spectre) (remote check)		The remote VMware ESXi host is affected by multiple vulnerabilities.		The remote VMware ESXi host is version 5.5, 6.0, or 6.5 and is
missing a security patch. It is, therefore, affected by multiple
vulnerabilities that can allow code execution in a virtual machine
via the authenticated VNC session as well as cause information disclosure from one
virtual machine to another virtual machine on the same host.		Apply the appropriate patch as referenced in the vendor advisory.		https://www.vmware.com/security/advisories/VMSA-2017-0021.html
https://www.talosintelligence.com/vulnerability_reports/TALOS-2017-0369
https://www.vmware.com/us/security/advisories/VMSA-2018-0002.html
https://meltdownattack.com/		
  ESXi version    : 6.0
  Installed build : 4600944
  Fixed build     : 6921384 / 6856897 (security-only fix)


		10114		CVE-1999-0524				None		172.30.21.176		icmp		0		ICMP Timestamp Request Remote Date Disclosure		It is possible to determine the exact time set on the remote host.		The remote host answers to an ICMP timestamp request.  This allows an
attacker to know the date that is set on the targeted machine, which
may assist an unauthenticated, remote attacker in defeating time-based
authentication protocols.

Timestamps returned from machines running Windows Vista / 7 / 2008 /
2008 R2 are deliberately incorrect, but usually within 1000 seconds of
the actual system time.		Filter out the ICMP timestamp requests (13), and the outgoing ICMP
timestamp replies (14).				The difference between the local and remote clocks is -31 seconds.


		10180						None		172.30.21.176		tcp		0		Ping the remote host		It was possible to identify the status of the remote host (alive or
dead).		Nessus was able to determine if the remote host is alive using one or
more of the following ping types :

  - An ARP ping, provided the host is on the local subnet
    and Nessus is running over Ethernet.

  - An ICMP ping.

  - A TCP ping, in which the plugin sends to the remote host
    a packet with the flag SYN, and the host will reply with
    a RST or a SYN/ACK.

  - A UDP ping (e.g., DNS, RPC, and NTP).		n/a				The remote host is up
The remote host replied to an ICMP echo packet

		10267						None		172.30.21.176		tcp		22		SSH Server Type and Version Information		An SSH server is listening on this port.		It is possible to obtain information about the remote SSH server by
sending an empty authentication request.		n/a				
SSH version : SSH-2.0-OpenSSH_7.3
SSH supported authentication : publickey,keyboard-interactive


		10287						None		172.30.21.176		udp		0		Traceroute Information		It was possible to obtain traceroute information.		Makes a traceroute to the remote host.		n/a				For your information, here is the traceroute from 172.30.6.41 to 172.30.21.176 : 
172.30.6.41
172.30.6.2
172.30.21.176

Hop Count: 2


		10386						None		172.30.21.176		tcp		80		Web Server No 404 Error Code Check		The remote web server does not return 404 error codes.		The remote web server is configured such that it does not return '404
Not Found' error codes when a nonexistent file is requested, perhaps
returning instead a site map, search page or authentication page.

Nessus has enabled some counter measures for this.  However, they
might be insufficient.  If a great number of security holes are
produced for this port, they might not all be accurate.		n/a				

CGI scanning will be disabled for this host because the host responds
to requests for non-existent URLs with HTTP code 301
rather than 404. The requested URL was : 

    http://172.30.21.176/H1YDBiyHVdkr.html


		10863						None		172.30.21.176		tcp		443		SSL Certificate Information		This plugin displays the SSL certificate.		This plugin connects to every SSL-related port and attempts to 
extract and dump the X.509 certificate.		n/a				Subject Name: 

Country: US
State/Province: California
Locality: Palo Alto
Organization: VMware
Organization Unit: VMware Engineering
Common Name: 172.30.21.176
Email Address: vmca@vmware.com

Issuer Name: 

Common Name: CA
Domain Component: vsphere
Domain Component: local
Country: US
State/Province: California
Organization: mahindracomviva
Organization Unit: VMware

Serial Number: 00 DA 2B B3 19 82 2B 03 D5 

Version: 3

Signature Algorithm: SHA-256 With RSA Encryption

Not Valid Before: Jan 15 07:47:10 2018 GMT
Not Valid After: Jan 15 07:47:10 2023 GMT

Public Key Info: 

Algorithm: RSA Encryption
Key Length: 2048 bits
Public Key: 00 B4 EC 31 18 65 5C 65 85 A9 3F 6F 93 CD D4 CE 8B 0D D2 96 
            B8 4C EA 0B FC 32 34 3A 57 DA E0 AC 5A 10 6E D9 F5 47 3E B0 
            C3 44 4E 39 9A 92 38 89 27 3D 06 E5 3F 79 99 5F A3 09 94 1E 
            B2 11 F6 EC 63 BE B6 5E C9 03 85 52 30 CE 6F 6B F2 6C 21 35 
            D1 FF 63 1A 76 98 91 8C 2C 42 66 E6 24 F6 BB 58 02 F6 97 89 
            6F 17 58 95 8C AE 86 81 25 87 3D EF 3D 3B 58 9D 12 31 9C E9 
            11 91 A2 4B 57 15 FD 51 21 EB 96 D9 2A 60 DF 15 34 E9 49 38 
            D4 ED 98 91 1D C7 3F 7E 14 40 64 24 0D 4E 0E FD D4 D5 43 11 
            84 6C 64 C6 7E 6B 53 BD 74 67 F3 B5 B2 C4 AF 60 8F 28 18 FA 
            68 23 C8 01 42 C2 2F 5C 83 76 BC DC 4A 43 68 1D E7 30 A3 46 
            44 78 3A A4 C7 A0 DD 0B 6A 2B 75 B0 37 6D DB A4 8F E1 BC 09 
            7E F9 DE 09 A5 2D A6 58 11 EC FE CE B2 63 9B 23 00 2F 02 0B 
            51 7D D7 41 AA 9E 53 E3 78 B0 E5 CF BE 6B BF 0B EF 
Exponent: 01 00 01 

Signature Length: 256 bytes / 2048 bits
Signature: 00 09 CD 94 8D 92 D3 D9 32 80 AF 32 6F 41 9D BF 34 E6 D8 7C 
           07 5E 91 74 5F A2 AE 95 C2 33 F8 A0 89 32 BC BF AA 2A 22 24 
           EE 0A 2D 0B EF EE BB 7C 9C 6A 01 33 7A 78 98 35 35 F4 0E 16 
           D0 97 CD A6 8B B0 34 4D 80 BC A3 54 B2 41 E5 91 0C EB EC 98 
           72 F4 0D 4C 94 5B 2B DB 44 03 F1 97 B3 5C 1A 00 60 E4 C4 29 
           BD BC 88 A4 8A C7 D3 7C 27 85 62 D2 15 EA DF 37 3D 0A EA 3C 
           EF 94 2A 7B 5E 12 2D 96 A6 98 5D 75 07 79 EA C9 69 BA A2 E5 
           D8 0A 72 78 E7 3B C3 F5 FB 6B E1 B1 61 96 36 D4 98 64 1A 83 
           69 7F 64 45 C2 2C 84 4C A8 E2 B7 12 A1 EF EA 19 8E E8 2F E4 
           DA 5A 14 D7 DD 47 B8 12 43 04 2D 54 F4 65 15 E1 8F E3 C8 6E 
           B6 CE D9 42 58 FC 8D E6 A7 8C 5F 44 5A A8 3D 42 C8 EB 14 2D 
           E2 F3 FC 18 16 57 DE 70 82 BE 10 67 4D 2B 5A 2A 6E 07 1D 77 
           03 65 6E 22 13 C4 84 3C 4E BA 09 66 C1 A3 13 5A 73 

Extension: Subject Alternative Name (2.5.29.17)
Critical: 0


Extension: Authority Key Identifier (2.5.29.35)
Critical: 0
Key Identifier: 37 01 B5 76 96 20 EC F2 2F C5 E8 A9 3C 8C 73 A1 85 2D BC 8D 


Fingerprints : 

SHA-256 Fingerprint: AA CF 5F DB 1B 62 01 57 5B D0 B0 ED 5A D1 DC 29 E9 4F F7 4F 
                     EF F9 34 C5 9E 96 CE D4 73 9F 73 00 
SHA-1 Fingerprint: 63 21 03 65 F4 B0 02 48 60 C6 5A ED 84 5B F4 64 16 AD 2B 18 
MD5 Fingerprint: 76 32 BC 3A 18 35 5C 1E 5E F5 26 3C 9D E9 3A 71 



		10863						None		172.30.21.176		tcp		8182		SSL Certificate Information		This plugin displays the SSL certificate.		This plugin connects to every SSL-related port and attempts to 
extract and dump the X.509 certificate.		n/a				Subject Name: 

Country: US
State/Province: California
Locality: Palo Alto
Organization: VMware
Organization Unit: VMware Engineering
Common Name: 172.30.21.176
Email Address: vmca@vmware.com

Issuer Name: 

Common Name: CA
Domain Component: vsphere
Domain Component: local
Country: US
State/Province: California
Organization: mahindracomviva
Organization Unit: VMware

Serial Number: 00 DA 2B B3 19 82 2B 03 D5 

Version: 3

Signature Algorithm: SHA-256 With RSA Encryption

Not Valid Before: Jan 15 07:47:10 2018 GMT
Not Valid After: Jan 15 07:47:10 2023 GMT

Public Key Info: 

Algorithm: RSA Encryption
Key Length: 2048 bits
Public Key: 00 B4 EC 31 18 65 5C 65 85 A9 3F 6F 93 CD D4 CE 8B 0D D2 96 
            B8 4C EA 0B FC 32 34 3A 57 DA E0 AC 5A 10 6E D9 F5 47 3E B0 
            C3 44 4E 39 9A 92 38 89 27 3D 06 E5 3F 79 99 5F A3 09 94 1E 
            B2 11 F6 EC 63 BE B6 5E C9 03 85 52 30 CE 6F 6B F2 6C 21 35 
            D1 FF 63 1A 76 98 91 8C 2C 42 66 E6 24 F6 BB 58 02 F6 97 89 
            6F 17 58 95 8C AE 86 81 25 87 3D EF 3D 3B 58 9D 12 31 9C E9 
            11 91 A2 4B 57 15 FD 51 21 EB 96 D9 2A 60 DF 15 34 E9 49 38 
            D4 ED 98 91 1D C7 3F 7E 14 40 64 24 0D 4E 0E FD D4 D5 43 11 
            84 6C 64 C6 7E 6B 53 BD 74 67 F3 B5 B2 C4 AF 60 8F 28 18 FA 
            68 23 C8 01 42 C2 2F 5C 83 76 BC DC 4A 43 68 1D E7 30 A3 46 
            44 78 3A A4 C7 A0 DD 0B 6A 2B 75 B0 37 6D DB A4 8F E1 BC 09 
            7E F9 DE 09 A5 2D A6 58 11 EC FE CE B2 63 9B 23 00 2F 02 0B 
            51 7D D7 41 AA 9E 53 E3 78 B0 E5 CF BE 6B BF 0B EF 
Exponent: 01 00 01 

Signature Length: 256 bytes / 2048 bits
Signature: 00 09 CD 94 8D 92 D3 D9 32 80 AF 32 6F 41 9D BF 34 E6 D8 7C 
           07 5E 91 74 5F A2 AE 95 C2 33 F8 A0 89 32 BC BF AA 2A 22 24 
           EE 0A 2D 0B EF EE BB 7C 9C 6A 01 33 7A 78 98 35 35 F4 0E 16 
           D0 97 CD A6 8B B0 34 4D 80 BC A3 54 B2 41 E5 91 0C EB EC 98 
           72 F4 0D 4C 94 5B 2B DB 44 03 F1 97 B3 5C 1A 00 60 E4 C4 29 
           BD BC 88 A4 8A C7 D3 7C 27 85 62 D2 15 EA DF 37 3D 0A EA 3C 
           EF 94 2A 7B 5E 12 2D 96 A6 98 5D 75 07 79 EA C9 69 BA A2 E5 
           D8 0A 72 78 E7 3B C3 F5 FB 6B E1 B1 61 96 36 D4 98 64 1A 83 
           69 7F 64 45 C2 2C 84 4C A8 E2 B7 12 A1 EF EA 19 8E E8 2F E4 
           DA 5A 14 D7 DD 47 B8 12 43 04 2D 54 F4 65 15 E1 8F E3 C8 6E 
           B6 CE D9 42 58 FC 8D E6 A7 8C 5F 44 5A A8 3D 42 C8 EB 14 2D 
           E2 F3 FC 18 16 57 DE 70 82 BE 10 67 4D 2B 5A 2A 6E 07 1D 77 
           03 65 6E 22 13 C4 84 3C 4E BA 09 66 C1 A3 13 5A 73 

Extension: Subject Alternative Name (2.5.29.17)
Critical: 0


Extension: Authority Key Identifier (2.5.29.35)
Critical: 0
Key Identifier: 37 01 B5 76 96 20 EC F2 2F C5 E8 A9 3C 8C 73 A1 85 2D BC 8D 


Fingerprints : 

SHA-256 Fingerprint: AA CF 5F DB 1B 62 01 57 5B D0 B0 ED 5A D1 DC 29 E9 4F F7 4F 
                     EF F9 34 C5 9E 96 CE D4 73 9F 73 00 
SHA-1 Fingerprint: 63 21 03 65 F4 B0 02 48 60 C6 5A ED 84 5B F4 64 16 AD 2B 18 
MD5 Fingerprint: 76 32 BC 3A 18 35 5C 1E 5E F5 26 3C 9D E9 3A 71 



		10863						None		172.30.21.176		tcp		5989		SSL Certificate Information		This plugin displays the SSL certificate.		This plugin connects to every SSL-related port and attempts to 
extract and dump the X.509 certificate.		n/a				Subject Name: 

Country: US
State/Province: California
Locality: Palo Alto
Organization: VMware
Organization Unit: VMware Engineering
Common Name: 172.30.21.176
Email Address: vmca@vmware.com

Issuer Name: 

Common Name: CA
Domain Component: vsphere
Domain Component: local
Country: US
State/Province: California
Organization: mahindracomviva
Organization Unit: VMware

Serial Number: 00 DA 2B B3 19 82 2B 03 D5 

Version: 3

Signature Algorithm: SHA-256 With RSA Encryption

Not Valid Before: Jan 15 07:47:10 2018 GMT
Not Valid After: Jan 15 07:47:10 2023 GMT

Public Key Info: 

Algorithm: RSA Encryption
Key Length: 2048 bits
Public Key: 00 B4 EC 31 18 65 5C 65 85 A9 3F 6F 93 CD D4 CE 8B 0D D2 96 
            B8 4C EA 0B FC 32 34 3A 57 DA E0 AC 5A 10 6E D9 F5 47 3E B0 
            C3 44 4E 39 9A 92 38 89 27 3D 06 E5 3F 79 99 5F A3 09 94 1E 
            B2 11 F6 EC 63 BE B6 5E C9 03 85 52 30 CE 6F 6B F2 6C 21 35 
            D1 FF 63 1A 76 98 91 8C 2C 42 66 E6 24 F6 BB 58 02 F6 97 89 
            6F 17 58 95 8C AE 86 81 25 87 3D EF 3D 3B 58 9D 12 31 9C E9 
            11 91 A2 4B 57 15 FD 51 21 EB 96 D9 2A 60 DF 15 34 E9 49 38 
            D4 ED 98 91 1D C7 3F 7E 14 40 64 24 0D 4E 0E FD D4 D5 43 11 
            84 6C 64 C6 7E 6B 53 BD 74 67 F3 B5 B2 C4 AF 60 8F 28 18 FA 
            68 23 C8 01 42 C2 2F 5C 83 76 BC DC 4A 43 68 1D E7 30 A3 46 
            44 78 3A A4 C7 A0 DD 0B 6A 2B 75 B0 37 6D DB A4 8F E1 BC 09 
            7E F9 DE 09 A5 2D A6 58 11 EC FE CE B2 63 9B 23 00 2F 02 0B 
            51 7D D7 41 AA 9E 53 E3 78 B0 E5 CF BE 6B BF 0B EF 
Exponent: 01 00 01 

Signature Length: 256 bytes / 2048 bits
Signature: 00 09 CD 94 8D 92 D3 D9 32 80 AF 32 6F 41 9D BF 34 E6 D8 7C 
           07 5E 91 74 5F A2 AE 95 C2 33 F8 A0 89 32 BC BF AA 2A 22 24 
           EE 0A 2D 0B EF EE BB 7C 9C 6A 01 33 7A 78 98 35 35 F4 0E 16 
           D0 97 CD A6 8B B0 34 4D 80 BC A3 54 B2 41 E5 91 0C EB EC 98 
           72 F4 0D 4C 94 5B 2B DB 44 03 F1 97 B3 5C 1A 00 60 E4 C4 29 
           BD BC 88 A4 8A C7 D3 7C 27 85 62 D2 15 EA DF 37 3D 0A EA 3C 
           EF 94 2A 7B 5E 12 2D 96 A6 98 5D 75 07 79 EA C9 69 BA A2 E5 
           D8 0A 72 78 E7 3B C3 F5 FB 6B E1 B1 61 96 36 D4 98 64 1A 83 
           69 7F 64 45 C2 2C 84 4C A8 E2 B7 12 A1 EF EA 19 8E E8 2F E4 
           DA 5A 14 D7 DD 47 B8 12 43 04 2D 54 F4 65 15 E1 8F E3 C8 6E 
           B6 CE D9 42 58 FC 8D E6 A7 8C 5F 44 5A A8 3D 42 C8 EB 14 2D 
           E2 F3 FC 18 16 57 DE 70 82 BE 10 67 4D 2B 5A 2A 6E 07 1D 77 
           03 65 6E 22 13 C4 84 3C 4E BA 09 66 C1 A3 13 5A 73 

Extension: Subject Alternative Name (2.5.29.17)
Critical: 0


Extension: Authority Key Identifier (2.5.29.35)
Critical: 0
Key Identifier: 37 01 B5 76 96 20 EC F2 2F C5 E8 A9 3C 8C 73 A1 85 2D BC 8D 


Fingerprints : 

SHA-256 Fingerprint: AA CF 5F DB 1B 62 01 57 5B D0 B0 ED 5A D1 DC 29 E9 4F F7 4F 
                     EF F9 34 C5 9E 96 CE D4 73 9F 73 00 
SHA-1 Fingerprint: 63 21 03 65 F4 B0 02 48 60 C6 5A ED 84 5B F4 64 16 AD 2B 18 
MD5 Fingerprint: 76 32 BC 3A 18 35 5C 1E 5E F5 26 3C 9D E9 3A 71 



		10881						None		172.30.21.176		tcp		22		SSH Protocol Versions Supported		A SSH server is running on the remote host.		This plugin determines the versions of the SSH protocol supported by
the remote SSH daemon.		n/a				The remote SSH daemon supports the following versions of the
SSH protocol :

  - 1.99
  - 2.0


		10884						None		172.30.21.176		udp		123		Network Time Protocol (NTP) Server Detection		An NTP server is listening on the remote host.		An NTP server is listening on port 123. If not securely configured,
it may provide information about its version, current date, current
time, and possibly system information.		n/a		http://www.ntp.org		
  An NTP service has been discovered, listening on port 123.

  No sensitive information has been disclosed.

  Version : unknown


		11219						None		172.30.21.176		tcp		443		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 443/tcp was found to be open

		11219						None		172.30.21.176		tcp		80		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 80/tcp was found to be open

		11219						None		172.30.21.176		tcp		22		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 22/tcp was found to be open

		11219						None		172.30.21.176		tcp		5989		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 5989/tcp was found to be open

		11219						None		172.30.21.176		tcp		8000		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 8000/tcp was found to be open

		11219						None		172.30.21.176		tcp		8100		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 8100/tcp was found to be open

		11219						None		172.30.21.176		tcp		8889		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 8889/tcp was found to be open

		11219						None		172.30.21.176		tcp		8300		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 8300/tcp was found to be open

		11219						None		172.30.21.176		tcp		902		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 902/tcp was found to be open

		11219						None		172.30.21.176		tcp		8182		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 8182/tcp was found to be open

		11219						None		172.30.21.176		tcp		427		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 427/tcp was found to be open

		11936						None		172.30.21.176		tcp		0		OS Identification		It is possible to guess the remote operating system.		Using a combination of remote probes (e.g., TCP/IP, SMB, HTTP, NTP,
SNMP, etc.), it is possible to guess the name of the remote operating
system in use. It is also possible sometimes to guess the version of
the operating system.		n/a				
Remote operating system : VMware ESXi 6.0.0 build-4600944
Confidence level : 100
Method : Misc

Primary method : HTML

Not all fingerprints could give a match. If you think some or all of
the following could be used to identify the host's operating system,
please email them to os-signatures@nessus.org. Be sure to include a
brief description of the host itself, such as the actual operating
system or product / model names.

SSH:!:SSH-2.0-OpenSSH_7.3
NTP:!:unknown
SinFP:
   P1:B11113:F0x12:W65535:O0204ffff:M1460:
   P2:B11113:F0x12:W65535:O0204ffff010303090402080affffffff44454144:M1460:
   P3:B11120:F0x04:W0:O0:M0
   P4:70003_7_p=8182R
HTTP:!:Server: sfcHttpd


SSLcert:!:i/CN:CAi/O:mahindracomvivai/OU:VMwares/CN:172.30.21.176s/O:VMwares/OU:VMware Engineering
63210365f4b0024860c65aed845bf46416ad2b18
i/CN:CAi/O:mahindracomvivai/OU:VMwares/CN:172.30.21.176s/O:VMwares/OU:VMware Engineering
63210365f4b0024860c65aed845bf46416ad2b18


 
The remote host is running VMware ESXi 6.0.0 build-4600944

		19506						None		172.30.21.176		tcp		0		Nessus Scan Information		This plugin displays information about the Nessus scan.		This plugin displays, for each tested host, information about the
scan itself :

  - The version of the plugin set.
  - The type of scanner (Nessus or Nessus Home).
  - The version of the Nessus Engine.
  - The port scanner(s) used.
  - The port range scanned.
  - Whether credentialed or third-party patch management
    checks are possible.
  - The date of the scan.
  - The duration of the scan.
  - The number of hosts scanned in parallel.
  - The number of checks done in parallel.		n/a				Information about this scan : 

Nessus version : 7.0.3
Plugin feed version : 201804192115
Scanner edition used : Nessus
Scan type : Normal
Scan policy used : Basic Network Scan
Scanner IP : 172.30.6.41
Port scanner(s) : nessus_syn_scanner 
Port range : 1-65535
Thorough tests : no
Experimental tests : no
Paranoia level : 1
Report verbosity : 1
Safe checks : yes
Optimize the test : yes
Credentialed checks : no
Patch management checks : None
CGI scanning : enabled
Web application tests : enabled
Web app tests -  Test mode : single
Web app tests -  Try all HTTP methods : no
Web app tests -  Maximum run time : 5 minutes.
Web app tests -  Stop at first flaw : CGI
Max hosts : 30
Max checks : 4
Recv timeout : 5
Backports : Detected
Allow post-scan editing: Yes
Scan Start Date : 2018/4/26 8:38 India Standard Time
Scan duration : 1398 sec


		19689						None		172.30.21.176		tcp		443		Embedded Web Server Detection		The remote web server is embedded.		The remote web server cannot host user-supplied CGIs. CGI scanning
will be disabled on this server.		n/a

		20301						None		172.30.21.176		tcp		902		VMware ESX/GSX Server detection		The remote host appears to be running VMware Server, ESX Server, or
GSX Server.		According to its banner, the remote host appears to be running a
VMware server authentication daemon, which likely indicates the remote
host is running VMware Server, ESX Server, or GSX Server.		n/a		http://www.vmware.com/

		21643						None		172.30.21.176		tcp		443		SSL Cipher Suites Supported		The remote service encrypts communications using SSL.		This plugin detects which SSL ciphers are supported by the remote
service for encrypting communications.		n/a		https://www.openssl.org/docs/man1.1.0/apps/ciphers.html
http://www.nessus.org/u?3a040ada		
Here is the list of SSL ciphers supported by the remote server :
Each group is reported per SSL Version.

SSL Version : TLSv12
  High Strength Ciphers (>= 112-bit key)

    ECDHE-RSA-AES128-SHA256      Kx=ECDH        Au=RSA      Enc=AES-GCM(128)         Mac=SHA256  
    ECDHE-RSA-AES256-SHA384      Kx=ECDH        Au=RSA      Enc=AES-GCM(256)         Mac=SHA384  
    RSA-AES128-SHA256            Kx=RSA         Au=RSA      Enc=AES-GCM(128)         Mac=SHA256  
    RSA-AES256-SHA384            Kx=RSA         Au=RSA      Enc=AES-GCM(256)         Mac=SHA384  
    ECDHE-RSA-AES128-SHA         Kx=ECDH        Au=RSA      Enc=AES-CBC(128)         Mac=SHA1   
    ECDHE-RSA-AES256-SHA         Kx=ECDH        Au=RSA      Enc=AES-CBC(256)         Mac=SHA1   
    AES128-SHA                   Kx=RSA         Au=RSA      Enc=AES-CBC(128)         Mac=SHA1   
    AES256-SHA                   Kx=RSA         Au=RSA      Enc=AES-CBC(256)         Mac=SHA1   
    ECDHE-RSA-AES128-SHA256      Kx=ECDH        Au=RSA      Enc=AES-CBC(128)         Mac=SHA256  
    ECDHE-RSA-AES256-SHA384      Kx=ECDH        Au=RSA      Enc=AES-CBC(256)         Mac=SHA384  
    RSA-AES128-SHA256            Kx=RSA         Au=RSA      Enc=AES-CBC(128)         Mac=SHA256  
    RSA-AES256-SHA256            Kx=RSA         Au=RSA      Enc=AES-CBC(256)         Mac=SHA256  


SSL Version : TLSv11
  High Strength Ciphers (>= 112-bit key)

    ECDHE-RSA-AES128-SHA         Kx=ECDH        Au=RSA      Enc=AES-CBC(128)         Mac=SHA1   
    ECDHE-RSA-AES256-SHA         Kx=ECDH        Au=RSA      Enc=AES-CBC(256)         Mac=SHA1   
    AES128-SHA                   Kx=RSA         Au=RSA      Enc=AES-CBC(128)         Mac=SHA1   
    AES256-SHA                   Kx=RSA         Au=RSA      Enc=AES-CBC(256)         Mac=SHA1   


SSL Version : TLSv1
  High Strength Ciphers (>= 112-bit key)

    ECDHE-RSA-AES128-SHA         Kx=ECDH        Au=RSA      Enc=AES-CBC(128)         Mac=SHA1   
    ECDHE-RSA-AES256-SHA         Kx=ECDH        Au=RSA      Enc=AES-CBC(256)         Mac=SHA1   
    AES128-SHA                   Kx=RSA         Au=RSA      Enc=AES-CBC(128)         Mac=SHA1   
    AES256-SHA                   Kx=RSA         Au=RSA      Enc=AES-CBC(256)         Mac=SHA1   

The fields above are :

  {OpenSSL ciphername}
  Kx={key exchange}
  Au={authentication}
  Enc={symmetric encryption method}
  Mac={message authentication code}
  {export flag}


		21643						None		172.30.21.176		tcp		8182		SSL Cipher Suites Supported		The remote service encrypts communications using SSL.		This plugin detects which SSL ciphers are supported by the remote
service for encrypting communications.		n/a		https://www.openssl.org/docs/man1.1.0/apps/ciphers.html
http://www.nessus.org/u?3a040ada		
Here is the list of SSL ciphers supported by the remote server :
Each group is reported per SSL Version.

SSL Version : TLSv12
  High Strength Ciphers (>= 112-bit key)

    RSA-AES128-SHA256            Kx=RSA         Au=RSA      Enc=AES-GCM(128)         Mac=SHA256  
    RSA-AES256-SHA384            Kx=RSA         Au=RSA      Enc=AES-GCM(256)         Mac=SHA384  
    AES128-SHA                   Kx=RSA         Au=RSA      Enc=AES-CBC(128)         Mac=SHA1   
    AES256-SHA                   Kx=RSA         Au=RSA      Enc=AES-CBC(256)         Mac=SHA1   
    RSA-AES128-SHA256            Kx=RSA         Au=RSA      Enc=AES-CBC(128)         Mac=SHA256  
    RSA-AES256-SHA256            Kx=RSA         Au=RSA      Enc=AES-CBC(256)         Mac=SHA256  


SSL Version : TLSv11
  High Strength Ciphers (>= 112-bit key)

    AES128-SHA                   Kx=RSA         Au=RSA      Enc=AES-CBC(128)         Mac=SHA1   
    AES256-SHA                   Kx=RSA         Au=RSA      Enc=AES-CBC(256)         Mac=SHA1   


SSL Version : TLSv1
  High Strength Ciphers (>= 112-bit key)

    AES128-SHA                   Kx=RSA         Au=RSA      Enc=AES-CBC(128)         Mac=SHA1   
    AES256-SHA                   Kx=RSA         Au=RSA      Enc=AES-CBC(256)         Mac=SHA1   

The fields above are :

  {OpenSSL ciphername}
  Kx={key exchange}
  Au={authentication}
  Enc={symmetric encryption method}
  Mac={message authentication code}
  {export flag}


		21643						None		172.30.21.176		tcp		5989		SSL Cipher Suites Supported		The remote service encrypts communications using SSL.		This plugin detects which SSL ciphers are supported by the remote
service for encrypting communications.		n/a		https://www.openssl.org/docs/man1.1.0/apps/ciphers.html
http://www.nessus.org/u?3a040ada		
Here is the list of SSL ciphers supported by the remote server :
Each group is reported per SSL Version.

SSL Version : TLSv12
  High Strength Ciphers (>= 112-bit key)

    ECDHE-RSA-AES128-SHA256      Kx=ECDH        Au=RSA      Enc=AES-GCM(128)         Mac=SHA256  
    ECDHE-RSA-AES256-SHA384      Kx=ECDH        Au=RSA      Enc=AES-GCM(256)         Mac=SHA384  
    RSA-AES128-SHA256            Kx=RSA         Au=RSA      Enc=AES-GCM(128)         Mac=SHA256  
    RSA-AES256-SHA384            Kx=RSA         Au=RSA      Enc=AES-GCM(256)         Mac=SHA384  
    ECDHE-RSA-AES128-SHA         Kx=ECDH        Au=RSA      Enc=AES-CBC(128)         Mac=SHA1   
    ECDHE-RSA-AES256-SHA         Kx=ECDH        Au=RSA      Enc=AES-CBC(256)         Mac=SHA1   
    AES128-SHA                   Kx=RSA         Au=RSA      Enc=AES-CBC(128)         Mac=SHA1   
    AES256-SHA                   Kx=RSA         Au=RSA      Enc=AES-CBC(256)         Mac=SHA1   
    ECDHE-RSA-AES128-SHA256      Kx=ECDH        Au=RSA      Enc=AES-CBC(128)         Mac=SHA256  
    ECDHE-RSA-AES256-SHA384      Kx=ECDH        Au=RSA      Enc=AES-CBC(256)         Mac=SHA384  
    RSA-AES128-SHA256            Kx=RSA         Au=RSA      Enc=AES-CBC(128)         Mac=SHA256  
    RSA-AES256-SHA256            Kx=RSA         Au=RSA      Enc=AES-CBC(256)         Mac=SHA256  


SSL Version : TLSv11
  High Strength Ciphers (>= 112-bit key)

    ECDHE-RSA-AES128-SHA         Kx=ECDH        Au=RSA      Enc=AES-CBC(128)         Mac=SHA1   
    ECDHE-RSA-AES256-SHA         Kx=ECDH        Au=RSA      Enc=AES-CBC(256)         Mac=SHA1   
    AES128-SHA                   Kx=RSA         Au=RSA      Enc=AES-CBC(128)         Mac=SHA1   
    AES256-SHA                   Kx=RSA         Au=RSA      Enc=AES-CBC(256)         Mac=SHA1   


SSL Version : TLSv1
  High Strength Ciphers (>= 112-bit key)

    ECDHE-RSA-AES128-SHA         Kx=ECDH        Au=RSA      Enc=AES-CBC(128)         Mac=SHA1   
    ECDHE-RSA-AES256-SHA         Kx=ECDH        Au=RSA      Enc=AES-CBC(256)         Mac=SHA1   
    AES128-SHA                   Kx=RSA         Au=RSA      Enc=AES-CBC(128)         Mac=SHA1   
    AES256-SHA                   Kx=RSA         Au=RSA      Enc=AES-CBC(256)         Mac=SHA1   

The fields above are :

  {OpenSSL ciphername}
  Kx={key exchange}
  Au={authentication}
  Enc={symmetric encryption method}
  Mac={message authentication code}
  {export flag}


		22964						None		172.30.21.176		tcp		5989		Service Detection		The remote service could be identified.		Nessus was able to identify the remote service by its banner or by
looking at the error message it sends when it receives an HTTP
request.		n/a				A TLSv1 server answered on this port.


		22964						None		172.30.21.176		tcp		8182		Service Detection		The remote service could be identified.		Nessus was able to identify the remote service by its banner or by
looking at the error message it sends when it receives an HTTP
request.		n/a				A TLSv1 server answered on this port.


		22964						None		172.30.21.176		tcp		8100		Service Detection		The remote service could be identified.		Nessus was able to identify the remote service by its banner or by
looking at the error message it sends when it receives an HTTP
request.		n/a				The service closed the connection without sending any data.
It might be protected by some sort of TCP wrapper.

		22964						None		172.30.21.176		tcp		443		Service Detection		The remote service could be identified.		Nessus was able to identify the remote service by its banner or by
looking at the error message it sends when it receives an HTTP
request.		n/a				A TLSv1 server answered on this port.


		22964						None		172.30.21.176		tcp		22		Service Detection		The remote service could be identified.		Nessus was able to identify the remote service by its banner or by
looking at the error message it sends when it receives an HTTP
request.		n/a				An SSH server is running on this port.

		22964						None		172.30.21.176		tcp		80		Service Detection		The remote service could be identified.		Nessus was able to identify the remote service by its banner or by
looking at the error message it sends when it receives an HTTP
request.		n/a				A web server is running on this port.

		22964						None		172.30.21.176		tcp		443		Service Detection		The remote service could be identified.		Nessus was able to identify the remote service by its banner or by
looking at the error message it sends when it receives an HTTP
request.		n/a				A web server is running on this port through TLSv1.

		22964						None		172.30.21.176		tcp		902		Service Detection		The remote service could be identified.		Nessus was able to identify the remote service by its banner or by
looking at the error message it sends when it receives an HTTP
request.		n/a				A VMware authentication daemon is running on this port.

		22964						None		172.30.21.176		tcp		5989		Service Detection		The remote service could be identified.		Nessus was able to identify the remote service by its banner or by
looking at the error message it sends when it receives an HTTP
request.		n/a				A web server is running on this port through TLSv1.

		22964						None		172.30.21.176		tcp		5989		Service Detection		The remote service could be identified.		Nessus was able to identify the remote service by its banner or by
looking at the error message it sends when it receives an HTTP
request.		n/a				SBLIM Small Footprint CIM Broker is running on this port through TLSv1.

		22964						None		172.30.21.176		tcp		8889		Service Detection		The remote service could be identified.		Nessus was able to identify the remote service by its banner or by
looking at the error message it sends when it receives an HTTP
request.		n/a				A web server is running on this port.

		23777						None		172.30.21.176		tcp		427		SLP Server Detection (TCP)		The remote server supports the Service Location Protocol.		The remote server understands Service Location Protocol (SLP), a
protocol that allows network applications to discover the existence,
location, and configuration of various services in an enterprise
network environment.  A server that understands SLP can either be a
service agent (SA), which knows the location of various services, or a
directory agent (DA), which acts as a central repository for service
location information.		Limit incoming traffic to this port if desired.		http://www.ietf.org/rfc/rfc2608.txt		
An SLP Service Agent is listening on this port.

In addition, Nessus was able to learn that the agent knows about
the following services :

  service:VMwareInfrastructure
  service:wbem:https


		23778						None		172.30.21.176		udp		427		SLP Server Detection (UDP)		The remote server supports the Service Location Protocol.		The remote server understands Service Location Protocol (SLP), a
protocol that allows network applications to discover the existence,
location, and configuration of various services in an enterprise
network environment.  A server that understands SLP can either be a
service agent (SA), which knows the location of various services, or a
directory agent (DA), which acts as a central repository for service
location information.		Limit incoming traffic to this port if desired.		http://www.ietf.org/rfc/rfc2608.txt		
An SLP Service Agent is listening on this port.

In addition, Nessus was able to learn that the agent knows about
the following services :

  service:VMwareInfrastructure
  service:wbem:https


		24260						None		172.30.21.176		tcp		80		HyperText Transfer Protocol (HTTP) Information		Some information about the remote HTTP configuration can be extracted.		This test gives some information about the remote HTTP protocol - the
version used, whether HTTP Keep-Alive and HTTP pipelining are enabled,
etc... 

This test is informational only and does not denote any security
problem.		n/a				
Response Code : HTTP/1.1 301 Moved Permanently


Protocol version : HTTP/1.1
SSL : no
Keep-Alive : no
Options allowed : (Not implemented)
Headers :

  Date: Thu, 26 Apr 2018 03:16:47 GMT
  Location: https://172.30.21.176/
  Connection: close
  Content-Type: text/html
  Content-Length: 56
  
Response Body :

<HTML><BODY><H1>301 Moved Permanently</H1></BODY></HTML>

		25220						None		172.30.21.176		tcp		0		TCP/IP Timestamps Supported		The remote service implements TCP timestamps.		The remote host implements TCP timestamps, as defined by RFC1323.  A
side effect of this feature is that the uptime of the remote host can
sometimes be computed.		n/a		http://www.ietf.org/rfc/rfc1323.txt

		33139						None		172.30.21.176		tcp		8889		WS-Management Server Detection		The remote web server is used for remote management.		The remote web server supports the Web Services for Management
(WS-Management) specification, a general web services protocol based
on SOAP for managing systems, applications, and other such entities.		Limit incoming traffic to this port if desired.		http://www.dmtf.org/standards/wsman/
https://en.wikipedia.org/wiki/WS-Management

		35297						None		172.30.21.176		tcp		8182		SSL Service Requests Client Certificate		The remote service requests an SSL client certificate.		The remote service encrypts communications using SSL/TLS, requests a
client certificate, and may require a valid certificate in order to
establish a connection to the underlying service.		n/a				
A TLSv12/TLSv11/TLSv1 server is listening on this port that requests a client certificate.


		39520						None		172.30.21.176		tcp		22		Backported Security Patch Detection (SSH)		Security patches are backported.		Security patches may have been 'backported' to the remote SSH server
without changing its version number. 

Banner-based checks have been disabled to avoid false positives. 

Note that this test is informational only and does not denote any
security problem.		n/a		https://access.redhat.com/security/updates/backporting/?sc_cid=3093		
Give Nessus credentials to perform local checks.


		43111						None		172.30.21.176		tcp		80		HTTP Methods Allowed (per directory)		This plugin determines which HTTP methods are allowed on various CGI
directories.		By calling the OPTIONS method, it is possible to determine which HTTP 
methods are allowed on each directory. 

As this list may be incomplete, the plugin also tests - if 'Thorough
tests' are enabled or 'Enable web applications tests' is set to 'yes'
in the scan policy - various known HTTP methods on each directory and
considers them as unsupported if it receives a response code of 400,
403, 405, or 501. 

Note that the plugin output is only informational and does not
necessarily indicate the presence of any security vulnerabilities.		n/a				
Based on tests of each method : 

  - HTTP methods CONNECT DELETE GET HEAD OPTIONS PATCH POST PUT 
    are allowed on : 

    /



		43111						None		172.30.21.176		tcp		443		HTTP Methods Allowed (per directory)		This plugin determines which HTTP methods are allowed on various CGI
directories.		By calling the OPTIONS method, it is possible to determine which HTTP 
methods are allowed on each directory. 

As this list may be incomplete, the plugin also tests - if 'Thorough
tests' are enabled or 'Enable web applications tests' is set to 'yes'
in the scan policy - various known HTTP methods on each directory and
considers them as unsupported if it receives a response code of 400,
403, 405, or 501. 

Note that the plugin output is only informational and does not
necessarily indicate the presence of any security vulnerabilities.		n/a				
Based on tests of each method : 

  - HTTP methods GET HEAD are allowed on : 

    /



		45590						None		172.30.21.176		tcp		0		Common Platform Enumeration (CPE)		It was possible to enumerate CPE names that matched on the remote
system.		By using information obtained from a Nessus scan, this plugin reports
CPE (Common Platform Enumeration) matches for various hardware and
software products found on a host. 

Note that if an official CPE is not available for the product, this
plugin computes the best possible CPE based on the information
available from the scan.		n/a		http://cpe.mitre.org/
https://nvd.nist.gov/products/cpe		
The remote operating system matched the following CPE : 

  cpe:/o:vmware:esx_server

Following application CPE matched on the remote system :

  cpe:/a:openbsd:openssh:7.3


		50845						None		172.30.21.176		tcp		443		OpenSSL Detection		The remote service appears to use OpenSSL to encrypt traffic.		Based on its response to a TLS request with a specially crafted
server name extension, it seems that the remote service is using the
OpenSSL library to encrypt traffic.

Note that this plugin can only detect OpenSSL implementations that
have enabled support for TLS extensions (RFC 4366).		n/a		http://www.openssl.org

		50845						None		172.30.21.176		tcp		8182		OpenSSL Detection		The remote service appears to use OpenSSL to encrypt traffic.		Based on its response to a TLS request with a specially crafted
server name extension, it seems that the remote service is using the
OpenSSL library to encrypt traffic.

Note that this plugin can only detect OpenSSL implementations that
have enabled support for TLS extensions (RFC 4366).		n/a		http://www.openssl.org

		50845						None		172.30.21.176		tcp		5989		OpenSSL Detection		The remote service appears to use OpenSSL to encrypt traffic.		Based on its response to a TLS request with a specially crafted
server name extension, it seems that the remote service is using the
OpenSSL library to encrypt traffic.

Note that this plugin can only detect OpenSSL implementations that
have enabled support for TLS extensions (RFC 4366).		n/a		http://www.openssl.org

		51192				6.4		Medium		172.30.21.176		tcp		443		SSL Certificate Cannot Be Trusted		The SSL certificate for this service cannot be trusted.		The server's X.509 certificate cannot be trusted. This situation can
occur in three different ways, in which the chain of trust can be
broken, as stated below :

  - First, the top of the certificate chain sent by the
    server might not be descended from a known public
    certificate authority. This can occur either when the
    top of the chain is an unrecognized, self-signed
    certificate, or when intermediate certificates are
    missing that would connect the top of the certificate
    chain to a known public certificate authority.

  - Second, the certificate chain may contain a certificate
    that is not valid at the time of the scan. This can
    occur either when the scan occurs before one of the
    certificate's 'notBefore' dates, or after one of the
    certificate's 'notAfter' dates.

  - Third, the certificate chain may contain a signature
    that either didn't match the certificate's information
    or could not be verified. Bad signatures can be fixed by
    getting the certificate with the bad signature to be
    re-signed by its issuer. Signatures that could not be
    verified are the result of the certificate's issuer
    using a signing algorithm that Nessus either does not
    support or does not recognize.

If the remote host is a public host in production, any break in the
chain makes it more difficult for users to verify the authenticity and 
identity of the web server. This could make it easier to carry out 
man-in-the-middle attacks against the remote host.		Purchase or generate a proper certificate for this service.		http://www.itu.int/rec/T-REC-X.509/en
https://en.wikipedia.org/wiki/X.509		
The following certificate was at the top of the certificate
chain sent by the remote host, but it is signed by an unknown
certificate authority :

|-Subject : CN=CA/DC=vsphere/DC=local/C=US/ST=California/O=mahindracomviva/OU=VMware
|-Issuer  : CN=CA/DC=vsphere/DC=local/C=US/ST=California/O=mahindracomviva/OU=VMware


		51192				6.4		Medium		172.30.21.176		tcp		8182		SSL Certificate Cannot Be Trusted		The SSL certificate for this service cannot be trusted.		The server's X.509 certificate cannot be trusted. This situation can
occur in three different ways, in which the chain of trust can be
broken, as stated below :

  - First, the top of the certificate chain sent by the
    server might not be descended from a known public
    certificate authority. This can occur either when the
    top of the chain is an unrecognized, self-signed
    certificate, or when intermediate certificates are
    missing that would connect the top of the certificate
    chain to a known public certificate authority.

  - Second, the certificate chain may contain a certificate
    that is not valid at the time of the scan. This can
    occur either when the scan occurs before one of the
    certificate's 'notBefore' dates, or after one of the
    certificate's 'notAfter' dates.

  - Third, the certificate chain may contain a signature
    that either didn't match the certificate's information
    or could not be verified. Bad signatures can be fixed by
    getting the certificate with the bad signature to be
    re-signed by its issuer. Signatures that could not be
    verified are the result of the certificate's issuer
    using a signing algorithm that Nessus either does not
    support or does not recognize.

If the remote host is a public host in production, any break in the
chain makes it more difficult for users to verify the authenticity and 
identity of the web server. This could make it easier to carry out 
man-in-the-middle attacks against the remote host.		Purchase or generate a proper certificate for this service.		http://www.itu.int/rec/T-REC-X.509/en
https://en.wikipedia.org/wiki/X.509		
The following certificate was at the top of the certificate
chain sent by the remote host, but it is signed by an unknown
certificate authority :

|-Subject : C=US/ST=California/L=Palo Alto/O=VMware/OU=VMware Engineering/CN=172.30.21.176/E=vmca@vmware.com
|-Issuer  : CN=CA/DC=vsphere/DC=local/C=US/ST=California/O=mahindracomviva/OU=VMware


		51192				6.4		Medium		172.30.21.176		tcp		5989		SSL Certificate Cannot Be Trusted		The SSL certificate for this service cannot be trusted.		The server's X.509 certificate cannot be trusted. This situation can
occur in three different ways, in which the chain of trust can be
broken, as stated below :

  - First, the top of the certificate chain sent by the
    server might not be descended from a known public
    certificate authority. This can occur either when the
    top of the chain is an unrecognized, self-signed
    certificate, or when intermediate certificates are
    missing that would connect the top of the certificate
    chain to a known public certificate authority.

  - Second, the certificate chain may contain a certificate
    that is not valid at the time of the scan. This can
    occur either when the scan occurs before one of the
    certificate's 'notBefore' dates, or after one of the
    certificate's 'notAfter' dates.

  - Third, the certificate chain may contain a signature
    that either didn't match the certificate's information
    or could not be verified. Bad signatures can be fixed by
    getting the certificate with the bad signature to be
    re-signed by its issuer. Signatures that could not be
    verified are the result of the certificate's issuer
    using a signing algorithm that Nessus either does not
    support or does not recognize.

If the remote host is a public host in production, any break in the
chain makes it more difficult for users to verify the authenticity and 
identity of the web server. This could make it easier to carry out 
man-in-the-middle attacks against the remote host.		Purchase or generate a proper certificate for this service.		http://www.itu.int/rec/T-REC-X.509/en
https://en.wikipedia.org/wiki/X.509		
The following certificate was at the top of the certificate
chain sent by the remote host, but it is signed by an unknown
certificate authority :

|-Subject : C=US/ST=California/L=Palo Alto/O=VMware/OU=VMware Engineering/CN=172.30.21.176/E=vmca@vmware.com
|-Issuer  : CN=CA/DC=vsphere/DC=local/C=US/ST=California/O=mahindracomviva/OU=VMware


		54615						None		172.30.21.176		tcp		0		Device Type		It is possible to guess the remote device type.		Based on the remote operating system, it is possible to determine
what the remote system type is (eg: a printer, router, general-purpose
computer, etc).		n/a				Remote device type : hypervisor
Confidence level : 100


		56984						None		172.30.21.176		tcp		443		SSL / TLS Versions Supported		The remote service encrypts communications.		This plugin detects which SSL and TLS versions are supported by the
remote service for encrypting communications.		n/a				
This port supports TLSv1.0/TLSv1.1/TLSv1.2.


		56984						None		172.30.21.176		tcp		8182		SSL / TLS Versions Supported		The remote service encrypts communications.		This plugin detects which SSL and TLS versions are supported by the
remote service for encrypting communications.		n/a				
This port supports TLSv1.0/TLSv1.1/TLSv1.2.


		56984						None		172.30.21.176		tcp		5989		SSL / TLS Versions Supported		The remote service encrypts communications.		This plugin detects which SSL and TLS versions are supported by the
remote service for encrypting communications.		n/a				
This port supports TLSv1.0/TLSv1.1/TLSv1.2.


		57041						None		172.30.21.176		tcp		443		SSL Perfect Forward Secrecy Cipher Suites Supported		The remote service supports the use of SSL Perfect Forward Secrecy
ciphers, which maintain confidentiality even if the key is stolen.		The remote host supports the use of SSL ciphers that offer Perfect
Forward Secrecy (PFS) encryption.  These cipher suites ensure that
recorded SSL traffic cannot be broken at a future date if the server's
private key is compromised.		n/a		http://www.openssl.org/docs/apps/ciphers.html
https://en.wikipedia.org/wiki/Diffie-Hellman_key_exchange
https://en.wikipedia.org/wiki/Perfect_forward_secrecy		
Here is the list of SSL PFS ciphers supported by the remote server :

  High Strength Ciphers (>= 112-bit key)

    ECDHE-RSA-AES128-SHA256      Kx=ECDH        Au=RSA      Enc=AES-GCM(128)         Mac=SHA256  
    ECDHE-RSA-AES256-SHA384      Kx=ECDH        Au=RSA      Enc=AES-GCM(256)         Mac=SHA384  
    ECDHE-RSA-AES128-SHA         Kx=ECDH        Au=RSA      Enc=AES-CBC(128)         Mac=SHA1   
    ECDHE-RSA-AES256-SHA         Kx=ECDH        Au=RSA      Enc=AES-CBC(256)         Mac=SHA1   
    ECDHE-RSA-AES128-SHA256      Kx=ECDH        Au=RSA      Enc=AES-CBC(128)         Mac=SHA256  
    ECDHE-RSA-AES256-SHA384      Kx=ECDH        Au=RSA      Enc=AES-CBC(256)         Mac=SHA384  

The fields above are :

  {OpenSSL ciphername}
  Kx={key exchange}
  Au={authentication}
  Enc={symmetric encryption method}
  Mac={message authentication code}
  {export flag}


		57041						None		172.30.21.176		tcp		5989		SSL Perfect Forward Secrecy Cipher Suites Supported		The remote service supports the use of SSL Perfect Forward Secrecy
ciphers, which maintain confidentiality even if the key is stolen.		The remote host supports the use of SSL ciphers that offer Perfect
Forward Secrecy (PFS) encryption.  These cipher suites ensure that
recorded SSL traffic cannot be broken at a future date if the server's
private key is compromised.		n/a		http://www.openssl.org/docs/apps/ciphers.html
https://en.wikipedia.org/wiki/Diffie-Hellman_key_exchange
https://en.wikipedia.org/wiki/Perfect_forward_secrecy		
Here is the list of SSL PFS ciphers supported by the remote server :

  High Strength Ciphers (>= 112-bit key)

    ECDHE-RSA-AES128-SHA256      Kx=ECDH        Au=RSA      Enc=AES-GCM(128)         Mac=SHA256  
    ECDHE-RSA-AES256-SHA384      Kx=ECDH        Au=RSA      Enc=AES-GCM(256)         Mac=SHA384  
    ECDHE-RSA-AES128-SHA         Kx=ECDH        Au=RSA      Enc=AES-CBC(128)         Mac=SHA1   
    ECDHE-RSA-AES256-SHA         Kx=ECDH        Au=RSA      Enc=AES-CBC(256)         Mac=SHA1   
    ECDHE-RSA-AES128-SHA256      Kx=ECDH        Au=RSA      Enc=AES-CBC(128)         Mac=SHA256  
    ECDHE-RSA-AES256-SHA384      Kx=ECDH        Au=RSA      Enc=AES-CBC(256)         Mac=SHA384  

The fields above are :

  {OpenSSL ciphername}
  Kx={key exchange}
  Au={authentication}
  Enc={symmetric encryption method}
  Mac={message authentication code}
  {export flag}


		57396						None		172.30.21.176		tcp		443		VMware vSphere Detect		A VMware vSphere server is running on the remote host.		VMware vSphere, an enterprise server virtualization platform, is
running on the remote host.		n/a		https://www.vmware.com/products/vsphere		
  Version : VMware ESXi 6.0.0 build-4600944
  API Version : 6.0
  Uses HTTPS  : yes


		57582				6.4		Medium		172.30.21.176		tcp		443		SSL Self-Signed Certificate		The SSL certificate chain for this service ends in an unrecognized
self-signed certificate.		The X.509 certificate chain for this service is not signed by a
recognized certificate authority.  If the remote host is a public host
in production, this nullifies the use of SSL as anyone could establish
a man-in-the-middle attack against the remote host. 

Note that this plugin does not check for certificate chains that end
in a certificate that is not self-signed, but is signed by an
unrecognized certificate authority.		Purchase or generate a proper certificate for this service.				
The following certificate was found at the top of the certificate
chain sent by the remote host, but is self-signed and was not
found in the list of known certificate authorities :

|-Subject : CN=CA/DC=vsphere/DC=local/C=US/ST=California/O=mahindracomviva/OU=VMware


		70544						None		172.30.21.176		tcp		443		SSL Cipher Block Chaining Cipher Suites Supported		The remote service supports the use of SSL Cipher Block Chaining
ciphers, which combine previous blocks with subsequent ones.		The remote host supports the use of SSL ciphers that operate in Cipher
Block Chaining (CBC) mode.  These cipher suites offer additional
security over Electronic Codebook (ECB) mode, but have the potential to
leak information if used improperly.		n/a		http://www.openssl.org/docs/apps/ciphers.html
http://www.nessus.org/u?cc4a822a
http://www.openssl.org/~bodo/tls-cbc.txt		
Here is the list of SSL CBC ciphers supported by the remote server :

  High Strength Ciphers (>= 112-bit key)

    ECDHE-RSA-AES128-SHA         Kx=ECDH        Au=RSA      Enc=AES-CBC(128)         Mac=SHA1   
    ECDHE-RSA-AES256-SHA         Kx=ECDH        Au=RSA      Enc=AES-CBC(256)         Mac=SHA1   
    AES128-SHA                   Kx=RSA         Au=RSA      Enc=AES-CBC(128)         Mac=SHA1   
    AES256-SHA                   Kx=RSA         Au=RSA      Enc=AES-CBC(256)         Mac=SHA1   
    ECDHE-RSA-AES128-SHA256      Kx=ECDH        Au=RSA      Enc=AES-CBC(128)         Mac=SHA256  
    ECDHE-RSA-AES256-SHA384      Kx=ECDH        Au=RSA      Enc=AES-CBC(256)         Mac=SHA384  
    RSA-AES128-SHA256            Kx=RSA         Au=RSA      Enc=AES-CBC(128)         Mac=SHA256  
    RSA-AES256-SHA256            Kx=RSA         Au=RSA      Enc=AES-CBC(256)         Mac=SHA256  

The fields above are :

  {OpenSSL ciphername}
  Kx={key exchange}
  Au={authentication}
  Enc={symmetric encryption method}
  Mac={message authentication code}
  {export flag}


		70544						None		172.30.21.176		tcp		8182		SSL Cipher Block Chaining Cipher Suites Supported		The remote service supports the use of SSL Cipher Block Chaining
ciphers, which combine previous blocks with subsequent ones.		The remote host supports the use of SSL ciphers that operate in Cipher
Block Chaining (CBC) mode.  These cipher suites offer additional
security over Electronic Codebook (ECB) mode, but have the potential to
leak information if used improperly.		n/a		http://www.openssl.org/docs/apps/ciphers.html
http://www.nessus.org/u?cc4a822a
http://www.openssl.org/~bodo/tls-cbc.txt		
Here is the list of SSL CBC ciphers supported by the remote server :

  High Strength Ciphers (>= 112-bit key)

    AES128-SHA                   Kx=RSA         Au=RSA      Enc=AES-CBC(128)         Mac=SHA1   
    AES256-SHA                   Kx=RSA         Au=RSA      Enc=AES-CBC(256)         Mac=SHA1   
    RSA-AES128-SHA256            Kx=RSA         Au=RSA      Enc=AES-CBC(128)         Mac=SHA256  
    RSA-AES256-SHA256            Kx=RSA         Au=RSA      Enc=AES-CBC(256)         Mac=SHA256  

The fields above are :

  {OpenSSL ciphername}
  Kx={key exchange}
  Au={authentication}
  Enc={symmetric encryption method}
  Mac={message authentication code}
  {export flag}


		70544						None		172.30.21.176		tcp		5989		SSL Cipher Block Chaining Cipher Suites Supported		The remote service supports the use of SSL Cipher Block Chaining
ciphers, which combine previous blocks with subsequent ones.		The remote host supports the use of SSL ciphers that operate in Cipher
Block Chaining (CBC) mode.  These cipher suites offer additional
security over Electronic Codebook (ECB) mode, but have the potential to
leak information if used improperly.		n/a		http://www.openssl.org/docs/apps/ciphers.html
http://www.nessus.org/u?cc4a822a
http://www.openssl.org/~bodo/tls-cbc.txt		
Here is the list of SSL CBC ciphers supported by the remote server :

  High Strength Ciphers (>= 112-bit key)

    ECDHE-RSA-AES128-SHA         Kx=ECDH        Au=RSA      Enc=AES-CBC(128)         Mac=SHA1   
    ECDHE-RSA-AES256-SHA         Kx=ECDH        Au=RSA      Enc=AES-CBC(256)         Mac=SHA1   
    AES128-SHA                   Kx=RSA         Au=RSA      Enc=AES-CBC(128)         Mac=SHA1   
    AES256-SHA                   Kx=RSA         Au=RSA      Enc=AES-CBC(256)         Mac=SHA1   
    ECDHE-RSA-AES128-SHA256      Kx=ECDH        Au=RSA      Enc=AES-CBC(128)         Mac=SHA256  
    ECDHE-RSA-AES256-SHA384      Kx=ECDH        Au=RSA      Enc=AES-CBC(256)         Mac=SHA384  
    RSA-AES128-SHA256            Kx=RSA         Au=RSA      Enc=AES-CBC(128)         Mac=SHA256  
    RSA-AES256-SHA256            Kx=RSA         Au=RSA      Enc=AES-CBC(256)         Mac=SHA256  

The fields above are :

  {OpenSSL ciphername}
  Kx={key exchange}
  Au={authentication}
  Enc={symmetric encryption method}
  Mac={message authentication code}
  {export flag}


		70657						None		172.30.21.176		tcp		22		SSH Algorithms and Languages Supported		An SSH server is listening on this port.		This script detects which algorithms and languages are supported by
the remote service for encrypting communications.		n/a				
Nessus negotiated the following encryption algorithm with the server : 

The server supports the following options for kex_algorithms : 

  curve25519-sha256@libssh.org
  diffie-hellman-group-exchange-sha256
  diffie-hellman-group14-sha1
  diffie-hellman-group14-sha256
  diffie-hellman-group16-sha512
  diffie-hellman-group18-sha512
  ecdh-sha2-nistp256
  ecdh-sha2-nistp384
  ecdh-sha2-nistp521

The server supports the following options for server_host_key_algorithms : 

  rsa-sha2-256
  rsa-sha2-512
  ssh-rsa

The server supports the following options for encryption_algorithms_client_to_server : 

  3des-cbc
  aes128-ctr
  aes192-ctr
  aes256-ctr

The server supports the following options for encryption_algorithms_server_to_client : 

  3des-cbc
  aes128-ctr
  aes192-ctr
  aes256-ctr

The server supports the following options for mac_algorithms_client_to_server : 

  hmac-sha1
  hmac-sha1-96
  hmac-sha2-256
  hmac-sha2-512

The server supports the following options for mac_algorithms_server_to_client : 

  hmac-sha1
  hmac-sha1-96
  hmac-sha2-256
  hmac-sha2-512

The server supports the following options for compression_algorithms_client_to_server : 

  none
  zlib@openssh.com

The server supports the following options for compression_algorithms_server_to_client : 

  none
  zlib@openssh.com


		70658		CVE-2008-5161		2.6		Low		172.30.21.176		tcp		22		SSH Server CBC Mode Ciphers Enabled		The SSH server is configured to use Cipher Block Chaining.		The SSH server is configured to support Cipher Block Chaining (CBC)
encryption.  This may allow an attacker to recover the plaintext message
from the ciphertext. 

Note that this plugin only checks for the options of the SSH server and
does not check for vulnerable software versions.		Contact the vendor or consult product documentation to disable CBC mode
cipher encryption, and enable CTR or GCM cipher mode encryption.				
The following client-to-server Cipher Block Chaining (CBC) algorithms
are supported : 

  3des-cbc

The following server-to-client Cipher Block Chaining (CBC) algorithms
are supported : 

  3des-cbc


		71049				2.6		Low		172.30.21.176		tcp		22		SSH Weak MAC Algorithms Enabled		The remote SSH server is configured to allow MD5 and 96-bit MAC
algorithms.		The remote SSH server is configured to allow either MD5 or 96-bit MAC
algorithms, both of which are considered weak.

Note that this plugin only checks for the options of the SSH server,
and it does not check for vulnerable software versions.		Contact the vendor or consult product documentation to disable MD5 and
96-bit MAC algorithms.				
The following client-to-server Message Authentication Code (MAC) algorithms
are supported : 

  hmac-sha1-96

The following server-to-client Message Authentication Code (MAC) algorithms
are supported : 

  hmac-sha1-96


		91634						None		172.30.21.176		tcp		80		HyperText Transfer Protocol (HTTP) Redirect Information		The remote web server redirects requests to the root directory.		The remote web server issues an HTTP redirect when requesting the root
directory of the web server.

This plugin is informational only and does not denote a security
problem.		Analyze the redirect(s) to verify that this is valid operation for
your web server and/or application.				
  Request         : http://172.30.21.176/
  HTTP response   : HTTP/1.1 301 Moved Permanently
  Redirect to     : https://172.30.21.176/
  Redirect type   : 30x redirect


Note that Nessus did not receive a 200 OK response from the
last examined redirect.


		91634						None		172.30.21.176		tcp		80		HyperText Transfer Protocol (HTTP) Redirect Information		The remote web server redirects requests to the root directory.		The remote web server issues an HTTP redirect when requesting the root
directory of the web server.

This plugin is informational only and does not denote a security
problem.		Analyze the redirect(s) to verify that this is valid operation for
your web server and/or application.				
  Request         : http://172.30.21.176/
  HTTP response   : HTTP/1.1 301 Moved Permanently
  Redirect to     : https://172.30.21.176/
  Redirect type   : 30x redirect


Note that Nessus did not receive a 200 OK response from the
last examined redirect.


		91634						None		172.30.21.176		tcp		80		HyperText Transfer Protocol (HTTP) Redirect Information		The remote web server redirects requests to the root directory.		The remote web server issues an HTTP redirect when requesting the root
directory of the web server.

This plugin is informational only and does not denote a security
problem.		Analyze the redirect(s) to verify that this is valid operation for
your web server and/or application.				
  Request         : http://172.30.21.176/
  HTTP response   : HTTP/1.1 301 Moved Permanently
  Redirect to     : https://172.30.21.176/
  Redirect type   : 30x redirect


Note that Nessus did not receive a 200 OK response from the
last examined redirect.


		94761						None		172.30.21.176		tcp		443		SSL Root Certification Authority Certificate Information		A root Certification Authority certificate was found at the top of the
certificate chain.		The remote service uses an SSL certificate chain that contains a
self-signed root Certification Authority certificate at the top of the
chain.		Ensure that use of this root Certification Authority certificate
complies with your organization's acceptable use and security
policies.		https://technet.microsoft.com/en-us/library/cc778623		
The following root Certification Authority certificate was found :

|-Subject             : CN=CA/DC=vsphere/DC=local/C=US/ST=California/O=mahindracomviva/OU=VMware
|-Issuer              : CN=CA/DC=vsphere/DC=local/C=US/ST=California/O=mahindracomviva/OU=VMware
|-Valid From          : Jan 08 14:29:53 2018 GMT
|-Valid To            : Jan 06 14:29:53 2028 GMT
|-Signature Algorithm : SHA-256 With RSA Encryption


		99130		CVE-2017-4903		8.3		High		172.30.21.176		tcp		0		ESXi 6.0 U1 < Build 5251621 / 6.0 U2 < Build 5251623 / 6.0 U3 < Build 5224934 Multiple Vulnerabilities (VMSA-2017-0006) (remote check)		The remote VMware ESXi 6.0 host is affected by multiple
vulnerabilities.		The version of the remote VMware ESXi 6.0 host is 6.0 U1 prior to
build 5251621, 6.0 U2 prior to build 5251623, or 6.0 U3 prior to build
5224934. It is, therefore, affected by multiple vulnerabilities :

  - A stack memory initialization flaw exists that allows an
    attacker on the guest to execute arbitrary code on the
    host. (CVE-2017-4903)

  - An unspecified flaw exists in memory initialization that
    allows an attacker on the guest to execute arbitrary
    code on the host. (CVE-2017-4904)

  - An unspecified flaw exists in memory initialization that
    allows the disclosure of sensitive information.
    (CVE-2017-4905)		Apply patch ESXi600-201703401-SG, ESXi600-201703002, or
ESXi600-201703003 according to the vendor advisory.		http://www.vmware.com/security/advisories/VMSA-2017-0006.html
http://www.nessus.org/u?29e8975b
http://www.nessus.org/u?0ac633b1		
  ESXi version    : ESXi 6.0
  Installed build : 4600944
  Fixed build     : 5251623


		99130		CVE-2017-4904		8.3		High		172.30.21.176		tcp		0		ESXi 6.0 U1 < Build 5251621 / 6.0 U2 < Build 5251623 / 6.0 U3 < Build 5224934 Multiple Vulnerabilities (VMSA-2017-0006) (remote check)		The remote VMware ESXi 6.0 host is affected by multiple
vulnerabilities.		The version of the remote VMware ESXi 6.0 host is 6.0 U1 prior to
build 5251621, 6.0 U2 prior to build 5251623, or 6.0 U3 prior to build
5224934. It is, therefore, affected by multiple vulnerabilities :

  - A stack memory initialization flaw exists that allows an
    attacker on the guest to execute arbitrary code on the
    host. (CVE-2017-4903)

  - An unspecified flaw exists in memory initialization that
    allows an attacker on the guest to execute arbitrary
    code on the host. (CVE-2017-4904)

  - An unspecified flaw exists in memory initialization that
    allows the disclosure of sensitive information.
    (CVE-2017-4905)		Apply patch ESXi600-201703401-SG, ESXi600-201703002, or
ESXi600-201703003 according to the vendor advisory.		http://www.vmware.com/security/advisories/VMSA-2017-0006.html
http://www.nessus.org/u?29e8975b
http://www.nessus.org/u?0ac633b1		
  ESXi version    : ESXi 6.0
  Installed build : 4600944
  Fixed build     : 5251623


		99130		CVE-2017-4905		8.3		High		172.30.21.176		tcp		0		ESXi 6.0 U1 < Build 5251621 / 6.0 U2 < Build 5251623 / 6.0 U3 < Build 5224934 Multiple Vulnerabilities (VMSA-2017-0006) (remote check)		The remote VMware ESXi 6.0 host is affected by multiple
vulnerabilities.		The version of the remote VMware ESXi 6.0 host is 6.0 U1 prior to
build 5251621, 6.0 U2 prior to build 5251623, or 6.0 U3 prior to build
5224934. It is, therefore, affected by multiple vulnerabilities :

  - A stack memory initialization flaw exists that allows an
    attacker on the guest to execute arbitrary code on the
    host. (CVE-2017-4903)

  - An unspecified flaw exists in memory initialization that
    allows an attacker on the guest to execute arbitrary
    code on the host. (CVE-2017-4904)

  - An unspecified flaw exists in memory initialization that
    allows the disclosure of sensitive information.
    (CVE-2017-4905)		Apply patch ESXi600-201703401-SG, ESXi600-201703002, or
ESXi600-201703003 according to the vendor advisory.		http://www.vmware.com/security/advisories/VMSA-2017-0006.html
http://www.nessus.org/u?29e8975b
http://www.nessus.org/u?0ac633b1		
  ESXi version    : ESXi 6.0
  Installed build : 4600944
  Fixed build     : 5251623


		102698		CVE-2016-2183		5.5		Medium		172.30.21.176		tcp		0		ESXi 6.0 < Build 5485776 Multiple Vulnerabilities (VMSA-2017-0015) (remote check)		The remote VMware ESXi 6.0 host is affected by multiple
vulnerabilities.		The version of the remote VMware ESXi 6.0 host is prior to build
5224529. It is, therefore, affected by multiple vulnerabilities in
VMWare Tools and the bundled OpenSSL and Python packages, as well
as a NULL pointer dereference vulnerability related to handling RPC
requests that could allow an attacker to crash a virtual machine.		Apply patch ESXi600-201706101-SG according to the vendor advisory.		http://www.vmware.com/security/advisories/VMSA-2017-0015.html
http://www.nessus.org/u?e03fa029		
  ESXi version    : ESXi 6.0
  Installed build : 4600944
  Fixed build     : 5485776


		102698		CVE-2016-7055		5.5		Medium		172.30.21.176		tcp		0		ESXi 6.0 < Build 5485776 Multiple Vulnerabilities (VMSA-2017-0015) (remote check)		The remote VMware ESXi 6.0 host is affected by multiple
vulnerabilities.		The version of the remote VMware ESXi 6.0 host is prior to build
5224529. It is, therefore, affected by multiple vulnerabilities in
VMWare Tools and the bundled OpenSSL and Python packages, as well
as a NULL pointer dereference vulnerability related to handling RPC
requests that could allow an attacker to crash a virtual machine.		Apply patch ESXi600-201706101-SG according to the vendor advisory.		http://www.vmware.com/security/advisories/VMSA-2017-0015.html
http://www.nessus.org/u?e03fa029		
  ESXi version    : ESXi 6.0
  Installed build : 4600944
  Fixed build     : 5485776


		102698		CVE-2016-1000110		5.5		Medium		172.30.21.176		tcp		0		ESXi 6.0 < Build 5485776 Multiple Vulnerabilities (VMSA-2017-0015) (remote check)		The remote VMware ESXi 6.0 host is affected by multiple
vulnerabilities.		The version of the remote VMware ESXi 6.0 host is prior to build
5224529. It is, therefore, affected by multiple vulnerabilities in
VMWare Tools and the bundled OpenSSL and Python packages, as well
as a NULL pointer dereference vulnerability related to handling RPC
requests that could allow an attacker to crash a virtual machine.		Apply patch ESXi600-201706101-SG according to the vendor advisory.		http://www.vmware.com/security/advisories/VMSA-2017-0015.html
http://www.nessus.org/u?e03fa029		
  ESXi version    : ESXi 6.0
  Installed build : 4600944
  Fixed build     : 5485776


		102698		CVE-2017-3731		5.5		Medium		172.30.21.176		tcp		0		ESXi 6.0 < Build 5485776 Multiple Vulnerabilities (VMSA-2017-0015) (remote check)		The remote VMware ESXi 6.0 host is affected by multiple
vulnerabilities.		The version of the remote VMware ESXi 6.0 host is prior to build
5224529. It is, therefore, affected by multiple vulnerabilities in
VMWare Tools and the bundled OpenSSL and Python packages, as well
as a NULL pointer dereference vulnerability related to handling RPC
requests that could allow an attacker to crash a virtual machine.		Apply patch ESXi600-201706101-SG according to the vendor advisory.		http://www.vmware.com/security/advisories/VMSA-2017-0015.html
http://www.nessus.org/u?e03fa029		
  ESXi version    : ESXi 6.0
  Installed build : 4600944
  Fixed build     : 5485776


		102698		CVE-2017-3730		5.5		Medium		172.30.21.176		tcp		0		ESXi 6.0 < Build 5485776 Multiple Vulnerabilities (VMSA-2017-0015) (remote check)		The remote VMware ESXi 6.0 host is affected by multiple
vulnerabilities.		The version of the remote VMware ESXi 6.0 host is prior to build
5224529. It is, therefore, affected by multiple vulnerabilities in
VMWare Tools and the bundled OpenSSL and Python packages, as well
as a NULL pointer dereference vulnerability related to handling RPC
requests that could allow an attacker to crash a virtual machine.		Apply patch ESXi600-201706101-SG according to the vendor advisory.		http://www.vmware.com/security/advisories/VMSA-2017-0015.html
http://www.nessus.org/u?e03fa029		
  ESXi version    : ESXi 6.0
  Installed build : 4600944
  Fixed build     : 5485776


		102698		CVE-2017-3732		5.5		Medium		172.30.21.176		tcp		0		ESXi 6.0 < Build 5485776 Multiple Vulnerabilities (VMSA-2017-0015) (remote check)		The remote VMware ESXi 6.0 host is affected by multiple
vulnerabilities.		The version of the remote VMware ESXi 6.0 host is prior to build
5224529. It is, therefore, affected by multiple vulnerabilities in
VMWare Tools and the bundled OpenSSL and Python packages, as well
as a NULL pointer dereference vulnerability related to handling RPC
requests that could allow an attacker to crash a virtual machine.		Apply patch ESXi600-201706101-SG according to the vendor advisory.		http://www.vmware.com/security/advisories/VMSA-2017-0015.html
http://www.nessus.org/u?e03fa029		
  ESXi version    : ESXi 6.0
  Installed build : 4600944
  Fixed build     : 5485776


		102698		CVE-2017-4925		5.5		Medium		172.30.21.176		tcp		0		ESXi 6.0 < Build 5485776 Multiple Vulnerabilities (VMSA-2017-0015) (remote check)		The remote VMware ESXi 6.0 host is affected by multiple
vulnerabilities.		The version of the remote VMware ESXi 6.0 host is prior to build
5224529. It is, therefore, affected by multiple vulnerabilities in
VMWare Tools and the bundled OpenSSL and Python packages, as well
as a NULL pointer dereference vulnerability related to handling RPC
requests that could allow an attacker to crash a virtual machine.		Apply patch ESXi600-201706101-SG according to the vendor advisory.		http://www.vmware.com/security/advisories/VMSA-2017-0015.html
http://www.nessus.org/u?e03fa029		
  ESXi version    : ESXi 6.0
  Installed build : 4600944
  Fixed build     : 5485776


		104743						None		172.30.21.176		tcp		443		TLS Version 1.0 Protocol Detection		The remote service encrypts traffic using an older version of TLS.		The remote service accepts connections encrypted using TLS 1.0. TLS 1.0 has a
number of cryptographic design flaws. Modern implementations of TLS 1.0
mitigate these problems, but newer versions of TLS like 1.1 and 1.2 are
designed against these flaws and should be used whenever possible.

PCI DSS v3.1 requires that TLS 1.0 be disabled entirely by June 2018, except
for point-of-sale terminals and their termination points.		Enable support for TLS 1.1 and 1.2, and disable support for TLS 1.0.				TLSv1 is enabled and the server supports at least one cipher.

		104743						None		172.30.21.176		tcp		8182		TLS Version 1.0 Protocol Detection		The remote service encrypts traffic using an older version of TLS.		The remote service accepts connections encrypted using TLS 1.0. TLS 1.0 has a
number of cryptographic design flaws. Modern implementations of TLS 1.0
mitigate these problems, but newer versions of TLS like 1.1 and 1.2 are
designed against these flaws and should be used whenever possible.

PCI DSS v3.1 requires that TLS 1.0 be disabled entirely by June 2018, except
for point-of-sale terminals and their termination points.		Enable support for TLS 1.1 and 1.2, and disable support for TLS 1.0.				TLSv1 is enabled and the server supports at least one cipher.

		104743						None		172.30.21.176		tcp		5989		TLS Version 1.0 Protocol Detection		The remote service encrypts traffic using an older version of TLS.		The remote service accepts connections encrypted using TLS 1.0. TLS 1.0 has a
number of cryptographic design flaws. Modern implementations of TLS 1.0
mitigate these problems, but newer versions of TLS like 1.1 and 1.2 are
designed against these flaws and should be used whenever possible.

PCI DSS v3.1 requires that TLS 1.0 be disabled entirely by June 2018, except
for point-of-sale terminals and their termination points.		Enable support for TLS 1.1 and 1.2, and disable support for TLS 1.0.				TLSv1 is enabled and the server supports at least one cipher.

		105486		CVE-2017-4940		9.3		High		172.30.21.176		tcp		0		ESXi 5.5 / 6.0 / 6.5 / Multiple Vulnerabilities (VMSA-2017-0021) (VMSA-2018-0002) (Spectre) (remote check)		The remote VMware ESXi host is affected by multiple vulnerabilities.		The remote VMware ESXi host is version 5.5, 6.0, or 6.5 and is
missing a security patch. It is, therefore, affected by multiple
vulnerabilities that can allow code execution in a virtual machine
via the authenticated VNC session as well as cause information disclosure from one
virtual machine to another virtual machine on the same host.		Apply the appropriate patch as referenced in the vendor advisory.		https://www.vmware.com/security/advisories/VMSA-2017-0021.html
https://www.talosintelligence.com/vulnerability_reports/TALOS-2017-0369
https://www.vmware.com/us/security/advisories/VMSA-2018-0002.html
https://meltdownattack.com/		
  ESXi version    : 6.0
  Installed build : 4600944
  Fixed build     : 6921384 / 6856897 (security-only fix)


		105486		CVE-2017-4941		9.3		High		172.30.21.176		tcp		0		ESXi 5.5 / 6.0 / 6.5 / Multiple Vulnerabilities (VMSA-2017-0021) (VMSA-2018-0002) (Spectre) (remote check)		The remote VMware ESXi host is affected by multiple vulnerabilities.		The remote VMware ESXi host is version 5.5, 6.0, or 6.5 and is
missing a security patch. It is, therefore, affected by multiple
vulnerabilities that can allow code execution in a virtual machine
via the authenticated VNC session as well as cause information disclosure from one
virtual machine to another virtual machine on the same host.		Apply the appropriate patch as referenced in the vendor advisory.		https://www.vmware.com/security/advisories/VMSA-2017-0021.html
https://www.talosintelligence.com/vulnerability_reports/TALOS-2017-0369
https://www.vmware.com/us/security/advisories/VMSA-2018-0002.html
https://meltdownattack.com/		
  ESXi version    : 6.0
  Installed build : 4600944
  Fixed build     : 6921384 / 6856897 (security-only fix)


		105486		CVE-2017-5753		9.3		High		172.30.21.176		tcp		0		ESXi 5.5 / 6.0 / 6.5 / Multiple Vulnerabilities (VMSA-2017-0021) (VMSA-2018-0002) (Spectre) (remote check)		The remote VMware ESXi host is affected by multiple vulnerabilities.		The remote VMware ESXi host is version 5.5, 6.0, or 6.5 and is
missing a security patch. It is, therefore, affected by multiple
vulnerabilities that can allow code execution in a virtual machine
via the authenticated VNC session as well as cause information disclosure from one
virtual machine to another virtual machine on the same host.		Apply the appropriate patch as referenced in the vendor advisory.		https://www.vmware.com/security/advisories/VMSA-2017-0021.html
https://www.talosintelligence.com/vulnerability_reports/TALOS-2017-0369
https://www.vmware.com/us/security/advisories/VMSA-2018-0002.html
https://meltdownattack.com/		
  ESXi version    : 6.0
  Installed build : 4600944
  Fixed build     : 6921384 / 6856897 (security-only fix)


		105486		CVE-2017-5715		9.3		High		172.30.21.176		tcp		0		ESXi 5.5 / 6.0 / 6.5 / Multiple Vulnerabilities (VMSA-2017-0021) (VMSA-2018-0002) (Spectre) (remote check)		The remote VMware ESXi host is affected by multiple vulnerabilities.		The remote VMware ESXi host is version 5.5, 6.0, or 6.5 and is
missing a security patch. It is, therefore, affected by multiple
vulnerabilities that can allow code execution in a virtual machine
via the authenticated VNC session as well as cause information disclosure from one
virtual machine to another virtual machine on the same host.		Apply the appropriate patch as referenced in the vendor advisory.		https://www.vmware.com/security/advisories/VMSA-2017-0021.html
https://www.talosintelligence.com/vulnerability_reports/TALOS-2017-0369
https://www.vmware.com/us/security/advisories/VMSA-2018-0002.html
https://meltdownattack.com/		
  ESXi version    : 6.0
  Installed build : 4600944
  Fixed build     : 6921384 / 6856897 (security-only fix)
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