Procedure to Disable an Unwanted port
1. Security Team run a security scan on system and provides a list of open ports on system.
2. OS team get a concurrence form Application and DB team for business related ports and rest of the ports needs to be disabled other than OS related ports.
3. Below is the procedure followed to disable unwanted services / ports. Here we will take an example of NTP service / port 123 and demonstrate how to disable it:
Procedure to check service status:
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How to verifying which ports been used by NTP service
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How to stop the services 
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Status of service 
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And then check ports are listening status
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Now in some of the practical cases we found even after disabling service, port may still remain open for existing sessions. Below is the procedure to disable that:
How to check services port
[image: ]
How to change or stop services port in services file:
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How to check port status in service file.
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Now we can check port status by netstat –anp | grep ntp or netstat –anp | grep 123 command.
[bookmark: _GoBack]Here is one more procedure to kill active sessions by taking example of http service. 
Fist check the services status 
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And then check the service process id 
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And kill the process
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Check service status
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[zootésexveri ~1# /etc/init.d/ntpd status
ntpd 13 stopped

[zooteserverl 14

[root@serverl ~]# chkconfig --1list ntpd
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(rootéserverl ~1# netstat -anp | grep ntp
[root@serverl ~1# netstat -anp | grep 123
[root@serverl ~1%
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(rootéserverl ~1# cat /etc/services

ntp.
ntp

123/tcp
123/udp

grep 123

# Network Time Protocol
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[root@serverl ~1# vi /etc/services
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#ntp 123/tcp
o 123/udp # Network Time Protocol
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(root@serverl ~1# cat /etc/services | grep 123
#ntp 123/tcp
#ncp 123/udp

# Network Time Protocol




image10.png
= root@serverl “H

(root@serverl ~1# /etc/init.d/httpd status
ntepd (pid 10780) is running...
[root@serverl ~]#
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[root@serveri ~]§ necstat -anp | grep httpd
tep o 0 :::80
[root@server1 ~1%

LISTEN /neepd
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[root@serverl ~1# kill -9 10780
[root@serverl ~1%
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[root@serverl ~]# netstat -amp | grep hrepd
[root@serverl ~1#
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[root@serverl ~1# /etc/init.d/ntpd status
ntpd (pid 10393) is running
[root@serverl ~1%

[root@serverl ~]# chkconfig —-1ist nepd

ntpd
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[root@serverl ~]§ necstat -anp | grep ntp

udp. o 0 172.16.7.63:123 .0.0:% 10393/ntpd
udp. o o .0.0:% 10393/ntpd
udp. o o .0.0:% 10393/ntpd
udp. o o - 10393/ntpd
udp. o o - 10393/ntpd
adp o o 10393/ntpa
adp 3 3 10393/ntpa
unix 2 1 58698 10393/ntpd

unix 2 1 60561 10395/ntpd

{zooteserverl -1

{zootéserverl ~1# netstat ~anp | grep 123

udp. o 0 172.16.7.63:123 .0.0:% 10393/ntpd
udp. o 0 127.0.0.1:123 .0.0:% 10393/ntpd
udp. o o .0.0:% 10393/ntpd
udp. o o - 10393/ntpd
udp. o o - 10393/ntpd
udp. o o 10393/ntpd
udp. o 0 10393/ntpd
[root@server1 ~1% I
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[root@serverl
Shutting down
[root@server1
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~1# /etc/init.a/ntpd stop
nepd;
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~1# chkconfig ntpd off
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